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Abstract: Cybersecurity is an important strategic issue to an organization in the modern,
digitized world. Attempting to combat the threat an organization faces is a challenge due to
shortage in budget and quick-changing threat landscape within the organization, as
organizations are not able to effectively set their priorities on where to and how to invest in
cybersecurity. The difficulty is in reaching the compromise between financial limitations
and the necessity to eliminate the most serious threats. This study bridges this gap, where
the author suggests a decision support framework based on business analytics to assist in
cybersecurity investment prioritization. This paper analyses the breach data by using the
Kaggle real-life dataset named the Cybersecurity Breaches Information 2010 - 2023 in
analyzing the incidents of breach across organizations, departments, and systems. The data
includes critical data, such as breach types, individuals affected, the department officials
involved and places of data breach, and an approximate figure on the number of data that
are lost. Using descriptive and predictive analytics methods the study finds patterns and
areas of high risk and the data-driven methods of investment can be done. The heart of a
proposed framework is a multi-criteria prioritization model which considers the impact
factors such as the severity of a breach, the sensitivity of data, the risk exposure of a
business unit and the frequency of a breach. The exposure to risks is determined by a
formula of composite scoring, where the variables received weights including the number
of people affected overall, the breach type and the projection of the volumes of data lost.
The framework also prioritizes cybersecurity investments in order of urgency and
anticipated level of risk reduction to match it with risk tolerance level of the organization
strategy goals.
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1. Introduction
1.1 Background

In the digital age, organizations rely more on technology to conduct, exchange communications,
and generate values to attract customers. Along with this increased dependency on digital
infrastructure, however, the number of cyber threats that the organizations are exposed to continue
to increase, including ransomware and phishing attacks, data breaches and unauthorized access
[1]. Financial and reputational expenses connected to these cyber incidents are at an
unprecedented level as it affects business of any volume and any field. Most organizations have
limited budgets; even though cybersecurity is gaining popularity and importance because the
situation cannot be perfect, every security asset cannot be secured or every vulnerability cannot be
removed. The necessity to prioritize the investments in cybersecurity according to the category of
risk and impact is thus more crucial than ever. Historically, cybersecurity strategies are commonly
based on compliance or historical precedent and reactive as opposed to proactive and data-based
strategies. Because of this reactive nature, cybersecurity programs are restricted in their
effectiveness and inefficient organization of resources is a common result [2]. Contrastingly,
business analytics can be incorporated into the decision-making of the cybersecurity processes by
giving potent information based on past experiences, forecasting activities, and risk statistics.
Business analytics can assist the organization to determine the most likely assets to suffer adverse
impacts and the vulnerabilities that can have the biggest impacts where investments would earn
the company the best gains in the form of risk avoidance [3]. The proposed research outlines a
decision support framework using business analytics to support the decision making associated
with cybersecurity investment decisions within organizations to allow more effective organization
of resources, sounder security posture, and cost-effective approach to cybersecurity decision
making in a measurable and strategic way.

1.2 Evolving Nature of Business Risk and Cyber Threat

The very character of cyber threats has changed extensively in the last decade as random and
opportunistic attacks have been replaced with well-planned and long-term attacks [4]. Advanced
techniques now used by cybercriminals in penetrating networks and stealing sensitive data include
spear-phishing, supply chain breaching, and Artificial Intelligence driven malware. At the same
time there has been a rise in the number of state-sponsored attacks taking place against critical
infrastructure and against sensitive corporate or government systems. This change in the threat
landscape has put pressure on businesses to realize that cybersecurity should not only be regarded
as a technical process, but also as a fundamental constituent of enterprise risk management. The
fast-growing use of cloud computing, [oT gadgets, and remote working features, also adds to the
complexity of the cybersecurity situation, creating new zones of susceptibility and extending the
possibility of an attack area [5]. As most organizations have rather limited monetary and human
resource allocation, there is now no longer any opportunity to treat everything with the same level
of importance. Organizations need to scan the criticality of the systems and concentrate the
cybersecurity investments to the regions that have the greatest ROS in security [6]. The CEOs
should combine business and cybersecurity plans and ensure that cybersecurity activities should
become part of facilitating innovation and the operational resilience of the business. In this
respect, data-driven decision-making is crucial. Looking at breach history data, corporations are
able to visualize trends, assess how effectively various types of threats have impacted them
relative to each other, and project where they might be weak in the future. These ideas cannot be
underestimated when coming up with proactive, but cost-effective investment plans. Business
analytics can be incorporated into cybersecurity planning to facilitate the transformation of brute
data into actionable intelligence to make more intelligent investment decisions.
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1.3 The Role of Business Analytics in Cybersecurity Investment

Business analytics has been an eye-opener and revolutionary in the decision-making task today by
allowing organizations to translate intricate data into coherent and part meanings. Analytics can
introduce the needed objectivity and precision in the situation when the information about
investments in cybersecurity needs to be truly prioritized [7]. By using elements like descriptive
analytics, the companies will be able to evaluate the events that have happened historically in
breaches and vulnerabilities, analyzing the patterns that have been common and the number of
times the specific department of the company was targeted, and the kind of vulnerabilities used on
the company [8]. In diagnostic analytics, the business may comprehend the genesis of the
previous incidents, whereas predictive analytics may estimate the prospective breaches because of
the current threat analytics. prescriptive analytics can be applied to simulate the several
investment options and advise the best utilization of the security resources. Through the analysis
of cybersecurity data using such methods, companies can determine where to focus their
investments i.e. based on quantifiable risk components like level of breach, loss of data, number
of individuals affected and criticality of the asset). What it ultimately produces is a more
organized and thoughtful investment cycle which brings the cybersecurity in line with business
objectives, level of risks that the business can bear, and legal compliance. Instead of assuming the
expert intuition or the checklists of compliance, decision-makers can use the data models and
dashboard to find the high-risk areas and determine the places where investments could achieve
the largest effects [9]. This method does not only improve efficiency, but also delivers
transparency and justification to the cybersecurity budgets. The present research bases a real-
world dataset that includes cases of cybersecurity breaches that occurred in the period between
2010 and 2023 and applies business analytics to build a decision support framework. The
framework is going to guide companies in reaching more sensible decisions regarding
cybersecurity investments.

1.4 Problem Statement

Organizations tend to lack an analytically informed approach to prioritization of their investments
into cybersecurity, despite the rising multiplexity and rate of cyber threats. Present day investment
decisions are usually informed by reactive action, compliance requirement or narrow risk
perception and often results in resource wastage due to little or no resources [10]. Merging
business analytics and cybersecurity planning to make strategic decisions has an experienced
failure along the lines. In the absence of a systematic approach towards assessing risks, effects and
limited-service resources, organizations can hardly allocate their cybersecurity budget and aim to
provide complete protection and in line with business risk. This study proposes to fill this gap
with the help of a prioritization model of business analytics.

1.5 Objective of Study

With the aim to develop a decision support framework of cybersecurity investment on business
analytics.

To examine the data of the actual cybersecurity breaches that occurred in 2010-2023.
To determine variables that are important to the breach impact and frequency.

To estimate the risk exposure measures using breach characteristics.

To work out a scoring framework of investment prioritization [11].

To incorporate the analytics in a decision support system.

YV V. V V V V

To present an implementable advice on the optimization of cybersecurity budgets.
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1.6 Research Questions

To delve into the ability of business analytics in providing viable investments in cybersecurity
based on the prioritization of the sources of risks.

» Which factors have the greatest impact on the exposure to cybersecurity risks in terms of
departments and systems?

» What role can breach data play to create a risk-based investment prioritization model?

» What is the effectiveness of a decision support framework in business analytics in decision
support of cybersecurity budgeting?

1.7 Significant of Study

The research is important in that it answers a posing severe gap in organization input decisions
regarding cybersecurity. Against the backdrop of tight budgets and increasing threats,
organizations need to become smarter and data-driven in ways of utilizing the available resources
[12]. The creators of the proposed research are proposing a new model of including business
analytics in the cybersecurity planning process where it becomes possible to make much more
strategic evidence-based decisions. Referring to the real-life data in 2010-2023, this research can
provide practical value in the form of insights into the patterns of vulnerability, impact of threats,
and organizational units that should be considered vulnerable. These are insights, which are
employed in making the investment decisions that could not only help reduce risk to the
maximum but also help make it financially viable [12]. The study adds value to the scholarly
research work as it will explain how business analytics which are generally employed in business
in marketing, finance, operations can be particularly applied in the field of cybersecurity. It adds
the missing piece between assuring cybersecurity risk assessment and the active creation of
investment plans, whereby it provides a model that can be reproduced and scaled to suit various
industries. Realistically, the framework of decision support described in the course of this work
may assist Chief Information Security Officers (CISOs), IT management, and decision-makers to
rationalize their budgets on cybersecurity [13]. This is especially applicable to companies that are
under digital transformation or to those that handle hybrid work levels or to those that are in
highly regulated sectors; the study will help them shift towards more proactive, business-aligned
security governance by arming their stakeholders with data and frameworks to make more
intelligent investment choices.

2. Literature Review

The issue of cybersecurity investment has gained priority because of increased threats and scarcity
of available resources. The methods of allocating cybersecurity budgets that are used by recurring
to the past have an imperfect history of creating efficient expenses since they are regularly
founded on the reactive, or compliance inspired issues [14]. Such models of investment
prioritization, although revealing, are usually hypothetical and cannot be applied in real life. The
application of business analytics is useful in this case as it allows making informed decisions by
evaluating past information about a breach, risk trending, and the penetrated assets. Its application
during cybersecurity investment planning is understated [15]. The paper will fill that gap
suggesting the problem of a decision support framework that will use analytics to inform strategic
and risk-informed cybersecurity investments.

2.1 Organization and Challenges in Cybersecurity Investment Landscape

Cybersecurity has emerged as one of the core interests of organizations in today's interconnected
digital world. The level of cyber threats in terms of frequency, complexity, and cost impact of the
threats has grown immensely but most organizations are not able to effectively manage their cyber
budgets [16]. Because most business entities are functioning with limited funding, there is no
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possibility to cover every gap at the same time. Thus, the prioritization of cybersecurity
investment should be well-reasoned and should use the following factors: risk exposure, business
criticality, and impact. Although these investments are critical ones, most organizations use
reactive or compliance-based strategies in their strategies towards allocation of the cybersecurity
funds [17]. Such methods may result in security postures that are out of sync where security spent
on areas that are not at risk is too intense and vice versa. An increasingly large body of research
identifies the ineffectiveness of such approaches and notes the importance of prioritization based
on data. An efficient investment planning should consider the probability of threats occurring,
their level of impact, and the value of the exposed assets. The lack of systematic structures,
however, impedes the capability of organizations in making optimized decisions [17]. One major
challenge is to ensure that the investment in cybersecurity is linked to the business strategy.
Conventional investment planning does not offer real-time integration and dynamics-baling
evaluation. With an unsystematic approach to decision-making, cybersecurity measures stay too
vague, subjective, and usually depend on the last incident rather than on the exposure to the risk in
the long term. It highlights the importance of a decision-making system, which utilizes data
analytics in facilitating investment decisions and integrating it with the objectives of enterprise
risk management.

2.2 Existing Decision Models of Cybersecurity Budgeting

Many theoretical frameworks have been availed with the aim of helping institutions on the
amount to spend on cyber-security and the sectors in which to pump in those funds. Such models
tend to include variables like probability of an attack, cost of controls and potential damage or
losses [18]. As useful as these frameworks might be, most of them depend on mathematical
abstraction, economic ideas, or the fixed set of scores that often are not relevant to real
organizational dynamics and are unlikely to match the emerging risks. The earning on security
investment can be estimated based on the cost of a constructing control against the prevented
chance of risk as some models are based upon cost and benefit dictionaries [19]. There are others
who consider various threat scenarios using the simulation techniques or decision trees. These
models thought informative always have data requirements whose inputs cannot be easily
generated or assume a precision too high a level to be possible in real practice. Consequently, they
might not be flexible or scalable within dynamic business set ups. Operationalization of these
models has also its own problems such as integration with current operational data and getting the
users to make usage. The fact remains that in most instances, the investment in cybersecurity is
kept separate to core business operations [20]. This is the element that is missing: a technically
viable yet practically workable framework that can make sense of the data on breaches over
history and turn it into effective insight on how to invest. In this study, this shortcoming is
overcome by providing a proposal of a decision support system using both empirical information
and business analytics concepts.

2.3 Use of Business Analytics in Risk-Oriented Cybersecurity Planning

Business analytics avails a systematic method of interpreting data and making wise decisions [21].
Analytics in cybersecurity can be used to change raw data about a given number of incidents and
it can also form meaningful results that help an organization to be able to predict, quantify, and
respond to risks. Business analytics involves various levels: descriptive analytics aid in the
determination of what has occurred in the past, diagnostic analytics determine the cause of
occurrences, predictive analytics determine the occurrence of events and prescriptive analytics
propose actions to be undertaken [22]. Analytics can aid in the decisions in the field of
cybersecurity investment by highlighting risky sections, system departments that are hit more
often, and places with departments at risk of breach. Exploiting statistical models and
visualization tools, an organization will be able to determine the severity, frequency, and the
impact of the breaches across several units within the organization. The insight helps decision-
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makers make their investments where they are needed the most. The use of business analytics in
the field of cybersecurity has yet to mature [23]. Many cybersecurity organizations pay more
attention to the technical detection of threats and their elimination than to the long-term
investment planning. In addition to that, data is not always used systematically to make financial
decisions where data is often available. Failure of integration between security operation functions
and business intelligence functions also narrows down the effects of analytics in budgeting
decisions. By incorporating business analytics in the investment planning process, an organization
can benefit greatly through being resilient due to the ability to make risk-sensitive decisions [24].
By investigating the ways to apply breach data in an analytics scheme of optimizing the
cybersecurity investment prioritization, the study aims to offer both technical precision and
business convergence.

2.4 Empirical Breach Data Investment Prioritization Use

Empirical breach data can serve as a good basis when constructing the risk-based model on
cybersecurity investments. Useful information is available in publicly released datasets of real-
world breach incidents, containing data including breach type, breached individuals, type of
system, and size of data lost, which can be used in prioritizing investments [25]. The sets of data
enable organizations to recognize trends, evaluate weakness, and realize the outcomes of
inadequate security. Breach data analyses also depict that some systems, including the endpoints,
portable devices, and network servers, are targeted over and over, and human-related attacks,
including phishing and weak access controls, still prevail [26]. This data can inform specific
investment in training, surveillance and certain types of technology that fill the most exploited
gaps. Many existing applications of breach data are restricted to post-incident notification or top-
to-bottom risk analysis. There are very little studies or organizational planning that uses this
information to develop dynamic prioritization models. Usage of breach history to achieve
proactive budget planning offers a huge void. The proposed research would attempt to fill that gap
by utilizing real-world data to build a risk scoring technique and converting that into a decision-
making tool [27]. Calculating the exposure to risk with the help of the past data introduces an
empirical aspect to the cybersecurity budgeting process. It makes decisions based on facts,
uniform and in line with the real trend in terms of the threats. Accountability is also made high
with this strategy and organizations can justify investment practices based on the observed facts
instead of intuition.

2.5 The necessity of a useful decision support system

In view of the difficulties in optimizing investment planning in ensuring cybersecurity and the
inadequacy of current frameworks, it is highly desirable that an efficient decision support
framework that utilizes business analytics be developed [28]. This type of framework ought to
combine risk data of breaches, business impact information and budgetary-restrictions to give
ranked investment suggestions. An ideal decision support system (DSS) that takes into
consideration cybersecurity must enable decision-makers to model risks, experience what decision
outcomes can be, and match cybersecurity expenditure with organizational aspirations. The task
of the decision supporting tool is to make the complex simple, to raise certainty and to give
suggestions [29]. In the cybersecurity field, DSS may merge the past breach patterns with asset
value evaluation along with departmental exposure to determine in which the protective measures
will be of maximum effect. Such systems can result in risk-based investment decision making
dialogs being available to both the technical and non-technical stakeholders, via intuitive
interfaces and user-defined inputs. Inability to consider cybersecurity investment in DSS models
is seen in a few of its models, even as they are useful, limited to them. Many tools available on the
market are incident-centered, threat-focused, or compliance-following. Such a gap has been filled
in the proposed framework in this study because of the significant inclusion of breach severity,
data sensitivity, frequency of occurrence of incident, and the expected potential loss, in weighting
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scaling of the scoring [30]. It then generates commands of investment priorities using this model
that are represented in the form of a dashboard and analytics tool. The decision support model
presented in this study is scalable and flexible because it targets actual data and business-oriented
measures. It helps the organizations employ more strategic, transparent, and efficient decisions
concerning the investments in cybersecurity.

2.6 Empirical Study

The empirical study, titled Cybersecurity: Risk management framework and investment cost
analysis by In Lee (2021), presents a systematic approach to governance of cyber risks, which
facilitates cybersecurity investment choices in a data-driven fashion. This paper describes such a
multilayer strategy of cybersecurity, including ISO/IEC standards in a practical cost-benefit
analysis. It prioritizes discussing the importance of machine learning and artificial intelligence in
promoting cybersecurity because the use of such tools can be used to improve the study. The
paper includes an evolving risk matrix that accounts for the fluctuation in the number of threats
and financial losses [1]. This allows gradual cybersecurity techniques and the approach to
resource usage. The article closely addresses the topic of the decision support by offering an
effective methodological approach to measuring the performance of cyber investments based on
empirical data. It shows how it is important to make decisions to prioritize the investments in
connection with changing threats, business impact, and technology changes. The insights are like
the concentration of business analytics in making informed practice in investment and therefore,
the article can serve as an empirical source on prioritization frameworks in cybersecurity
investment.

A decision support model is proposed in the empirical study, Cybersecurity decision support
model to designing information technology security system based on risk analysis and
cybersecurity framework by Khairur Razikin and Benfano Soewito (2022) to prioritize
cybersecurity investment based on risk analysis and evaluation of ISO/IEC 27001 compliance.
The model determines the mitigation priority using the relationship between the relative threat and
the system compliance results hence offers evidence-based guidelines on how to design secure
information technology systems. A statistical assessment of the system improvement
demonstrated major improvements in the threat mitigation effectiveness, compliance index scores,
and criticality of the threats, whereby cyber-attacks were controlled and tested. The usage of the
decision support model proved that the use of the recommendations based on ISO/IEC 27001 is
connected to the enhancement of resilience and cybersecurity in a statistically significant way [2].
The present empirical study argues in favor of the idea that the organized, analytics-based
approaches can optimize the process of investing in cybersecurity and enhance organizational
protection, thereby presenting high applicability to the studies concentrated on the prioritization of
cybersecurity investments using business analytics.

In the article titled, Cyberattacks in Smart Grids: Challenges and Solving the Multi-Criteria
Decision-Making of Cybersecurity Options, Including Ones that involve the use of Artificial
Intelligence through an Analytical Hierarchy Process (2023), Ayat-Allah Bouramdane, the author,
formulates a systematic decision-making model to evaluate cybersecurity options applicable in
smart grids. The research uses the Analytical Hierarchy Process (AHP) to compare and rank the
security options on several properties including efficiency, cost-efficiency, scalability and Al
integration [3]. The framework is also improved by real-world case studies and threat situations.
According to the research, there is no more significant factor in cybersecurity investments than the
effectiveness of security and then cost and scalability. It also contrasts the efficiency of different
Al methods where deep learning is the best approach used in alleviating cyber threats. This paper
can be used to provide a good empirical basis on the application of business analytics and models
of structured decision in cybersecurity investment prioritization and other research objectives.

American Journal of Business Practice 32



( American Journal of Business Practice)

The article A Decision Support System to Assist Optimal Selection of Enterprise Information
Security Preventative Actions by Ferda, is an empirical study written by Ferda merdemir Sonmez
and Banu Gunel K 1 cil that identifies an efficient decision support system (DSS) used to assist
enterprises in identifying the best preventative measures to take concerning cybersecurity actions
within a defined budget. By combining Analytical Hierarchy Process (AHP) and Mixed Integer
Programming (MIP) the model focuses to minimize risks by determining the greatest risk
mitigation which can be achieved within a given investment. As opposed to most of the
researchers who may concentrate on target prioritization, the study focuses on the practical
workable, cost-efficient options [4]. It is also a model that offers visualization tools such as tree
maps in helping decision-makers interpret the investment -return trade-offs. This combination of
the quantitative modeling mechanism and visual analytics goes in line with the concept of
business analytics and helps in the strategic planning of investment in cybersecurity. The budget-
sensitive optimization feature of the study can be considered an important empirical addition to
the study on making cybersecurity initiatives the priority when considering decision-support
frameworks.

An integrated cyber security risk management framework and risk prediction of critical
infrastructure protection is an empirical study by Halima Ibrahim Kure, Shareeful Islam, and
Haralambos Mouratidis (2022). This framework unites fuzzy set theory to score assets criticality,
decision support methods to find the most important risks, and machine learning classifiers to
forecast the kind of risk, a cyber espionage, denial-of-service, or a crimeware. In contrast to the
traditional models, this framework achieves contextual awareness through the integration of threat
intelligence and socio-technical influences to carry out a more precise and prioritized risk
assessment [5]. The system is checked by an example of the case study and shown as successful
concerning the identification of the important objects and the enhancement of effective prevention
of the risks. The study is of special significance to business analytics-informed investment models
since it shows how optimal cybersecurity investments can be negotiated with quantitative
modeling and Al, which makes it an excellent reference in terms of prioritization under a fixed
budget.

3. Methodology

This study is based on a quantitative and analytical study methodology and used historical data on
cybersecurity breaches in 2010 to 2023 to build a decision support framework to prioritize a
cybersecurity investment [31]. The research relies on a secondary dataset termed as Cybersecurity
Breaches Information 20102023 obtained on Kaggle. It has detailed records of breach cases such
as the name of the organization, type of breach, location of the breach, persons affected by the
breach, the amount of data breached (in GB), the country where breach happened, the department
of the breach, and the time duration of the breach. Business analytics tools were used to plot the
data as the basis of exploratory data analysis (EDA) and visualization.

3.1 Data preparation and Cleaning

The raw data cleaning was the first step to test the quality and consistency of the dataset upon
which it will be based on the analysis. There were a few inconsistencies in the original dataset,
Cybersecurity Breaches Information 2010-2023, which included categorical fields assigned to the
wrong variables, missing values, or inconsistent variations of the date format [32]. To counter this
missing information was treated by conditional imputation or not included in the study depending
on how essential the data was towards the study. Internal codification was also done to groom
categorical data, type of breach such as theft, unauthorized access, name of department and breach
location using similar naming criteria to avoid redundancy and uniform classification [33]. The
data types were also checked to fix the mismatches; e.g. quantitative analysis was performed by
converting fields accordingly. Date-time attributes such as the start and end times associated with
breaches were transformed to date time formats so that an analysis about the time of occurrence of
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events and seasonal trend could be made [34]. All irrelevant features were dropped, such as non-
relevance columns that provided personal or no-contributor information, Employee URL.
Analysis was limited to relevant variables only, like volume of affected individuals, type of a
breach, location, and how much data loss was estimated [35]. It was this thorough data
preparation that provided the reliability, completeness, and compatibility of the data set with the
analytical tools and provided a firm foundation on which to base further statistical and visual
analyses in accordance with the research objectives.

3.2 Business Analytics Visualization

Data visualization was important to convert processed data on breaches into operational insights.
To this end, the use of advanced business analytics, by means of Microsoft Excel, Tableau
applications, and Python libraries (Matplotlib, Seaborn, and Pandas) were utilized. These tools
allowed it to create dynamic charts and interactive dashboards that allowed the pattern and trends
of breaches to be framed on a time scale and cross-variable [36]. To demonstrate the change of
frequency of breach considering the period between 2010 and 2023, line charts and trend plot
were created. Bar graphs compared the types of breaches, quantity of data lost, and the number of
people affected by the breaches per organization. pie charts successfully demonstrated the
proportional amount of the types of breaches, and geographical maps showed around the world
hotspots where breaches happened the most. To discover the relationship between breach
locations and types of breaches and severity levels, seaborn heat maps helped with viewing
correlation [37]. In this graphical display patterns could be spotted that would be easily missed in
raw numerical forms. Through incorporating these tools into the study, the study could inform the
development of a much-needed decision support system in a much better way of displaying where
and how breach incidents happened were the worst. Interpretation of visual data was useful in
increasing the interpretability of the results, which was utilized in designing priorities in lines of
investment based on the magnitude of the trends and that of their impacts.

3.3 Construction of a Decision Support Framework

The patterns and statistical outputs were arrived at by cleaning and visualization of the data to
develop a cybersecurity investment prioritization framework to aid in making informed decisions.
The cybersecurity threat in the framework is categorized into three major dimensions according to
breach frequency, impact, and location of breach [38]. Every incidence of breach was analyzed
and rated in terms of the previous occurrences, total of the individuals involved, and how much
data was lost. A multi-criteria decision-making model was developed by assigning weighted
scores to the types of breaches in question such as theft, hacking, loss), the locations from which a
breach originated like as desktops, servers, paper, the degree of breach severity such as data
volume, breach duration [39]. These criteria, in turn, are compared to appropriate cybersecurity
related actions or investments, like using intrusion detection systems, endpoint protection,
encryption, or education, to name a few. By using this matrix driven strategy the investments are
made in the region that is the most vulnerable and can be mitigated. As an example, high rates of
violations in desktop systems would trigger the need to focus on hardware encryption and multi-
factor verification as the priority. The last model assists executives and I'T managers in assessing
the areas where they should allocate cybersecurity funds to gain maximum returns on the
investments with limited exposure. The model is dynamic and expandable and can be used in
various industries or even across organizations of distinct sizes.

3.4 Validation by Analysis

The viability and utility of the decision support framework outlined was to be determined by its
consistent and relevant application to the data by comparing the predicted breach patterns to
actual breach patterns evident in the data. The validation procedure was aimed at checking
whether the prioritization of the model is true in terms of representing the breach severity,
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frequency, and risk zones in the real world. In particular, the historical patterns were cross-
checked with what the framework suggested, i.e., past patterns of the same nature, theft-related
violations, identical weaknesses in desktop and email networks, and targeting of specific
organizations [40]. The consistency of the empirical results with the states of models indicated
that the architecture produces reliable ways in which to prioritize areas to be invested in.
Concerning the framework in its capability to distinguish between investment requirements that
are specific to the form of breach and organizational scenario, the mapping among the breach
clusters such as a high level of breaches involving data loss and proposed responses such as
hardened servers, superior access controls were observed. Quantitative accuracy was also
strengthened using performance indicators structured as breach densities scores, breach to
investment comparisons and severity impact maps. Referring to visual dashboards, they were
revisited as well owing to this aspect so as to illustrate investment logic, which the framework
required. The framework has been discovered to be strong, flexible, and situation-specific which
makes it a sensible instrument in cybersecurity strategic investment planning. The validation
procedure finally substantiates the statement that business analytics can fuel an investment
strategy that is consistent and evidence-based.

3.5 Limitations

Although this study has its strengths it is necessary to note some limitations. The data is secondary
and retrospective and this might not capture real-time and future breach scenarios [41]. The data is
not granular in terms of level of financial loss, the precise amount of time in which a breach
occurred, and even post-incident approach to the breach which would have given greater
investment insight. There is no actual time behavioral data or threat intelligence, which reduces
the predictive capabilities of the framework [42]. This study is limited to breach data to 2023 and
does not capture what happens after that period. The breach attributes were also self-reported in
some cases thus introducing the element of reporting bias. It might be inappropriate to draw
conclusions applicable in any sector because there are differences in digital maturity and the
presence of cybersecurity policies in different industries.

4. Result

The analysis of the cybersecurity breach database (2010-2023) showed influential tendencies in
the type of breaches, the targeted entity, and geographic distribution. Most common was data
breach related to theft and unauthorized access and healthcare and government sectors were the
most affected [43]. Sharing of network servers and the endpoint devices became a popular breach
point. The number of incidents has been suggested in the temporal analysis to increase after 2018,
which corresponds with more digital activity. Business analytics allowed visualizing one of these
trends, which helped formulating evidence-based investment strategy. The results assert the
necessity of an adaptable decision support system to define the prioritization of the cybersecurity
investment on the basis of risk, impact, and context conditions.
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4.1 Top Breaches by Individuals Affected Analysis

Top 5 Breaches by Individuals Affected

Individuals Affected

Name_of_Covered_Entity

Figure 1: This Image Illustrated to 4.1 Top Breaches by Individuals Affected Analysis

The top 5 breaches of cybersecurity in the past 13 years (2010-2023) are provided in figure 1 in
descending order of the number of individuals impacted. The visualization shows that there is a
major difference in the breach impact across organizations. The worst hit entity is the TRICARE
Management Activity (TMA) where an estimation of five million were affected. Health Net, Inc.
takes the second place in the list with nearly two million affected and The Nemours Foundation,
Sutter Medical Foundation, and the Utah Department of Health occupy the positions lower,
though still high with a breach total of between 900,000 and 1.1 million people. This allocation
highlights the extreme importance of risk-based prioritization in investing in cybersecurity. This
difference in level of impact indicates that not every breach is similar in its effect. Targeted
entities privy to sensitive personal information related to health are often high-impact incidents,
most of which attract huge regulatory body and reputational losses, especially the cases involving
TRICARE and Health Net. Consequently, the institutions working in healthcare, and the domains
in which the government operates, should invest in cybersecurity in such a way as to prioritize
data-intensive systems and weak access points. By analyzing breach patterns with the help of
business analytics, the decision-makers can determine the highly risky entities and anticipate in
which areas they should focus their attention or need more funds to cover the costs of the budget
immediately [44]. Organizations that have tracked breaches previously on a massive scale might
justify spending in one or more areas, such as high-level encryption, network defenses, or staff
training. The lessons learned through this kind of visual data are further justification of a more
structured decision support framework, that would not fund cybersecurity defenses on an arbitrary
basis based on a guessed-at compliance checklist, but a more evidence-based, and history-driven
basis, based on the empirical severity of breaches and the level of risk exposure.
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4.2 The Top 5 Breach Types Analysis

Top 5 Types of Breach Distribution
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Figure 2: This Image demonstrate to the ratio of the five most common forms of cybersecurity
attacks

The figure 2 is a pie chart illustrating the ratio of the five most common forms of cybersecurity
attacks that occurred in the period 2010 to 2023. The table shows clearly that Theft is the most
widespread type of breach with 56.4 percent of all the reported cases. This is trailed by
Unauthorized Access/ Disclosure at 16.2 percent, any other types of breach at 9.9 percent, Loss at
9.3 percent and Hacking/ IT Incidents at 8.2 percent. This distribution shows that there is a
worrying trend in that theft-related breaches remain the most prevalent vehicle of data
compromise, and they usually involve stolen laptops, paper records or portable devices. In the
context of growing digitalization, physical data theft and device-related incidents still prevail,
either due to the failure of implementing proper physical security controls or due to the lack of
investment in endpoint encryption and asset tracking. Leak/exposure of unauthorized access to the
relatively high level indicates a poor access control system and user privilege control poor
detection of insider threat. When considering the investment in cybersecurity, this information
lends itself to a solid case of using risk as a method of resource allocation. Investments in the
preventive controls e.g. data encryption, physical asset management, access governance should be
included in the priorities of organizations [45]. The fact that hacking/IT represents a relatively
small portion compared to theft contrasts certain popular notions that cyberattack is, first and
foremost, a technical issue. This graph justifies the utilization of business analytics to ensure
funding not only on firewalls and anti-virus applications, but also on preparing, equipment
management and procedure management. Incorporating these data into a decision support system
can allow companies to ensure that their cybersecurity investment budget reaches optimum levels
given the metrics of breach dynamics and boost the effectiveness of protection.
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4.3 Trends Overview of Cybersecurity Breach (2010-2023)

Number of Breaches Per Year

250 /

/'\o
»

200
v
]
¥ —
® 150
g
@
G
o
3
£ 100
e |
-

o E2
50 /
/.
O L
2010 2012 2014 2016 2018 2020 2022

Year

Figure 3: This image illustrate to the number of cybersecurity breaches is shown between 2010
and 2023

In figure 3, the graphical representation of the annual trend in the number of cybersecurity
breaches is shown between 2010 and 2023. The graph indicates that there has been a relatively
consistent low rate of the number of breaches between 2010 and 2016 with approximately less
than 10 incidences a year. There is a significant turnover that starts in 2017, when the number
drops, then a sharp increase in the number of breaches in 2018 and so on. The highest is in 2022
when there are more than 250 incidents of breaches recorded, which is the most breaches reported
in one year in the dataset. In 2023, there is a sudden decrease, which can be the result of the lack
of full reporting or the slowdown in data collection in the current year. The precipitous rise since
2018 outlines the rise in the complexity and frequency of cyber threats attributed to some factors
like digital transformation and the increased use of clouds and remote working environments. The
post-2018 boom is a clear indication that cybersecurity is now at the heart of what businesses need
rather than a support service that should be funded accordingly. This trend analysis is essential in
prioritization of investment in cybersecurity. The steady increase in the frequency of breaches
results in the critical need to incorporate the data-based approach to budgeting in the organizations
[46]. It simply cannot be possible to depend on the old static models or compliance centred
models anymore. Business analytics helps an organization monitor and predict breach trends and
allows determining the level of annual risk exposure and dynamically adapts investment strategies
according to risk levels. By integrating this time-series understanding into a decision support
system organizations can move to proactive and risk-based security budgeting. It also strengthens
the two demands namely, adaptive funding mechanism that changes with new threat trends and
explores weakness.
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4.4 Estimates of the Stolen Information of the Leading Subjects

Estimated Stolen Data by Top 5 Entities (GB)

Figure 4: This Image demonstrate to the estimation of the volume of data stolen (in gigabytes)
by the top five Settings affected

Radar chart is used to give the estimation of the volume of data stolen (in gigabytes) by the top
five Settings affected (figure 4). These organizations are University of Miami, Metro Community
Provider Network, Flex Physical Therapy, St. Vincent Physician Network, and Oldendorf Medical
Services, PLLC, which had breaches when more than 350 GB of private data were stolen. This
chart also shows that the loss of data in all five entities amounted to almost the same extent,
indicating the scale of data loss and its uniformity in the healthcare community and medical
organizations. Such concentration of data theft among the health service providers implies that
mass thefts are not incidental but based on a sector-specific weakness. Healthcare organizations
are also prone to attacks, as they possess much information about patients who are usually very
sensitive. Many of such organizations have a lack of cybersecurity framework in place or an
impending regulatory pressure which may lead to a belated need to invest in the protecting
mechanisms of the data. The results of the present radar chart underline the necessity of the
organizations to invest more in data protection systems: encryption, secure storage, efficient
breach detection mechanism. Using business analytics, it can be determined which departments or
types of data are more exposed and route the funds securing cybersecurity accordingly [47].
Within the framework of a decision support system, this number offers practical information
concerning the distribution of resources with regards to the amount of data loss that may occur.
Instead of equal dividing funds, companies are able to spend more on defense of systems that
handle high-value and large-scale data resources on a weighted risk basis approach. This enhances
the value of empirical breach data in obtaining accurate and data-driven cybersecurity budgeting
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4.5 Impact Analysis Country-Wise of People Affected with Breaches
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Figure 5: This Image display on Country-Wise of People Affected with Breaches

Figure 5 shows the ranking of the countries depending on the quantum of the number of people
who have suffered the impact of cybersecurity breaches in the international branches. The
statistics point out that Qatar, New Zealand, Spain, and the United Arab Emirates also indicate the
greatest impact with more than 20 cases touching upon a great number of people. India, and
Sweden are some other countries that are largely affected whereas France, Germany, and United
Kingdom among others record a smaller number affected. This geographical variation means that
cybersecurity threats do not distribute equally and instead their concentration in specific regions
with higher risks- probably because there is inequality in law enforcement, advancement in digital
development and organizational adoption of cybersecurity measures. As an example, a more
vulnerable country when it comes to exposure to data breaches due to extensive but less
established governance or infrastructure such as the cases of Qatar or New Zealand will be
characterized by the fast digital adoption rate. This international imbalance is quite relevant when
it comes to the prioritizing of investment. Multinational companies should also finance
cybersecurity in relation to regional threats exposure besides the internal value of the company
assets [48]. Business analytics technology can be used to plot breach hotspots on a geographical
map that can inform the leadership to adopt investment strategies that are specific to risks in a
given area. This understanding is in favor of producing a dynamic decision support framework
that takes into consideration historical breach severity, geographical breach density. Instead of
adopting an equalized approach to all the branches, the resources should follow contextual
realities-the more exposed a country is, the more investments per unit of security technology, staff
education and compliance checks should be. This strengthens the idea that cybersecurity
investment cannot be arbitrary, it has to be evidence-based, can follow a risk concentration, or
remain anchored to an analytic framework based on historical facts.
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4.6 Geographical Analysis of Predicted Stolen Data
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Figure 6: This Image shows the percentage distribution of estimated stolen data (in gigabyte) at
different locations of the breached information

Figure 6 is a bar chart concerning the percentage distribution of estimated stolen data (in gigabyte)
at different locations of the breached information. The statistics cite network servers, laptops,
email systems, desktop computers and other portable electronic devices as the most vulnerable
point of access and storage of data in cases of breaches. Locations like Laptop, Network Server,
Paper and Email, Others also portray high volumes of breaches with some breaches passing the
90-percentile mark of the estimated sealed data. The graph indicates that network servers, and
multi-location set-up (e.g. laptop desktop) are high-expenditure areas which will lead to large data
losses. However, on the other hand, single insolation such as paper records or single desktops
exhibits a data exposure that is relatively much lower than other fractions yet stands notable in
cases of combined breach points. This observation is very critical to cyber security investment
planning. Through business analytics, companies can set priorities of where to fund their effort by
knowing which assets and infrastructures are at high-level exposure breach points. To provide an
example, better server protection, secure remote access policy, encrypted laptops storage, and
endpoint detection systems must be about higher investment priority [48]. This discussion justifies
the introduction of a decision support model, which focuses on risk profiling on locations. Rather
than utilizing generalized forms of cybersecurity to all systems, companies can be more targeted
when it comes to budget allocation and funnel that money toward items and entry points
traditionally shown to lead to larger amounts of data loss. This number further reinstates the idea
that the location of breaches is an essential input variable in the context of investment setting
priorities and mercies on-going analytic observation to support the constant improvement of
security strategy.
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4.7 Effect Differences by Types of Breach
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Figure 7: This Image display on the percentile distribution of people attacked by data breaches
of various categories

Figure 7 shows the percentile distribution of people attacked by data breaches of various
categories. In the line graph, it is possible to observe the consistency of the influence of the
specific types of breaches (Theft, Unauthorised Access/Disclosure, and Hacking/IT Incidents) on
the larger percentage of individuals. It is important to note that one notable pattern is the high
spike in breach combinations such as Unauthorized Access & Theft and Hacking/IT Incident and
Other with percentiles of 80-almost 100 and therefore, their disproportionate effect. Conversely,
there are categories such as Improper Disposal, Loss & Unknown, and some combinations of
Other which are of relatively lower percentiles, implying less personal impact as a result. This
allocation focuses on the point that not all breaches pose equal threat to individuals. Decision-
support and investment strategy as far as decision-support and investment strategy is concerned,
this data is very valuable. It enables cybersecurity leaders to sort the categories of breaches based
on the damage that they caused historically and reduce mitigation efforts as such. To cite an
example, one can invest extensively in intrusion detection systems, endpoint security, and data
encryption to fight theft-related and hacking-associated break-ins well, as these are the forms of
breaches that are most likely to result in massive data exposure. such a chart allows a
sophisticated, data-driven investment strategy to consider not the frequency, but the severity of
breaches in terms of human resource implications. The framework of a decision support, based on
this insight, would calculate weighted risk metrics of breach types and then allocate costly
resources to breach types with the greatest individual exposure potential in an optimal manner.
Figure 7 reiterates how business analytics are helpful in revealing the patterns of breaches and in
aligning the money used in cybersecurity with the actual data showing its impact, and in pursuing
wiser, risk-appropriate protection.
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4.8 Geographic Representation of Estimated Stole Statistics
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Figure 8: This Image represent to the estimated volume of data stolen (in gigabytes) in different
countries in 2010-2023

In figure 8, visualization of a global map is presented, which shows the estimated volume of data
stolen (in gigabytes) in different countries in 2010-2023. The magnitude of data breaches
according to country is described in color gradient with darker colored countries having higher
data breach numbers. The United States, Canada, India, Australia, and some of the European
countries are the most notable, where the greatest losses are reported. The same may be linked to
the spatial concentration of digital infrastructure including sensitive databases of the government
and private sectors and stricter breach reporting laws within these markets. This geographic
pattern is essential to strategic planning in investing in cybersecurity. Nations experiencing high
breach rates must place prime importance on cybersecurity funding and the modernization of
technology and how risk can be countered. Using such a map as a part of a decision support
system, an organization or government can also conduct regional risk analysis to distribute
resources efficiently. As an example, whenever a certain area like North America shows a
constant data loss, entities in this region can invest more in intrusion detection systems, cloud
security, and data loss prevention systems than other areas that are not at a high risk of losing
data. Figure 8 assists in making business-based reasoning on investments in region-specific apps
of cybersecurity investments. The decision-makers can use the weighted investment portfolio
instead of using the same global budget- investing where breach history and data exposure are the
worst. This is consistent with your research objective which is placed to optimize cybersecurity
investments using data-based intelligence [49]. This number enables stakeholders to combine
geographic intelligence and cybersecurity key performance indicators to improve investment
plans according to the real effects of breaches on the global map.
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4.9 Trend of Individual Impact Since Breach Onset Analysis
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Figure 9: This figure displays percentile representation of individual affected since the
beginning of reported data breaches in 2013 to 2023

Figure 9 shows the percentile distribution of the number of affected people since the time of the
first reported cases of data breaches in 2013-2023. The graph indicates a great variability in the
depth and the scope of cybersecurity incidents as time passed. Its sudden increase in 2013-2015
can be described as the premature boom of impactful breaches that was possible because of the
lack of preparedness in the period of massive digitalization. But a declining trend occurs in the
years after, which indicates that in 2016-2018 security measures were temporarily improved or
underreported. The most striking is the sharp increase after 2018 with the maximum in 2021,
when the percentile of the affected population is close to 100%. This threatening increase is the
indicator of the rising complexity of hacking efforts and their expanded nature, particularly the
pandemic, when work-at-home offices, cloud migration, and growing online dependencies created
new bald spots. A little decline in 2022, although significant, indicates that some organizations
implement countermeasures. This temporal trend is crucial when managing business analytics
since it involves prioritizing on cybersecurity investments. The decision-makers can associate the
peak breach impact year with IT policy adjustments, new threats, or cyber hygiene weakness. The
post-2018 surge is an SOS signal that the endpoint security is not as high as it should be, that the
breach detection capabilities are lacking, and that security awareness initiatives should be
upgraded. Following the decision support framework suggested in the present paper, such
temporal analysis allows forecasting of risks and optimization of resources. This can be used to
enable organizations to determine how their budgets towards cybersecurity should be prioritized
in a manner that can make it a proactive defense rather than a reactive one by aligning it with
times when the impact of breaches have affected them the most [50]. The illustration clearly goes
to underline the fact that security investments on cybersecurity should not be stagnant but rather
they should dynamically change with trends of breach as time goes by.

American Journal of Business Practice 44



( American Journal of Business Practice)

5. Dataset
5.1 Screenshot of Dataset
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5.2 Dataset Overview

The dataset that the research is based on is the Cybersecurity Breaches Information 2010-2023
data set provided by the government that is used to analyses the past history of cybersecurity
breaches, be helpful in forming data-driven investment prioritization strategies. It has elaborated
theoretical data of more than 1,050 cybersecurity violations cases between 2010 and 2023
involving different institutions and sectors. The data consists of an individual breach case per row
with a vast number of attributes, which includes the name of the affected organization, a
presence/absence of business association, the total number of individuals affected, the nature of
the breach, the location of the breach, the estimated number of gigabytes of stolen data, the date of
the start and end of the breach, a cross between the branch and department-level, and branch
details country-wise. Such weight and information abundance allow multi-dimensional breach
patterns analysis providing quantitative and non-categorical vision of the cybersecurity field
during the last ten years [64]. The use of the breach types also allows determining the types of
threats by their nature and impact such as theft, hacking/IT incidents, unauthorized access, and
data loss. Time dimension of the data set permits the analogy of the changes in cyber threats over
time to show patterns in maximum cases like the increased incidents since 2018. The
Location_of Breached Information variable identifies the popular areas of exposure of keys such
as laptop computer, desktop computer, paper records and network server which are essential in
defining the specific security investments. The estimate of the amount of lost data (in GB) further
measures the severity of breach, which improves risk assessment. Having structured and labeled
fields, the dataset is quite decent to work with business analytics tools (Tableau, Excel, Python),
and to visualize the information and create frameworks it is highly eligible. using the
organizational metadata e.g., department and branch classification, the dataset can be used to do
segmentation analysis that allows doing industry-specific investment decision-making. Its
usability rank and licensing released on the open Apache 2.0 license guarantee optimum
transparency, reproducibility, and ethicality. This dataset has rich, real-life evidence that suits the
research goal of creating a decision support system to prioritize cybersecurity investments on an
objective measure of exposure to loss of sensitivity, frequency of breach, and impact on sensitive
data.
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6. Proposed Framework
6.1 Cybersecurity Investment Prioritization Framework

The main contribution of this study is the development of a multi-phase decision-making
framework that assists companies to focus on what they need to invest in cybersecurity based on
past breach history and business analytics. The framework was formulated in such a way that it
can convert raw data on incidents into strategic investment advice through the integration of
several aspects of risk such as frequent breaches, severity of the impact, quantity of data that is
lost due to a breach and the vulnerability points in a system [51]. This framework starts with data
inputs based on the two-variate variables of the dataset named the Cybersecurity Breaches
Information 20102023 that entailed variables like the type and nature of the breach, the number of
people affected, the location place where the breach happened, and the estimated amount of data
stolen in GBs. These inputs are run through an analytical model that gives them a weighted risk
score using parameters of breach recurrence, potential harm, and infrastructure criticality. Every
incident is classified and rated to establish its rate of risk exposure, and this is plotted in the line of
already set categories of investment such as endpoint security, network infrastructure, access
control or data encryption. As tools, the framework will utilize business analytics such as Tableau
and Python in visualizing the concentration of risks and establishing risk priority among threats.
This leads to an organized matrix of investments which directs decision-makers where to focus
the little security funds to have high returns. An example would be that, in case a trend is
identified about network servers’ data breaches in a healthcare organization, the framework would
first focus on investing in intrusion detection systems and encrypting at server side in the sector.
This process will enable companies to reduce risk proactively because it will concentrate on areas
that have been weak historically instead of depending on ad-hoc or reactive expenditures [52]. In
addition, the framework is flexibly structured and scalable allowing implementation to be applied
in various fields and various companies of diverse scales. It can also be used as a dynamic model;
hence it can incorporate real-time data update investment recommendations whenever new threats
appear. In the end, this decision-making structure will enable security and executive personnel to
make well-informed, data-determined investment decisions that consider cybersecurity strategy
and priorities relative to actual risk exposure and company priorities.

7. Discussion and Analysis
7.1 Analysis of Investment Strategy based on Cybersecurity Breach Trends

The evaluated data indicate a very strong increase of cybersecurity attacks, especially since the
year 2018. The trend shows a sharp increase with the highest number leveling to 2022, as
illustrated in figure 3 as the number of breaches per year. The fact that the threat landscape has
been on the increase indicates organizations have to respond strategically [53]. The steep growth
in cases can be attributed to the sophistication of attackers the online growth of businesses.
Business analytics helps in detecting trends, e.g. breaches concentration in a particular year or
industry and the decision-makers knowing where to invest based on past and future trends. As an
illustration, using a data-driven approach would focus on the improvement of security
infrastructures in the industries that continuously demonstrate high volumes of breaches [53]. The
pattern of breach frequency changing in time reveals that dynamic investment schemes are
required that will adjust to variations in the intensity of threats. Instead of an inflexible annual
cybersecurity budget, absolutely it is not possible to have a static annual budget but rather
dynamic financial planning models based on real-time analytics [54]. Business intelligence tools
may assist the simulation of breach scenarios and predicting ROI of various cybersecurity
solutions. Incorporation of breach frequency analysis in strategy planning will enable proactive
approach as opposed to reactive to the funding of cybersecurity. Such trend data supports the
argument that security budgets still need to be redirected to accommodate new types of threats,
which enhances resilience and reduces the overall damage.
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7.2 Evaluating the Sphere of Breaches Influence

The frequency of cybersecurity breaches is not the only factor contributing to its severity since the
number of those affected and the amount of data compromised is also important [54]. The figures
1 and 9 demonstrate the staggering scale of certain breaches where thousands and millions of
people have been affected and losses of data have been recorded in terabytes. The increased
number of people affected since 2019 is an indicator of the growth of sensitive footprints of data
in the digital environment. In Figure 1, the breach of TRICARE Management Activity and Health
Net, Inc. impacted multiple million people, which is a prime indicator of the disastrous
possibilities of uncontrolled vulnerabilities. Figure 4 that demonstrates stolen data volumes by
leading entities proves that breaches are not confined in volume, but count various institutions in
healthcare industry, education, and governmental employment. This information shows that there
is an urgent need to categorize cyber threats beyond the numbers but into business terms like the
quantity of data records that were lost and the business functions affected. To decision-makers,
this level of data usefulness assists them to know which assets need the most attention in terms of
security [55]. Business analytics has the capability to measure breaches impact between
departments, making organizations prioritize valuable digital assets. As an example, industries
handling sensitive personal health information or monetary data would need to invest more in data
loss prevention applications. The combination of breach impact and data value makes the decision
more complex because one must approach the defense in layers, based on analytics of prioritizing
which breach vectors are most damaging.

7.3 Utilizing the Business Analytics to Inform Strategic Cybersecurity Decisions

Business analytics play the role of enabling interpretation of raw cyber incident data to useful
information. Through dashboards, correlation matrices and predictive models, organizations will
be able to understand and comprehend various data sets and use them to make cybersecurity
investment decisions [56]. As an example, in Figure 2 and Figure 6, it can be seen how the
breaches type and location are distributed, with the most significant weight belonging to the
vectors of theft, unauthorized access, and desktop vulnerability. Analytics also allows the
recognition of these lofty risk breach modes and correlates them with certain system vulnerability
or shortcomings in procedures. Thus, decision-makers will be able to focus their budget on
sections like end-point protection, access control or the training of its employees. In addition,
radar charts displayed in Figure 4 can be applied to represent multidimensional breach measures
across institutions and aid comparative risk assessment. Scenario modeling and simulation are
tools that help to predict the loss rate when the amount of money is invested in different levels;
and this can be facilitated through business analytics [57]. Such a method allows maximizing the
expenditures by making them aimed at the maximum reduction of impact. And, with the
incorporation of machine learning models, organizations would be able to identify anomalies in
real-time, which would also increase the capabilities of breach response. Predictive analytics
enables leaders to determine the future attack surfaces, rather than basing the decisions on past
data. Such a proactive model will make sound cybersecurity decisions, not intuitive guesses but
decisions made based on mathematical trends [58]. Business analytics shifts the management of
cybersecurity trends into a proactive aspect since business investments are always made in
accordance with the changing risk situations.

7.4 Ranking investments in Cybersecurity according to risks and exposure

The necessity to have evidence-based investments in cybersecurity in order of severity of breaches
and geographic issues is one of the focal points in the research. Figure 5 and Figure 8 have a
strong variance in the breach impact among countries [59]. The most common rates and volumes
of breached information emerge in the United States, Canada, and some countries located in
Europe and Asia. These observations enable global institutions to adjust their investment plans,
based on local threat settings. As an illustration, a multinational company might need to spend
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more of its budget on data centers in the territories with the high-security risks and keep the
minimum provisions there. Figure 7 proves the heterogeneity of the form of breaches in severity,
strengthening the fact that not every cyber issue is equally devastating. This variance in risk
exposure highlights the need to implement a layered model of investment where the most high-
risk breach types like theft and unauthorized access are ranked first and given better security
measures. Business analytical tools, such as heat maps and percentile distribution charts help in
plotting exposure areas and risk classification. Such observations can flow into a cybersecurity
investment matrix where investment in risk funds gets commensurate with allocated spending on
the risk. Incorporating business analytics into the preferences of the prioritized framework also
means that priority is guaranteed to the systems that are most at risk of affecting large impacts.
They also provide executive stakeholders with quantitative grounds to approve cybersecurity
budgets and they change the perception of being viewed as cost centers into being regarded as risk
reduction assets. Exposure to investment needs can be charted clearly by the organizations,
through which a defensible and transparent cybersecurity budget strategy can be developed by the
organization.

7.5 Integration of Findings and Strategic Planning in Informing a Decision

Business analytics can add a rigorous, framework-based system of dealing with rising digital
threats when they are incorporated into the investment decision-making process in cybersecurity.
The visual evidence discussed in Figures 1 through 9 all allude to the multidimensionality of
cyber breaches, including everything beginning at the level of individuals and ending at the level
of national data exposure. This information will be valuable because it will help us make a
rational decision-making process, i.e. investment should be based on facts not organizational
hypotheses [60]. Business analytics offers means to perform post mortems of the activity
performed, keep track of the weaknesses in place and predict their drawbacks in the future. These
abilities enable cybersecurity leaders to build dynamic defense strategies that are data driven. To
further optimize the strategic decisions, the analytics can also be combined with key performance
indicators (KPIs), which can then be used to assess the success or failure of investments in the
future. Cross-functional insights-based on breach type analysis to geographic trends can be used
to enable the creation of cross-functional security policies that address both technical and
organizational levels. This corresponds to the larger idea of cybersecurity as a cross-departmental
issue. This paper supports the view that cybersecurity is no longer solely a technical cost to be
incurred but a strategic investment to be made. Through the years, business analytics forms the
backbone of decision-makers having the capacity to defend budgets, align resources, and develop
resilient organizations that are ready to meet the future digital landscape.

7.6 Ethical Considerations

This study provides a high level of adherence to the ethical norms of research because it only uses
publicly available secondary data that is anonymized. There was no use or transfer of personally
identifiable information (PII) The information was not any sensitive organizational records.
Ethical integrity in the process of preparation and analysis of data was followed by not doing a
data influence or selective reporting [61]. All the visualizations and interpretations were carried
out unbiasedly to prevent the falsity of the severity of breaches or risk to an organization. The
decision support model proposed will aid ethical cybersecurity investments which should focus on
risk disincentives and mitigation instead of punitive measures. The fact that the data will be
misused was also considered, and the findings were presented in such a way that promotes a
positive change of the cybersecurity posture but not a stigmatization of any entity. Careful and
honest exchange of scholarly information the study complies with data use regulations and
citation policies, thus allowing impartial and transparent research [68]. How the proposed study
will contribute to building cybersecurity resilience in sectors (ethically and equitably) is that the
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study will facilitate intelligent decision-making with the aid of business analytics to drive
cybersecurity resilience in the sectors.

8. Future Work

Although this study presents a business analytical framework on how to prioritize investments in
cybersecurity based on data, a lot of opportunities can be explored and improved in the future
[62]. The argument holds that one of the promising areas is to combine real-time threat
intelligence streams and Al-based anomaly detection into the decision support framework, which
makes it more dynamic and responsive to decide on investing assets. Predictive modeling with
machine learning algorithms to provide the likelihoods of breaches occurring based on the
organizational behavior, the maturity of the digital infrastructure, and the level of threats in the
region can also be implemented in the future. expanding the framework to cover industry-specific
benchmarks, e.g. specific to healthcare, finance, or government sectors, may have the additional
benefit of making the investment suggestions more applicable and more accurate. The other front
to be considered is creating a risk-scoring engine which continually calculates the return on
security investment (ROSI) as it matches the spent on the mitigation of risks in the long run. This
would be facilitated by means of longitudinal data and constant performance analytics. Also, the
future studies might be aimed to test the human factor in cybersecurity, correlating it with the
behavioral analytics to detect the insider threats and to determine the practical results of the
training programs among the employees [63]. The existing dataset might be further expanded in
terms of the more detailed breach data, including the duration of the breach, the time to identify it,
and the cost of a single breach, which would allow gaining insights into the most troublesome
vulnerabilities. With the addition of the privacy rules and frameworks, including such standards as
GDPR and HIPAA, to the investment model, it would provide enhanced usefulness to the global
organizations. Finally, further developing the interactive dashboard or a tool that would automate
the prioritization process is the future work where executives and IT managers may simulate
different investment scenarios and get real-time recommendations. With the support of the flux of
technologies and trans-disciplinary data, the proposed decision support framework can transform
into an intelligent, powerful cybersecurity investment platform that makes organizations make
smarter, faster, and cheaper decisions in a growing technological complex threat environment.

9. Conclusion

This study has demonstrated the efficient and detailed approach of making the investment priority
in the domain of cybersecurity via the integration of the decision support framework based on
business analytics. The analysis of the breach data of the period between 2010 and 2023 provided
strategic information on the rate of breach, breach intensity, categories, sectors, and geographical
areas of attacks, which cumulatively assisted in the direction of the cybersecurity investments that
require the most immediate action. The research concluded that theft and unauthorized access has
been the most prevalent types of breach with network servers, desktops and endpoint devices
being the most common target. To identify the essential vulnerabilities and trends that could go
unnoticed in classical analysis, visualizations were created with the help of Tableau, Excel, and
Python libraries. The structured system of breach-based categorization and ranking of investment
needs provided by the proposed framework will give the organizations an effective strategic
instrument to ensure that their resources on cybersecurity are spent on genuine risk exposure. It is
especially critical at the time when cyber threats like never before are increasing, budgets are
tight, and decision-makers need the right, evidence-based answers. This study notes that it is
necessary to make plans proactive by moving beyond reactive security to planning based on
analytical insights. Although the study itself admits several limitations in not having financial
impact data and not having real time threats feeds, it shows that a historical relationship between
breach types can nonetheless provide a powerful base in which investments might be modeled. By
incorporating business analytics into cybersecurity planning, not only does this make decisions
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made in cybersecurity more excellent in quality but it also increases stakeholders' understanding
of why they should allocate cybersecurity budgets by demonstrating clear reductions to risks by
making decisions. Besides, this study will provide the framework in which predictive models
based on Al, real-time data streams, and other industry-specific customization could be used to
narrow the decision-making process in future studies. Finally, the results support the major
hypothesis that the increased investment in cybersecurity must be more targeted with the
analytical inputs as it becomes more efficient and effective. Through this framework,
organizations can develop a robust digital defense position, making the most out of available
resources and continuously protecting the assets that matter with the ongoing threats.
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