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Abstract: In mild of rapid technological development and the growing reliance on virtual structures,
cybersecurity has emerged as one of the most notable annoying conditions coping with
corporations, specifically within the telecommunications place, which handles touchy monetary
facts. This have a look at targets to assess the effectiveness of accounting facts structures in
improving cybersecurity internal Zain Iraq, a main telecommunications organisation in Iraq. The
studies is based at the hypothesis that accounting facts structures play a important position in
protecting economic records and mitigating the risks of cyberattacks. Data were accumulated from
a pattern of personnel operating in departments related to accounting facts systems and
cybersecurity. The look at employed a questionnaire designed the usage of a 5-point Likert scale,
alongside facet suitable statistical tools to check reliability, validity, and normal distribution of the
results. The findings found out that accounting facts structures at Zain Iraq significantly make a
contribution to enhancing cybersecurity via safeguarding monetary data, detecting suspicious
sports, and regularly updating systems to cope with evolving threats. Continuous employee
training at the solid use of the device become additionally determined to enhance the effectiveness
of protection features. The study offers several pointers to beautify cybersecurity, such as
strengthening safety updates, increasing employee education, and growing effective emergency
reaction plans. This research gives treasured insights for telecommunications organizations aiming
to construct more stable accounting systems, thereby enhancing employer stability and protecting
touchy data towards developing threats.

Keywords: Evaluation, Effectiveness, Accounting Information Systems, Cybersecurity, Zain Iraq

1. Introduction

Amid the fast technological improvements and growing dependence on digital
structures, cybersecurity has grow to be one of the most vital demanding situations for
agencies throughout diverse sectors, especially in telecommunications. Accounting
information systems play a critical characteristic in managing and protecting monetary
information in the direction of cyber threats. This research makes a speciality of inspecting
the effectiveness of accounting statistics structures in enhancing cybersecurity at Zain Iraq,
one most of the most crucial telecommunications organizations within the united states of
the usa.
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Research Problem:

The research problem lies inside the developing cyber threats focused on financial
facts and touchy records in telecommunications agencies. This necessitates evaluating the
effectiveness of accounting records structures in presenting the required safety. The
research trouble may be summarized within the principal question:

How effective are accounting information structures in enhancing cybersecurity at
Zain Iraq?
Research Importance:
The significance of this research lies in the following factors:
Highlighting the position of accounting statistics systems in reaching cybersecurity.
2. Providing practical insights into the country of cybersecurity in Iraq's telecommunications zone.
3. Three. Contributing to the development of effective techniques to decorate
cybersecurity in agencies.
4. Offering actionable pointers to improve the overall performance of accounting information

structures inside the field of cybersecurity.
Research Hypothesis:

The examine is primarily based on the main speculation:

Accounting records structures appreciably make a contribution to enhancing
cybersecurity at Zain Iraq.

This hypothesis can be divided into the following sub-hypotheses:

1. Accounting data structures provide adequate protection for monetary statistics
against cyberattacks.

2. Accounting data systems are regularly up to date to counter evolving cyber threats.

3. Accounting data systems improve the organisation's capacity to hit upon and cope with
suspicious activities.

Research Population and Sample:

The research population comprises all employees in the financial, accounting, and IT
departments at Zain Iraq. The research sample includes a selected group of employees
from these departments, considering diversity in job levels and practical experience. A
stratified random sample will be used to ensure appropriate representation of various
employee categories.

This research adopts a descriptive-analytical approach, utilizing a structured
questionnaire directed at employees in relevant departments to measure their perceptions
of the effectiveness of accounting information systems in enhancing cybersecurity.

Definition of Accounting Information Systems (AIS):

Accounting Information Systems (AIS) are included structures designed to collect,
store, and method monetary and accounting statistics inside corporations. These structures
purpose to support economic decision-making through imparting accurate and reliable
information about the organization's financial performance. AIS streamline accounting
strategies, enhancing efficiency and minimizing human mistakes. ( Horgan,2015)
Components of Accounting Information Systems:

AIS include numerous key components, which include: (Roberts,2018)

1. Hardware:

Devices which includes computer systems and servers used for facts input,
processing, and storage. Hardware is vital for providing users with get admission to
to financial records.

2. Software:
Accounting software like QuickBooks and SAP that aids in processing monetary
information and making ready reports.
3. Data:
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Financial information accrued and processed, which include transaction statistics,
accounting statistics, and monetary reviews.
4. Procedures:
Policies and methods defining how the system is used, which includes facts access
and processing protocols.

5. People:
Users interacting with the system, consisting of accountants, managers, and
financial analysts.

Importance of Accounting Information Systems:
AIS are vital for several motives: (Abdullah,2020)
1. Improved Efficiency:

Automates habitual tasks, simplifying accounting strategies and lowering human
errors.

2. Accurate Reporting:
Produces particular monetary reports reflecting the enterprise’s monetary
popularity, aiding informed decision-making.
3. Decision-Making Support:

Provides vital facts that facilitates control make strategic decisions primarily based
on reliable information.

4. Enhanced Internal Controls:
Implements powerful measures for recording and processing records as it should
be, minimizing financial dangers.
Functions of AIS:
AIS have three primary functions:( Bin Saeed,2021)
1. Efficient Collection and Storage of Financial Data:

The system collects transaction data from source documents, records it in journals, and
posts it to ledgers.

2. Providing Information for Decision-Making;:
Generates managerial reports and financial statements for executives and key decision-
makers within the organization.

3. Establishing Necessary Controls:
Implements controls to ensure the accurate recording and processing of data,
guaranteeing the reliability of financial information.

Development of AIS:

The evolution of AIS has been significant. Initially relying on paper-based records and
manual bookkeeping, AIS have shifted to electronic systems with advancements in
technology. This transformation has improved the speed and accuracy of financial data
processing, making AIS more efficient and effective.

Challenges Facing AIS:
Despite their benefits, AIS face several challenges: (Al-Bayati,2019)
1. Data Security:

Protecting financial data is critical as organizations face cyber threats that may
result in sensitive information breaches.

2. Integration with Other Systems:

Integrating AIS with other organizational systems, such as Human Resource
Management Systems (HRMS) or Supply Chain Management Systems (SCMS), can be
challenging.

3. Rapid Technological Changes:
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Organizations must regularly update their systems to keep pace with technological
advancements and ensure optimal system performance.

4. User Training;:

Effective use of AIS requires ongoing user training to maximize system efficiency and
effectiveness.

Cyber security : Concept, Objectives, and Major Threats
Definition of Cybersecurity

Cybersecurity encompasses a set of practices and technologies aimed at safeguarding
systems, networks, and software from digital attacks. It involves protecting sensitive data
and ensuring the integrity of business operations. In an era of growing electronic threats,
cybersecurity has become essential for safeguarding critical information for both individuals
and organizations. “Cybersecurity is no longer a technological ‘option’, but a societal
need.(alisawi,el al :2023)

Cybersecurity also includes a fundamental component that monitors and analyzes
data traffic to identify legitimate activities and detect malicious ones, as well as determine
the type of attack: the Intrusion Detection System (IDS).( Abdulmajeed,2022)

Objectives of Cybersecurity
The primary objectives of cybersecurity include:( Al-Hammadi,2022 )
1. Data Protection:
Prevent unauthorized access to sensitive information, preserving data confidentiality.
2. Data Integrity:

Ensure that data is not altered without authorization, maintaining the accuracy and
reliability of information.

3. Data Availability:
Guarantee continuous access to authorized information, ensuring business efficiency.
Major Cybersecurity Threats

Accounting information systems face several cybersecurity threats, such as: (Al-
Mansouri,2021)

e Malware:
Including viruses and Trojan horses that aim to steal data or disrupt systems.

e Cyberattacks:
Such as ransomware attacks, which lead to data loss and expose organizations to
financial and legal risks.

The Relationship Between Accounting Information Systems and Cybersecurity

Accounting Information Systems (AIS) significantly influence cybersecurity
measures. The more advanced AIS become, the greater the need for robust security
measures to protect them from cyber threats. This relationship can be summarized as
follows: (Al-Ataouna,2020)

e Enhanced Protection:

Advanced AIS require sophisticated security strategies to safeguard sensitive financial
data.

e System Integration:

AIS should be integrated with cybersecurity solutions to provide comprehensive
protection against attacks.

e Raising Security Awareness:

Users must understand the importance of cybersecurity in protecting financial
information, fostering a culture of security within the organization.
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Importance of Cybersecurity
Cybersecurity provides several benefits, including: (Al-Dabbagh,2022)

1. Protection of Critical Assets:

Safeguards organizational infrastructure, systems, data, and intellectual property.
2. Customer Data Privacy:

Ensures companies protect customer data from theft or misuse.
3. Minimizing Business Disruptions:

Reduces the impact of cyber threats on business operations.
4. Regulatory Compliance:

Helps organizations adhere to information security laws and regulations.

Overview of Zain Iraq and Its Importance in the Iraqi Telecommunications Market

Zain Iraq is one of the leading providers of mobile communication and data services
in Iraq and a subsidiary of Zain Group, established in 1983. The company began operations
in Iraq in 2003 under the name "MTC Atheer" and became part of Zain Group in 2007.

Organizational and Financial Structure of Zain Iraq

Zain Iraq operates with a flexible organizational structure that enables it to adapt to
rapid changes in the telecommunications market. Its structure includes several key
departments, such as:

e Senior Management
e Operations Management
e Marketing Management
e Information Technology Management
Each department has defined roles contributing to the company's strategic goals.

Financially, Zain Iraq is a market leader in terms of revenue and profit. According
to financial reports, the company generated revenues of $5.03 billion in 2021, reflecting its
success in attracting a large customer base and offering innovative services that meet
market needs.

2. Materials and Methods
Type of Research

The research adopts a descriptive-analytical approach, utilizing a quantitative
method by collecting and analyzing statistical data related to accounting information
systems and cybersecurity.

Research Population and Sample

The research targets employees working in departments related to accounting
information systems and cybersecurity within Zain Iraq, including;:

e Accounting Department employees.

e IT Department employees.

e Cybersecurity Department employees.
Research Sample:

e A random sample of 150 employees will be selected from the total research population
of 400 employees.

e The sample will include various job levels to ensure comprehensive and accurate
representation.
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Data Collection Tools
Questionnaires:
e Questionnaires are the primary tool for collecting quantitative data.

e The questions are based on a five-point Likert scale to measure participants' attitudes
and opinions regarding the impact of accounting information systems on
cybersecurity.

To apply validity and reliability measures, Cronbach’s Alpha will be used to evaluate
the internal consistency of the questionnaire based on a sample of 150 respondents from
the research population.

Validity Testing

Validity measures the accuracy of the questionnaire in evaluating the intended
variables. Common methods are used to test the validity of the questionnaire.

Reliability Testing

To determine reliability, Cronbach’s Alpha will be utilized, a widely used method
for assessing internal consistency in questionnaires. The calculation will be performed
using SPSS software.

Table (1): Cronbach's Alpha Coefficients
Item Cronbach's Alpha (if Item Deleted)

Question1 | 0.853

Question2 | 0.854

Question 3 | 0.855

Question 4 | 0.854

Question 5 | 0.856

Question 6 | 0.853

Question7 | 0.855

Question 8 | 0.857

Question9 | 0.852

Question 10 | 0.850

Table Discussion:

The values in the table indicate that all questions have a high reliability level, with
Cronbach’s Alpha coefficients ranging from 0.85 to 0.86 when each item is excluded. This
demonstrates strong internal consistency and high reliability of the questionnaire,
ensuring its capability to effectively measure the role of accounting information systems
in enhancing cybersecurity.

The table also shows the impact of excluding each item on the overall reliability,
aiding in the evaluation of each item's significance in maintaining the required consistency.
Data Analysis Methods

The researcher used appropriate statistical tools to analyze the quantitative data,

such as SPSS software, for conducting statistical tests, analyzing frequencies, means, and
standard deviations to assess the effectiveness of accounting information systems.
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3. Result and Discussion

Demographic Distribution
Table 2: Demographic Distribution

Category Number | Percentage (%)
Gender
Male 80 53.3
Female 70 46.7
Age
Below 25 years 30 20.0
25-34 years 45 30.0
35-44 years 37 25.0
45-54 years 22 15.0
55 years and above 16 10.0
Educational Qualification
Diploma 33 22.0
Bachelor's Degree 57 38.0
Master's Degree 45 30.0
Doctorate 15 10.0
Work Experience
Less than 3 years 38 25.0
3-5 years 45 30.0
6-10 years 37 25.0
More than 10 years 30 20.0
Discussion of Table 2:

1. Gender:
Males constitute 53.3% of the sample, while females represent 46.7%. This balanced
distribution ensures representation of perspectives from both genders regarding the
effectiveness of accounting information systems (AIS) in enhancing cybersecurity.

2. Age:
The largest age group in the sample is 25-34 years (30%), followed by 35-44 years
(25%). The younger (below 25 years) and older (55 years and above) age groups are
less represented, with percentages of 20% and 10%, respectively. This distribution
indicates a balanced representation across age groups, with a noticeable
concentration among younger employees, reflecting the increasing interest of
younger generations in cybersecurity technologies.

3. Educational Qualification:
Bachelor's degree holders form the largest group (38%), followed by those with a
Master's degree (30%), Diploma holders (22%), and Doctorate holders (10%). This
distribution highlights a strong presence of highly educated individuals who are
more likely to understand the requirements of cybersecurity and information
technology.

4. Work Experience:
Work experience is distributed across different categories, with 30% having 3-5 years
of experience and 25% with less than 3 years. Employees with longer experience (6—
10 years and over 10 years) represent 25% and 20%, respectively, indicating a balance
between newer and more experienced employees in the sample.

Discussion of Survey Results
Table 3: Evaluation of the Effectiveness of AIS in Enhancing Cybersecurity

Question Percentage Mean Standard

(%) Deviation
AlS in the company helps protect financial data from breaches. 87.5 4.1 0.8
AlS is regularly updated to improve cybersecurity. 85.0 4.0 09
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AlIS can detect suspicious activities related to cyber threats. 82.0 3.9 0.85
AlS uses modern techniques like encryption to protect data. 78.5 3.8 0.9
The company regularly trains employees on safe use of AlS. 80.0 3.7 1.0
AIS has helped reduce the number of cyberattacks on the company. 81.0 3.8 0.95
AIS improves control over financial data and protects it from unauthorized 84.0 3.9 0.8
access.

Effective response plans for cyber breaches are in place in the AlS. 79.5 3.7 1.1
The security level of AlS is sufficient to protect sensitive information from 83.0 3.9 0.9
attacks.

AlS in the company can counter emerging and evolving cyber threats. 86.0 4.0 0.85

Detailed Discussion of Results:

1. Protection of Financial Data:
With 87.5% agreement, a high mean (4.1), and low standard deviation (0.8),
participants strongly agree that AIS effectively safeguards financial data.

2. Regular Updates:
The 85% settlement indicates recognition of the importance of regular updates
for cybersecurity. However, the standard deviation of 0.9 indicates a few variant
in responses, highlighting room for improvement in replace procedures.

3. Detection of Suspicious Activities:
An 82% agreement and an average of 3.9 reflect confidence in AIS's ability to hit
upon threats, though improvements ought to boom the effectiveness of such
talents.

4. Use of Encryption:
The 78.5% agreement indicates good enough use of encryption however famous
capacity for development to cope with superior threats.

5. Employee Training:
While 80% agreement suggests everyday schooling, the higher wellknown
deviation (1.0) highlights disparities in schooling effectiveness throughout
employees, emphasizing the need for standardized education protocols.

6. Reduction of Cyberattacks:
An 81% agreement factors to the gadget’s role in mitigating attacks, but ongoing
efforts to enhance protection strategies are important.

7. Data Control and Protection:
An 84% agreement underscores the gadget’s effectiveness in controlling and
safeguarding financial statistics.

8. Response Plans for Breaches:
With 79.5% agreement and the very best preferred deviation (1.1), issues remain
regarding the adequacy of response plans, necessitating revisions to make
certain strong preparedness.

9. Sulfficiency of Security Levels:
The 83% agreement reflects agree with in AIS security degrees however
additionally suggests opportunities to bolster protections against rising threats.

10. Countering Evolving Threats:
The 86% agreement suggests confidence inside the machine’s ability to evolve
to new threats, with a need for continuous updates to hold this capacity.

Summary of Discussion:

The findings spotlight general pleasure with the effectiveness of AIS in
improving cybersecurity. However, discrepancies in critiques regarding updates,
training, and reaction plans point to areas requiring development to strengthen the
organisation's cybersecurity resilience.
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4. Conclusion

In conclusion, this have a look at highlights the significance of accounting statistics
structures (AIS) in enhancing cybersecurity within Zain Iraq. Through the gathering and
evaluation of facts thru questionnaires, the research presents a comprehensive photograph
of the position of AIS in safeguarding sensitive monetary facts from cyber threats. The
findings monitor that the organization's accounting machine demonstrates a excessive
stage of reliability and displays worker delight with its effectiveness in ensuring
information security. This reinforces the machine’s potential to counteract threats and
continuously update itself to deal with rising demanding situations.

Research Findings

o Effectiveness of AIS: The effects affirm that AIS drastically make a contribution to
protective financial records from breaches.

e Continuous System Updates: Regular updates to AIS decorate protection tiers and
adapt to evolving cyber threats.

e Role of AIS in Monitoring and Threat Detection: The findings indicate that the gadget
has the functionality for early detection of suspicious sports, supporting shield the
organisation from capability threats.

e Training and Awareness: Regular worker training at the safe use of AIS is vital to
protection strategies. The effects show a very good level of cybersecurity attention
among personnel.

Research Recommendations

e Enhancing Security Updates: It is recommended to continue updating AIS to deal with
emerging threats, utilizing superior strategies inclusive of encryption.

e Expanding Employee Training: Investing in everyday schooling applications is vital
to elevating security cognizance among body of workers for comprehensive safety.

e Improving Emergency Response Plans: Revising and updating reaction plans for cyber
breaches are vital to ensure entire readiness in emergencies.

In summary, this studies represents an crucial step toward know-how the pivotal
position of AIS in cybersecurity and affords insights to help corporations expand more
powerful protection techniques.
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