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Abstract: The ad fraud and act of coordinated manipulation has become a more sensitive issue in 

the highly complex ecosystems formed by fast-left programmatic digital advertising. Fraudulent 

advertising traffic in the United States through the work of automated bots, click farms, and 

organized campaigns costs a lot of money, worsens the performance metrics of campaigns, and 

prompts more general inquiries about information integrity and national security. Rudimentary 

rule-based systems of detecting fraud are unable to scale to changing and evolving attacks, and 

require newer and more intelligent approaches to security. This study will discuss the use of 

machine learning to enhance security of the American online advertising ecosystem by identifying 

fraudulent and possibly cross-border manipulative activity based on user behavior and ad 

clickstream logs. This study uses a publicly available fraud detection data set, which consists of 

2,043 records of ad interactions that have behavioral, time, technical, and geographic features. The 

main aspects are the intervals of clicking, duration of a session, number of clicks per session, 

bouncing rate, Devices and browser, geo-location. Machine learning methods are used under 

supervision to identify ad clicks as legitimate or abnormal, whereby the abnormal behavioral 

patterns can be observed as signs of automation and coordinated abuse. The standard classification 

measures are used to estimate the model performance; they are accuracy, precision, recall, F1-score 

and receiver operating characteristic analysis. The results indicate that machine learning models are 

useful in obtaining complex non-linear relationship patterns in clickstream behavior that are better 

than traditional heuristic methods in detecting fraudulent traffic. Behavioral and session-level 

attributes prove to be close predictors of fraud and geographic ones should present valuable hints 

at the fraud potential presence of cross-border manipulation. Even though the dataset does not 

directly accuse foreign actors of any activity, the findings show that machine learning can be used 

to assist in early detection and risk evaluation of manipulation attempts in digital advertising 

pipelines. This study will be of value to the emerging literature on ad-tech security because it 

established the practical relevance of machine learning to increase the levels of trust, transparency, 

and resilience in American digital advertising ecosystems. 

Keywords: Machine Learning, Digital Advertising Security, Ad Fraud Detection, Clickstream 

Analysis, Programmatic Advertising and Foreign Manipulations Indicator 

1. Introduction 

A. Ecosystem Development and Multifacetedness of the U.S. Digital Advertising 

 Within the last ten years, digital advertising has moved to the forefront of the U.S. 

economy due to the massive innovation of programmatic advertising, real-time bidding 

(RTB), and data-driven targeting technology. Advertisers are making more and more use 

of automated strategies to present personal content on websites, mobile apps, and Internet-
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connected gadgets at volumes and velocities previously unknown. These systems allow 

fine audience targeting, better ROI and real time optimization of performances [1]. An 

identical automation and scale that boost advertisement efficiency have also augmented 

complexity within the ecosystem. The current digital advertising ecosystem consists of 

various intermediaries such as demand-side platform, supply-side platform, ad exchange, 

data broker and publisher. The transactions are in a high-speed format and have low levels 

of transparency within the advertising supply chain, which makes it very difficult to audit 

traffic quality and user authenticity. Cyberspace troublemakers use such structural 

vulnerabilities to add fraud traffic, distort the indicators of engagement, and earn an 

unlawful profit [2]. Also, digital advertising platforms have a global presence that allows 

cross-border involvement which makes it quite challenging to separate between honest 

international traffic and organized manipulation that has been carried out outside the 

United States [3]. With the advertising budgets ever increasing and moving to digital 

platforms, the integrity, security and reliability of the advertising ecosystems are becoming 

an urgent issue. To solve these issues, sophisticated analytical techniques, able to work on 

a large scale, evolve to meet new threats and safeguard the interests of advertisers both 

financially and reputation-wise, are needed. 

B. Problem Statement 

 Regardless of ongoing technological advancement, the U.S. digital advertising 

ecosystems undergo significant losses to ad fraud and manipulative practices including 

automatized traffic, bot-based clicks and orchestrated abuse [4]. These practices 

misrepresent campaign performance indicators, cause adverse confidence among 

advertisers, and cause the wasteful deployment of marketing funds. The conventional 

rule-based models of fraud detection are not always adequate because they use fixed 

thresholds and pre-established patterns that do not keep pace with the swiftly changing 

methods of attacks and large amounts of data. Moreover, the increased application of 

behavioral and geographic manipulation opens the threats of cross-border and possibly 

foreign-origin operations [5]. This means that there is an urgent requirement in adaptive, 

scalable and intelligent detection mechanisms that can detect fraud and manipulative 

behavior in real-time. 

C. Machine learning as a security facilitator in online advertising 

 Machine learning has become a significant solution to such complex security issues 

in the digital advertising space. By contrast with traditional systems with heuristic-based 

systems, machine learning models have the ability to analyze large amounts of behavioral 

and clickstream data to reveal hidden patterns, correlations and anomalies, which are 

indicators of fraudulent activity [6]. Through historical data education, these models are 

constantly enhanced to be able to differentiate between legitimate human behavior and 

automated or malicious interaction. The techniques of supervised learning allow properly 

classifying the clicks of an ad into two categories namely fraud and legitimate by utilizing 

the labeled sets and deriving predictive variables like frequency of clicks, length of session 

and bouncing rates [7]. Parallel to that, unsupervised and anomaly detection methods are 

useful in detecting new attack patterns, previously unfamiliar, and thus they are efficient 

in stopping new tricks of fraud. Real-time detection and automated response of machine 

learning is also important in the high-speed advertising environment where a delay in 

intervention can lead to huge losses. Since threats in digital advertising keep on changing, 

machine learning offers flexibility and scalability to achieve dynamic ecosystems [8]. The 

combination of behavioral, technical and geographic indicators makes it especially 

applicable to curb fraud and determine the risk of manipulation by advertising pipelines 

in the modern world.  

D. Objectives of the Study 
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 This study seeks to assess the effectiveness of machine learning in identifying the 

risk of ad fraud and manipulation of digital advertising platforms in the U.S. Specific 

objectives:  

● To process the user behavior and click on the stream information to spot fraudulent ad 

interactions.  

● To generate machine learning models to distinguish between legitimate and fraudulent 

ad clicks.  

● To assess the performance of the models through conventional classification measures. 

● To determine the important behavioral and technical characteristics of fraud detection 

accuracy [9].  

● To analyze geographic and session-based proxy variables of abnormal advertising 

activity.  

● To determine the extent to which machine learning can be used to improve the security 

of digital advertisement. 

E. Research Questions 

This study explores the possibility of improving fraud detection and manipulation 

risk evaluation in the digital advertisement setting through machine learning methods. 

Research questions:  

1. How effective can machine learning models be able to detect fraudulent ad clicks based 

on user behavior and click data?  

2. What behavioral, temporal and technical characteristics play the largest roles in 

determining the accuracy of fraud detection?  

3. How far is it possible to identify the potentially manipulative or cross-border 

advertising activity using geographic and session-level indicators?  

F. Significance of the Study  

This study could contribute to the academic and practical importance as it will show 

how machine learning can be used to enhance security in the U.S. digital advertising 

ecosystems. Ad fraud has been a long time menace in invalidating advertiser trust, 

overcharging, and manipulating performance metrics [10]. This study offers a scientific 

contribution to the comprehension of the manifestation of a fraudulent activity in actual 

advertising settings due to its emphasis on behavioral and/or clickstream indicators. 

Academically, the study will add to the existing body of research on the fundamental 

principles of ad-tech security through empirical assessment of machine learning 

procedures to identify fraud using testable advertising data. It underlines the significance 

of behavioral analytics and feature-level insight in the identification of the legitimate user 

engagement and the automated abuse [11]. The results also confirm the relevance of 

geographic and session-based signals as the alternative tell-tales in the measurement of the 

manipulation risk. In essence, the study provides useful information to advertisers, 

advertising platforms, and policy makers aiming at enhancing transparency, 

accountability, and trust in the digital advertising systems. The machine learning-based 

solution suggested will help in the support of scalable and dynamic security structures 

that can respond to the changing threats. In the end, the research contributes to the creation 

of robust, smart, and data-related resolutions in preserving digital advertising ecosystems 

against fraud and possible manipulations. 

Literature Review 

A. Online Advertising Systems and Privacy Lapses 

Digital advertisement ecosystems have become very automated and data-driven 

systems, which are based on bidding in real-time, user-profiling, and programmatic 

advertisement delivery. Such systems entail the involvement of various interrelated 

parties, which include advertisers, publishers, ad exchange, demand side platforms as well 
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as supply side platforms. Although this automation has made it more efficient and 

scalable, it has also created great security threats [12]. The advertising supply chain is also 

complicated, which lowers the level of transparency and leaves blind spots that can be 

used by the malicious actors. Fraud traffic may be introduced on different levels, and it 

becomes even more challenging to detect and assign it. The high turnover and speed of 

transactions are the main factors that create security challenges in the digital advertisement 

world. The advertisement impressions and clicks are processed in milliseconds, which 

restricts the possibility of monitoring or checking it manually. This speed is abused by 

fraudulent actors who use it to create fraudulent clicks and impressions without detection 

systems being able to react to them. Also, using third-party sources of data and cross-

platform integrations expose more to manipulated or spoofed traffic [13]. These 

weaknesses undermine accuracy of measuring the campaign, inflate advertising budget, 

and weaken trust among stakeholders. The other significant issue is that digital advertising 

is global. Advertising platforms are not limited by national borders and this allows traffic 

to be sent by different geographic regions. Even as international outreach is critical to legal 

marketing, it enables ill-minded actors to conduct their activities in areas with little 

regulatory supervision. By conducting coordinated manipulation campaigns, it is possible 

to capitalize on geographic diversity in order to avoid detection and this makes the 

enforcement of security even more complex. Digital advertisement ecosystems continue to 

experience systemic problems in terms of fraud aversion, quality assurance of traffic, and 

risk management when it comes to manipulation. To cover these gaps, it is necessary to 

use complex analytical methods that can handle large volumes of data and respond to 

changes in threat patterns.  

B. Ad Fraud Methods and Behavioral Spreadsheets 

Ad fraud is a very broad category which covers various types of fraud schemes 

aimed at creating invalid advertising engagement. Popular methods are bot-based click 

frauds, impressions stuffing, domain spoofing and automated traffic generation with 

compromised devices [14]. These actions are supposed to replicate the valid user activities 

and maximize fraud revenues. The behavior pattern of fraudulent traffic is usually typical, 

including excessively high levels of click rates, extremely short or discontinuous times of 

click, unnatural session time, and uneven engagement rates. Fraud in the advertising 

systems can be detected with the help of behavioral indicators. Also, there are session-

based metrics, such as the number of clicks per session and bounces, which give a picture 

of the authenticity of user engagement. Unethical interactions are often associated with 

quick series of clicks with little or no real interaction, which leads to inflated and false-

looking click counts and uncharacteristic session metrics. Another indicator is the diversity 

of devices and browsers, since a large portion of fraudulent campaigns can reuse a few 

technical settings to push massive traffic. Fraud is also detected by temporal patterns [15]. 

The automated systems can generate clicks at a predetermined time or unnatural time 

window, which is not in line with the natural human behavior [16]. These patterns may be 

used in combination with geographic determination to demonstrate coordinated activity, 

or scripted activity. Even though individual indicators do not necessarily lead to the 

conclusion of fraud, the combination of indicators can be used to enhance the accuracy of 

detecting fraud. These behavioral characteristics can be used to create effective detection 

models and thus understanding them is crucial and the basis of applying machine learning 

methods in detecting fraudulent interactions in advertising. 

C. Artificial Intelligence of Ad Fraud Detection 

Machine learning has become one of the effective methods of ad fraud detection, as 

it is capable of processing complex, high-dimensional data. As opposed to rule-based 

systems, machine learning models have the capability to use historical trends and evolve 

with changing attack techniques. The techniques of supervised learning are typically 

applied when labeled data sets exist so that the models can learn how to classify 
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interactions as fraudulent or legitimate through the relationships between features [17]. 

These models are able to model non-linear relationships between behavioral, technical, 

and time-related variables that are often ignored by the traditional methods. Besides the 

supervised learning, unsupervised and semi-supervised methods will also come in handy 

in identifying new patterns of fraud. Anomaly detection does not need explicit labels of 

fraud to identify abnormal behavior and accordingly are effective in detecting novel or 

new attacks to the system [18]. The use of feature engineering is especially important in 

the context of machine learning performance, which is due to the fact that the expression 

of behavioral metrics is greatly affecting the accuracy of detection in a well-designed 

intervention. Such methods as scaling of features, coding of nominal variables, and time 

aggregation improve the effectiveness of the models. Machine learning is also used in real-

time detection and automated response which are necessitated in the fast-paced 

advertising landscape. Detecting systems are capable of evolving with changes in user 

behavior and fraud strategies by constantly updating structure with the new information 

[19]. Issues like model drift, imbalance in the classes and interpretability are also aspects 

that need to be taken into account. Even in the face of these hurdles, machine learning is a 

scalable and adaptive platform on which the digital advertising systems can be secured 

against fraudulent activity.  

D. Digital Advertising on Geographic and Manipulation Risks  

In digital advertising ecosystems, geographic data is becoming more and more 

relevant to deciding the risk of manipulation. Although the legitimate advertising 

campaigns mostly aim at the global audience, abnormal geographic traffic patterns can be 

the evidence of organized or manipulative activity. An increase in traffic in certain areas 

or certain specific areas alone, particularly accompanied by unusual behavioral signalers, 

may indicate the existence of automated or coordinated campaigns [20]. Such tendencies 

are especially applicable when the issue of cross-border manipulation is considered, as a 

set of malicious actors can use geographic diversity to cover their fraudulent activities. 

Manipulation threats are not limited to financial fraud and may be taken to the level of 

influencing information exposure through the use of advertising tools. Utilizing 

coordinated campaigns can help to hype certain narratives or unleash a particular 

demographic using advertising platforms. Even though geographic data cannot alone 

make intent and attribution, it is a good contextual information when combined with the 

behavioral and technical aspects. The session-level and time-based patterns also enhance 

the discovery of coordinated activity by showing a concurrent behavior between two or 

more users or devices [21]. Machine learning models allow incorporating geographic 

indicators into more extensive risk assessment models. Models can be used to detect 

clusters of abnormal behavior by forming location data with clickstream behavior, which 

can require additional investigation. This is a risk-based practice that aids in the early 

identification and prevention without necessarily assigning blame to particular actors. 

Since digital advertising is still perceived to intersect with larger societal and informational 

issues, it is vital to integrate geographic analysis into the system of fraud detection to 

increase ecosystem resilience and integrity. 

E. Empirical Study 

In the article The Role of Artificial Intelligence in Ad Fraud Detection in the Block 

chain and Programmatic Advertising Ecosystem by Munise Hayrun Sağlam and Ibrahim 

Kircsova, the authors consider how artificial intelligence improves ad fraud detection in 

the current programmatic advertising landscapes. The research highlights that the 

magnitude, velocity and mechanization of real-time bidding systems have greatly made 

the systems susceptible to frauds like click fraud which incurs huge financial losses on the 

part of the advertisers. The authors emphasize the usefulness of the machine learning and 

deep learning methods that allow detection of the abnormal patterns of behavior that 

cannot be detected by the traditional rule-based systems. Also, the chapter addresses the 
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concept of the introduction of the block chain technology as the supplementary solution 

that will ensure transparency, immutability, and traceability of advertising transactions 

[1]. Blockchain enhances the supply chain of ad interactions, with trust and data integrity, 

by storing this data on a distributed ledger. The article highlights that secure infrastructure 

can be enhanced with AI-driven analytics to achieve high detection accuracy and reliability 

of campaigns. This article is of great interest to the current study because it supports the 

significance of machine learning to detect fraud and puts the aspect of machine learning 

in greater technological ecosystems. The lessons help to argue that smart, evidence-based 

strategies are critical to protecting digital advertising systems to an even greater number 

of sophisticated fraud and manipulative practices. 

In the article, Personalization and Consumer Privacy: Balancing Targeted Marketing 

and Trust by Akhtaruzzaman Khan, Sanjida Akter Sarna, and Md. Abul Kalam Azad, the 

authors highlight the mounting tension that exists among personalized digital marketing 

programs and their impact on consumer privacy. The analysis reveals that consumer 

engagement, conversion rates, and brand loyalty are increased with the help of data-driven 

personalization using user behavior analytics [2]. It also highlights the fact that there are 

high ethical and privacy risks brought on board by more data gathering and tracking of 

behaviors. The results highlight the fact that customers are growing more receptive to the 

way their personal information is gathered, processed, and utilized, especially when it 

comes to automated and algorithm-driven marketing. Such regulatory frameworks as 

GDPR and CCPA are mentioned as necessary tools to provide transparency and 

accountability throughout the data practices. This article applies to the current study 

because it supports the significance of proper data management by implementing machine 

learning tools within the digital advertising landscape. Though machine learning also 

supports the detection of fraud and effective advertisement, the article promotes that the 

trust, ethical governance and the ethical system design must be taken into consideration 

in order to achieve the sustainability of it in the long-run. These remarks can be used to 

argue that safe and transparent machine learning systems are necessary to retain consumer 

trust and prevent fraudulent and deceptive activities in online advertising. 

In the article Combating Evolving Threats: A Systematic Review of Online Ad Fraud 

Detection by Baranidharan Subburayan, David Winster, K. Dhanalakshmi, and R. 

Rajkumar, authors give a review of the research on the topic of online ad fraud detection 

and brand safety that was published between 2011-2024. The paper illustrates the ongoing 

and dynamic character of ad fraud especially click fraud and how the scam methods keep 

evolving to avoid being detected [3]. The review describes machine learning as one of the 

key elements of modern ad fraud detection and shows that it is better than the traditional 

approach, which is based on rules and cannot process large and complex advertising 

datasets. It also talks about the increasing significance of mobile advertising, whereby, user 

actions and data trends on mobile devices have a specific set of user data that needs special 

detection techniques. In addition to the issue of click fraud, the article highlights newer 

forms of threats like impression fraud and placement fraud which increase the advertising 

security problem. Also, the review highlights the growing significance of brand safety and 

the necessity to safeguard the reputation of an advertiser in automated advertising 

settings. The article is very pertinent to the current research issue because it enables the 

application of machine learning in detecting fraud and validates the need to have adaptive, 

collaborative, and scalable solutions in securing digital advertising ecosystems. 

In the article Strategies for Combating Synthetic Identity Fraud: The Role of Machine 

Learning and Behavioral Analysis in Improving the Financial Ecosystem Security by 

Okunola Orogun, Lanre Ogungbe, Niyi Adegboye, Tolu Adetuyi, and Samuel Alabi, 

authors investigate a more sophisticated approach to detecting a synthetic identity fraud 

based on machine learning and behavioral analysis. The paper highlights the importance 

of the fact that contemporary frauds have come to depend more on the combination of real 

and fake qualities in order to bypass the traditional detection mechanisms [4]. Using the 
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methods of proximity, graph convolutional networks, and behavioral clustering, the study 

proves how machine learning can help to differentiate natural human behavior, 

automated, or malicious behavior. The authors emphasize the efficiency of behavioral cues 

and network affinities in detecting coordinated fraud patterns, but admit the issue of data 

quality and scalability and the computational complexity. Despite the fact that the research 

falls in the framework of finances and identity management, the methodological 

implications are very applicable to the context of digital advertising fraud detection where 

automated and synthetic action is also used to compromise the integrity of the system. The 

article substantiates the thesis that the machine learning models which are based on 

behavior are more effective in their detection compared to the traditional even-based 

approaches.  

In the article AI-Powered Business Analytics in Marketing: Strategy of Analysis of 

Consumer Data on a Large Scale to Make a Decision in the U.S. Market by Md Saiful Islam, 

Md Shokran, and Jannatul Ferdousi, authors investigate how analytics based on artificial 

intelligence can optimally improve marketing decisions in the U.S. market by analyzing 

consumer data on a large scale. The paper shows how AI methods like sentiment analysis, 

predictive modeling and recommendation systems identify valuable behavioral patterns 

of online review data, both structured and unstructured. The results emphasize the 

effectiveness of AI-related solutions in comparison with conventional analytics as they are 

capable of identifying temporal patterns, customer engagement cycles, and the subtle 

changes in consumer behavior that cannot be detected using traditional tools. Despite the 

article focusing on marketing analytics, its methodological knowledge is of great relevancy 

to the sphere of digital advertising security studies [5]. The focus on recognizing 

behavioral patterns, detection of anomalies in metrics of engagement, and predictive 

modeling is similar to the methods of ad fraud detection based on machine learning. The 

research also highlights the role that AI systems can help in processing large high-velocity 

data to reveal hidden patterns, which is essential in detecting abnormal or manipulative 

advertising interactions. These lessons are helpful in the current study because they 

substantiate the role of AI as a scalable and adaptive analytics tool that can improve trust, 

precision and resilience in contemporary digital advertising ecosystems. 

2. Methodology 

MethodologyThe This study uses a quantitative and machine learning-based 

approach to analyses the risks of fraud and manipulation in the digital advertising 

ecosystems in the United States. The study uses structured ad clickstream data and 

supervised learning methods to determine fraudulent advertising interactions in terms of 

behavioral, temporal, and contextual attributes. The methodology incorporates the data 

preprocessing, feature engineering, model development and performance evaluation to 

determine the effect of detection [22]. They are focused on behavioral analytics and 

explainable machine learning in order to promote transparency and reliability. This 

methodical framework allows to analyze the threats of advertising security in a scaled 

manner and empirically evidence how machine learning can help in eliminating ad fraud.  

A. Research Design and Approach 

The research design that will be employed in this study is a quantitative-based 

research design that is data-driven to determine the importance of machine learning in 

identifying the risk of ad fraud and manipulation in the digital advertising ecosystem in 

the U.S. The study is an experiment where the supervised machine learning approaches 

are used to the labeled clickstream data to recognize the advertising interactions as being 

legitimate or fraudulent. This design will allow objective evaluation of model performance 

and empirically address the effectiveness of fraud detection [23]. The methodology focuses 

on behavioral and temporal study as it is clear that fraudulent advertising behavior 

frequently appears in the form of abnormal engagement instead of single technical signals. 
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Based on characteristics like click intervals, session duration, and frequency of interaction, 

the research study will capture nuanced abnormalities of the normal user behavior, which 

will demonstrate automatization or abusive collusion [24]. The first step in descriptive 

analytics is to comprehend traffic composition and behavioral distributions, then the 

second step is predictive modeling to assess classification capabilities. A combination of 

descriptive and predictive elements will enable the study to not only investigate the 

patterns of data behind the scenes, but it will also be capable of evaluating the machine 

learning performance in the real world. This structure is especially applicable to the large-

scale digital advertisement settings where fraud is entrenched in high amounts of 

legitimate traffic. In general, the research design will guarantee the rigor of the 

methodology, scalability, and applicability to the real-life advertising security issues.  

 

 

 

This flowchart depicts the entire research procedure of machine learning-based ad 

fraud detection 

The flowchart is a general outline of the research methodology that will be applied 

in the study to investigate the suitability of machine learning in protecting U.S. digital 

advertising ecosystems. The initial stage is problem identification which concentrates on 

the issues of ad fraud and manipulation [25]. It then continues to dataset selection whereby 

the clickstream data are selected as the major data. The second step is the preprocessing of 

data and feature engineering of the data in order to ready up the dataset to be analyzed. 

The training of machine learning models is then conducted in order to categorize 

advertising interactions. The method proceeds on with the evaluation of the models using 

performance metrics, and finally interpreting the results and concluding. Such 

systematicity, transparency and reproducibility in the execution of research is guaranteed 

by this structured workflow.  

B. Data source and Dataset Characterization 

This study employs a publicly available crowd-sourced dataset of fraud detection 

using user behavior and ad clickstream logs, consisting of 2,043 records of advertising 

interaction. The data set records the behavioral, temporal, technical, and geographic 

aspects of the digital advertisement clicks. The important characteristics are click interval, 

session length, number of clicks during a session, bounce rate, type of device, and type of 
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browser, geo-location, user and advertisement id. The target variable, click_label, indicates 

that every interaction is legitimate (0) and fraudulent (1), which allows using machine 

learning under supervision. Such a labeling structure enables the assessment of predictive 

models and allows comparing performance in terms of various metrics. The dataset is 

realistic with regards to the advertising traffic scenarios in which there is a presence of 

fraudulent interactions, and a high number of real legitimate users. Behavioral and 

session-level characteristics can give a good understanding of the engagement patterns, 

whereas temporal and geographic characteristics can help identify abnormal and possibly 

coordinated activity [26]. The data is published under a public domain license and 

therefore ethical, transparent and can be reproduced. Its systematic structure and its ability 

to be diverse make it the best format to examine ad fraud detection and the evaluation of 

machine learning based security measures in digital advertising ecosystems. 

C. Preprocessing and Engineering of the Data 

Before the development of a model, data is preprocessed to guarantee the quality, 

consistency, and compatibility of data with machine learning algorithms. Categorical data 

is converted into numeric values, e.g., browser type, device type, geo-location, user ID, 

and ad ID, to be open to training the model. Attributes that are temporal are also 

standardized to ensure consistency between records and minimize bias in scaling [27]. This 

is done by reviewing records with irrelevant, or redundant information to reduce noise 

and enhance efficiency in learning. The engineering of features is aimed at maintaining 

behavioral predictors of a true user interaction and fraud interaction. The metrics that are 

stored being session-based such as the duration of the session and the amount of clicks per 

session are relevant in tracking abnormal behavior [28]. The interval characteristics of 

clicking are highlighted to capture automation and similar repetitive patterns of 

interaction that are frequently related to bots and scripted activity. Another objective of 

the preprocessing stage is to balance the model complexity and interpretability by 

removing features with low impact whose removal will not make the model significantly 

better in prediction accuracy. The study improves the model performance with 

transparency because of the refined feature set [29]. This is a systematic process of 

preprocessing and feature engineering that is designed to make sure that a machine 

learning model is trained on quality and behaviorally pertinent data that is consistent with 

the goals of detecting fraud.  

D. Development of a Machine Learning Model 

The machine learning to classify advertising interactions as a case of fraud or 

legitimate is a supervised method. Stratified sampling is used to split it into training and 

testing subsets so that the original class distribution is maintained. This makes sure that 

legitimate and fraud cases are well represented in the process of model training and 

evaluation [30]. The reason why a tree-based ensemble learning model is chosen is because 

it can obtain non-linear relationships, mixed features with different types, and 

interpretable scores on feature importance. The model is trained on behavioral, temporal, 

technical as well as geographic attributes to learn characteristic patterns of fraudulent 

activity. Ensemble techniques perform well especially in the detection of fraud cases since 

these techniques minimize over fitting and enhance their generalization to different data 

patterns [31]. The model development focuses on explain ability besides predictive 

accuracy. The importance of features analysis is done to determine which variables have 

the greatest impact on the classification results. This improves the transparency and trust 

on machine learning-based security systems. The trained model makes probability 

predictions enabling it to be flexible in terms of selecting a threshold to detect fraud [32]. 

The development process of the model trades off the possibilities of detection, 

interpretation, and scalability, which makes it an appropriate tool to use in real-world 

digital advertising. 
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This flow diagram represents machine learning workflow in the detection of 

fraudulent advertising clicks 

The flowchart below provides the machine learning-based fraud detection process 

used to categorize the advertising interactions as a genuine or a fraudulent interaction. It 

starts with an input clickstream data obtained due to online interactions of digital 

advertising. The data is then encoded and selected to convert raw behavioral and technical 

data into model able inputs. Training of machine learning models is done with supervised 

data that is labeled so that the patterns of fraudulent behavior can be learned [33]. The 

trained model provides a prediction of the frauds by categorizing the clicks as legitimate 

or fraudulent ones. Lastly, the performance is evaluated based on ROC, precision- recall 

and classification performance measures to give the model its effectiveness. 

E. Model Assessment and Metrics of Performance 

The evaluation of model performance is performed with the help of numerous 

measures to cover the imbalance in classes and the security-critical aspect of fraud 

detection. To determine the true positives, true negatives, false positives, and false 

negatives a confusion matrix is utilized to give a detailed interpretation of the classification 

[34]. To evaluate the accuracy of detection and the trade of false alarms and lost fraud 

incidents, precision, recall, and F1-score are computed. The importance of recall is 

explained by the high price of undetected fraud in the digital advertising landscape [35]. 

The analysis of trade-offs between detection of fraudulent clicks and false positives under 

various decision thresholds is done using precision-recall curves. Also, receiver operating 

characteristics (ROC) analysis and area under the curve (AUC) are used to assess the 

overall discriminatory ability of the model. Via visual analytics, the behavior of models 

can be interpreted and the limitations of performances pointed out. This multimetric 

evaluation model will also make sure that the effectiveness of the model is evaluated as a 

holistic approach instead of only focusing on the overall effectiveness [36]. The evaluation 

process allows drawing sensible conclusions about merits and demerits of the offered 

machine learning strategy to detect ad fraud because it integrates threshold-independent 

and threshold-specific metrics.  

F. Limitations  

This study has a number of limitations, in spite of the contributions it has made. The 

dataset itself is class-imbalanced and this impacts the sensitivity of fraud detection and can 

produce lower recall of fraudulent interactions [37]. Also, the data lacks explicit 
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designations of the foreign influence activities, which restricts the opportunity to make 

concrete attribution statements. Geographic indicators are thus seen as warning signs and 

not evidence of manipulation. Simulated size and data may not be representative of the 

complexity of both large scale and real-time advertising environments. These restrictions 

are recognized in order to be able to interpret findings in a responsible manner and to 

make the future research orient to more extensive datasets and sophisticated modeling 

methods. 

I. Dataset 

A. Screenshot of Dataset 

 

(Source Link: https://www.kaggle.com/datasets/programmer3/fraud-detection-

dataset) 

 

B. Dataset Overview 

This study uses publicly available datasets on fraud detection, which is a user 

behavior and log of ad clicks, to determine how machine learning contributes to ensuring 

U.S. digital advertising ecosystems remain free of fraud and manipulation [38]. The data 

comprises 2,043 individual records of advertising interaction, and each one of the records 

signifies the interaction between a user and an advert in the form of one user-advert click. 

It models realistic patterns of legitimate as well as fraudulent activity which are usually 

witnessed in programmatic advertising settings. The data entails a full compilation of the 

behavioral, temporal, and technical, along with geographic characteristics that are crucial 

in detection of fraud. Such behavioral characteristics as the time of the session, the number 

of clicks per session and bouncing would reveal the quality of user interactions and allow 

to differentiate between real human-human and automated or scripted activity. The timing 

and frequency of interaction, as well as the temporal characteristics, such as click 

timestamps and click intervals, can be analyzed based on the temporal attributes that are 

important predictors of bot-based or organized fraud. Such technical features as the kind 

of browser used and the type of device served facilitate the analysis of cross-platform 

https://www.kaggle.com/datasets/programmer3/fraud-detection-dataset
https://www.kaggle.com/datasets/programmer3/fraud-detection-dataset


 226 
 

  
American Journal of Economics and Business Management 2026, 9(2), 215-240   https://globalresearchnetwork.us/index.php/ajebm 

interaction, whereas the geographic location data can be used to perform the spatial 

assessment of the traffic origin and the possible risks of cross-border manipulations. 

Uniqueness identifiers of users and advertisements help to detect repetitive interaction 

and coordinated behavioral patterns without disclosing personally identifiable 

information. The target variable, click label, indicates that each interaction can be 

legitimate (0), or fraudulent (1), which allows the development and testing of the 

supervised machine learning model. The data set has an imbalance in classes, which is 

representative of the real-world advertisement traffic, with legitimate interactions greatly 

exceeding fraudulent ones, thus, offering the realistic environment to evaluate the 

detection performance [64]. The dataset is published under public domain license and thus 

is ethically compliant, transparent, and results are reproducible. This data provides a solid 

and sufficient basis to consider machine learning-based solutions to the ad fraud detection 

and manipulation risk assessment of digital advertising systems. 

3. Results and Discussion 

This study outputs the analytical results of the machine learning techniques applied 

to the ad clickstream fraud detection dataset. The findings are aimed at determining the 

distribution of legitimate and fraudulent clicks, the most significant patterns of behavior 

and geography related to the commitment of fraud, and the effectiveness of the suggested 

machine learning model. Temporal, session-level, and spatial abnormal advertising 

interaction indicators are studied by descriptive and behavioral analyses [35]. The use of 

model-based assessments, such as feature importance, confusion matrix, precision-recall 

analysis, and ROC analysis, is utilized to evaluate the effectiveness of classification and 

highlight the limitations of performance in future sections of the paper through empirical 

evidence of the problem under analysis. 

 

A. Legitimate and Fraudulent Ad Clicks Distribution 

 

Figure 1. This image shows the distribution of the legitimate and the fraudulent 

clicks of adverts. 

 

The figure 1 indicates the distribution of legitimate and fraudulent ad clicks within 

the dataset of clickstreams that were used in this research. The bar chart will provide an 
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obvious emphasis on the strong asymmetry of normal and fraudulent interactions, where 

the legitimate clicks (label 0) will have the highest number of interactions recorded, 

whereas the number of fraudulent clicks (label 1), will have a small but significant 

fragment of the dataset. Such distribution is representative of the federal digital 

advertising space, in which fraudulent activity is a percentage of overall traffic, but a 

significant threat in terms of financial and operational capital, as it continues to be large 

and persistent. Having multiple hundred fraudulent interactions suggests that ad fraud is 

a serious phenomenon that has the potential to skew campaign statistics, overstate 

engagement, and decrease advertiser ROI. Machine learning-wise, the nature of this class 

distribution introduces the significance of the application of sound classification strategies 

that are able to effectively identify minority class events without being skewed on the 

wider legitimate traffic. Such imbalance also explains why metrics of evaluation, including 

recall, precision, and F1-score, should be used to specify meaningful performance of fraud 

detection. The distinct distinction between the two groups confirms the suitability of the 

dataset to the supervised learning method because enough labeled examples of both 

legitimate and fraudulent clicks are present to train and test the model [36]. Against the 

background of winning U.S. digital advertising ecosystems, this allocation highlights the 

difficulty that the advertiser and the platform have in detecting fraudulent engagements 

concealed in heaps of legitimate traffic. The number creates a preliminary knowledge of 

how the dataset is organized and presents an idea that machine learning-driven detection 

processes are required in order to detect and address fraud in the contemporary digital 

advertisement platforms. 

 

B. Click Interval Distribution Behavior Analysis of temporality 

 

Figure 2. This image shows the difference in click intervals in the event of a valid 

and a fake advertisement contact. 

 

The graph shown in figure 2 gives a comparison of the distribution of the click 

intervals between legitimate and fraudulent ad interactions on a box plot. The 

visualization shows that there are apparent temporal variations in the normal user 

behavior and suspicious clicking patterns. The legitimate clicks (label 0) have more 

dispersion of the intervals of clicks, a bigger median, and the presence of many extreme 
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values, which are characteristic of the inherent diversity of human browsing patterns 

within a session. Conversely, the median intervals of the clicks of fraudulent clicks (label 

1) are relatively smaller, as well as the interquartile range is also smaller, which implies a 

greater degree of regularity and automation. Such distribution is usually linked to bot-

driven or scripted activity, where clicks are produced at a scheduled or repetitive time 

delay as opposed to being naturally generated [37]. The extreme outliers in both classes 

indicate that though there is a certain amount of automated behavior resembling human 

timing, the fraudulent contacts are likely to be concentrated around a range of intervals. 

This time consistency is a resilient behavioral predictor of non-human action in the digital 

advertisement systems. In the machine learning sense the distinction between the two 

distributions shows the predictive power of click interval features in a classification task 

of fraudulent traffic. Their ability to learn complex deviations of normal behavior that 

otherwise cannot be demonstrated by simple rules can provide models that are trained on 

such temporal properties. Within the larger framework of protecting U.S. digital 

advertising ecosystems, this number underscores the role of time-based behavioral 

analysis of finding fraud concealed in large bodies of legitimate traffic. In general, the chart 

validates the fact that click interval analysis is an essential part of machine learning-based 

ad fraud detection and a significant factor that helps in curbing automated and 

orchestrated manipulation efforts. 

 

C. Session Behavior Analysis: Connection of Session Duration and Click Volume 

 

Figure 3. This image demonstrates the correlation between the length of the session 

and the amount of ad clicks. 

 

Figure 3 explains the correlation between the length of the session and the clicks 

produced during each advertising session. The scatter plot will provide the result of 

patterns of behavior that can be used to distinguish normal user interactions and those that 

might be fraudulent. The legitimate user sessions will usually portray a proportional 

relationship between the session time and the number of clicks, with longer browsing 

sessions having a tendency of producing a medium number of clicks over time. This 

depicts normal interaction behavior since human users communicate with ads on the 
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digital content infrequently as they go through them. Conversely, clusters of sessions with 

fairly high numbers of clicks within a short or mediocre length of session are also 

emphasized in the visualization [39]. These trends are typical of scripted or robotized 

action, where the rate of exchanges is produced without any commensurate growth in the 

amount of time of real activity. The existence of several sessions with more than average 

number of clicks, in spite of the length of the session, indicates the evidence of non-human 

traffic trying to boost the engagement measures. The machine learning viewpoint of this 

relationship gives rich behavioral attributes to classification models because unusual 

combinations of session time and click frequency can be utilized to detect suspect activity 

[40]. The data points that occur everywhere in the plot also help to show that the digital 

advertisement interactions are not as stable, and that is why adaptive models can be 

needed to reflect non-linear relationships. When compared with the need to ensure that 

U.S. digital advertising ecosystems are secured, this value supports the significance of 

behavioral analysis at the session level to identify the cases of fraudulent traffic that 

otherwise go unnoticed within the context of the massive amount of legitimate interactions 

[41]. The chart proves that the duration of the session and the number of clicks are essential 

metrics that help detect the abnormal use of a system and optimize the functionality of 

machine learning-based ad fraud detection. 

 

D. Fraudulent Advertising Activity Geographic Analysis 

 

Figure 4. This image demonstrates the geographic distribution of fraudulent 

advertisement clicks. 

 

Figure 4 shows the geographic distribution of fraudulent ad clicks found in the 

dataset, which also shows the difference in the degree of the fraudulent activity in different 

regions. It has been established that the number of fraudulent clicks is not equally 

distributed across the board but rather has significant concentration in particular 

geographical areas as can be seen in the bar chart. Some of the areas have more fraudulent 

interactions, implying that there are organized or automated traffic sources that have 

geographical locations of operations. Such imbalance is particularly important when 

discussing the issue of digital advertisement security since it shows how geographic 
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distributions can be used as valuable markers of manipulation danger when compared to 

behavioral data. Although the available geographic data is not going to determine intent 

or prove the attribution to the particular actors, the observed prevalence of fraudulent 

clicks indicates that there is an unusual traffic movement that does not follow the 

anticipated trends of organic user interactions [42]. These trends can be due to centrally 

deployed bot infrastructure, click farms, or script driven activity based on geographically 

constrained locations. Geographic indicators together with temporal and session-level 

indicators enhance the performance of machine learning models to detect suspicious 

activity and ensure that high-risk traffic is given a priority to investigate further. In the 

context of machine learning, the graph justifies the need to include geo-location as a 

predictive feature in concepts of fraud detection [43]. The difference in the number of 

fraudulent clicks paid in different regions allows models to deduce spatial relationships 

that otherwise would have been ignored by systems based on rules. Within the wider 

setting of achieving the U.S. digital advertising ecosystems security, this analysis 

highlights the essence of integrating the geographic indicators into the security risk 

frameworks. Through detecting breaches in regional traffic fraud, advertisement platforms 

are able to increase their surveillance, better reaction to fraud, and limit the recurrence to 

a cross-border manipulation efforts. Figure 4 illustrates that geographic analysis is 

essential to learn and reduce fraudulent behavior in the complicated digital advertising 

context. 

E. FCI Fraud Detection Model Fraud Importance Analysis 

 

Figure 5. This image depicts ranked scores of feature importance in detecting ad 

fraud. 

 

Figure 5 shows the results of the feature importance analysis based on the machine 

learning fraud detection model, which shows the relative value of each input variable to 

the classification of fraudulent and legitimate ad clicks. The findings also show that both 

session-level and temporal characteristics are a significant influence in detecting 

fraudulent activity. Of all the variables, it is possible to state that session duration and the 

interval between clicks is the most effective predictors, which shows the importance of 

user engagement timing and patterns of interaction in differentiating between the 

automated and real user activity. The bounce rate is also reported to have a high value of 

importance which indicates that it is effective in capturing abnormal engagement 

properties that are normally associated with fraudulent sessions. Identifiers (ad ID and 
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user ID) play a moderate role in predictive ability of the model, indicating that appearing 

to interact with the user with certain advertisements or user accounts multiple times can 

indicate coordinated or scripted activity. The fact that the number of clicks per session is 

also another added motivation to behavioral aggregation because abnormally high click 

rates within a session are usually the sign of the non-human interaction. Conversely, the 

technical features include geo-location, browser type and device type which have 

relatively low scores in terms of importance [42]. Although these features may be useful in 

offering contextual information, its lesser power means that fraud detection is more 

behaviorally-oriented than technically diverse. Security-wise, the ranking of the features 

improves the model transparency and interpretability that are required to establish 

confidence in machine learning-based ads security systems. Knowing the features behind 

decisions to detect, enables the advertisers and the operators of the platform to confirm 

that models are behaving in a certain way and mitigate them accordingly [43]. Considering 

the context of securing the U.S. digital advertising ecosystems, the number proves that 

machine learning models work well to rely on behavioral indicators rather than superficial 

features to detect fraud better and more resiliently. Figure 5 does confirm the importance 

of feature importance analysis in enhancing explain ability, accountability, and operational 

effectiveness in the context of ad fraud mitigation. 

 

F. Confusion Matrix Performance Analysis 

 

Figure 6. This image demonstrates a confusion table with the results of fraud and 

genuine clicks. 

 

The confusion mat provided in Figure 6 summarizes the classification performance 

of the machine learning model used in ad fraud detection. The matrix shows the 

distribution of the actual and the predicted classes, which gives an understanding of the 

model in correctly identifying the legitimate and the fraudulent ad clicks. The findings 

demonstrate that there were a great number of true negatives, the legitimate clicks 

correctly categorized that prove that the model is effective to identify normal user 

behavior. The matrix also shows that any cases of fraud are falsely classified as legitimate 

leading to a very high number of false negatives and none of true positives [44]. This 

performance underscores a challenge that is usually faced in fraud detection operations 
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especially when one deals with unbalanced data where genuine interactions prevail. 

Although the model has good results in eliminating false alarms through eliminating false 

positives, its failure to detect fraudulent clicks accurately lowers its usefulness in the field 

of real life security. Underreported frauds may translate into future losses in money, 

misguided analytics and decreased advertiser confidence. Memory of the class of fraud is 

a more imperative measure than the general accuracy in that respect [45]. The confusion 

matrix highlights that better methods of model tuning, optimizing features, or balancing 

classes should be implemented to increase the sensitivity of the method in detecting fraud. 

Strategies that can be used to improve false negative and recall would include changing 

classification thresholds, adding cost-sensitive learning, or using resampling strategies. 

Within the scope of ensuring the U.S. digital advertising networks, this number highlights 

the importance of correct identification of the fraudulent actions in order to effectively 

eliminate them. Figure 6 presents a clear analysis of the work of the model and reveals the 

aspects of machine learning methods that should be improved to help in overcoming the 

challenges of ad fraud detection. 

 

G. Fraud Detection through Precision-Recall Analysis 

 

Figure 7. This image shows the accuracy-fraudulent clicks trade-off of the 

fraudulent clicks detection performance. 

 

Figure 7 shows the precision-recall curve in order to determine the capability of the 

machine learning model to detect ad clicks that are fraudulent at different classification 

thresholds. This curve is especially useful in the tasks of fraud detection, where the positive 

category is fraud, and it is usually underrepresented. The analysis shows that accuracy is 

comparatively low at the majority of the levels of recalls, meaning that a significant 

percentage of detected fraud cases can contain false positives. Precision peaks 

momentarily at extremely low recall values indicating that only a small fraction of the most 

confident predictions will result in accurate fraud detection. When recall gets larger, the 

precision becomes smaller and reaches a stable level, and it is difficult to understand that 

the model is not always able to distinguish between fraudulent and legitimate clicks. This 

trade-off underscores a very important problem in ensuring the safety of digital 

advertising ecosystems: the more fraudulent activity is detected the more likely it is that 
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legitimate interactions will be misclassified. Such false positives may affect the 

performance of a campaign and the confidence of advertisers in the practical advertising 

environment. Low recall implies that a significant amount of fraudulent clicks are not 

detected, and it is possible to continue losing money and being manipulated [45]. As such, 

it is crucial to weight the precision and recall, to a maximum in order to reduce frauds. The 

shape of the precision-recall curve indicates, through machine learning lens, that a model 

further refinement, e.g. enhanced feature engineering or threshold tuning or class-

imbalance techniques, is required. When applied in the context of this research, the curve 

will give a good understanding of the operational constraints to the existing model and 

will also help to emphasize the significance of recall-focused evaluation in dealing with ad 

fraud [46]. Figure 7 underlines that precision recall is essential to evaluate the effectiveness 

in the real-world and provide improvements to machine learning-based advertisement 

security systems. 

 

H. ROC Curve Analysis and Model Discriminatory Capability 

 

Figure 8. This image represents the ROC curve that assesses the discrimination 

performance of fraud detection models. 

 

Figure 8 shows the Receiver Operating Characteristic (ROC) curve to determine the 

overall discriminatory capacity of the machine learning model in determining whether an 

ad click is legitimate or a fraud. The ROC curve is a plot of the true positive rate versus the 

false positive rate given a set of value of classification thresholds, which gives a complete 

picture of how the model models perform without fixing on one decision threshold. A 

value of 0.53 of Area Under the Curve (AUC) reported indicates that the model is only 

slightly better than random classification. This implies that it is not very effective when it 

comes to isolating fraudulent clicks and honest clicks using the current feature set and 

model configuration. The curve moving to the upper-right shows a trade-off between the 

correct identification of fraudulent clicks and the incorrect identification of legitimate 

traffic [47]. The higher the true positive rate the higher the false positive rate which means 

that an increase in the fraud detection leads to misclassification of the genuine interactions. 
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Such trade-offs are vital in real-world applications of digital advertising, where false 

positives are too high can destroy the campaign and weaken adherence to the advertiser, 

whereas a low detection rate leaves fraudulent operations intact. In terms of methodology, 

the ROC analysis shows that the model needs to be refined further. Performance may be 

enhanced with techniques like use of advanced feature engineering, adding new 

behavioral or contextual cues and optimization of model parameters to enhance 

discriminatory power [48]. Within the framework of capturing the U.S. digital advertising 

ecosystems, the number highlights the difficulties that can be encountered in detecting 

intensive and adaptive fraudulent activity. Figure 8 is a very candid evaluation of the 

weaknesses of the models, and it shows the significance of constant enhancement in the 

practice of machine learning in ensuring that the digital advertising infrastructure is not 

vulnerable to fraud and manipulation. 

Discussion and Analysis 

A. Fraud Prevalence in Digital Advertising Traffic Interpretation 

It turns out that fraudulent clicks occur in a smaller percentage of all advertising 

interactions than legitimate ones can be obtained as shown in the original analysis of 

distribution. Although most of the traffic may seem real, the fact that there is a steady 

amount of fraudulent traffic is not negligible when weighed against the large scale digital 

advertising ecosystems [48]. A small proportion of fraudulent clicks can lead to huge losses 

of money, misleading performance reports, and ineffective budgetary spending during 

campaigns of scale. This unbalance is also representative of the real-life advertising 

conditions, in which malignant agents intentionally obscure fraudulent conduct in 

enormous quantities of legitimate user traffic in order to remain undetected [49]. The 

results highlight the necessity of the detection system of frauds to focus on sensitivity to 

the events of the minority-class instead of focusing only on the overall accuracy. High 

accuracy itself is not a good indicator with imbalanced datasets because it can lead to 

positive results because the models are mostly accurate in legitimate traffic and fail to 

detect fraud. This finding is consistent with the fact that specific evaluation metrics and 

detection strategies are required based on security-oriented applications. Security-wise, 

the fact that fraudulent activity continued to exist despite the fact that the latter is 

numerically less subordinates the adaptive character of ad fraud techniques [50]. 

Scammers constantly tighten their belts to enter the legitimate traffic patterns and ensure 

that they are difficult to detect. The prevalence observed shows the need to have 

automated, data-driven solutions that can run in continuity and scale. In general, this 

discussion suggests that the distribution of fraud matters should be considered to come up 

with effective machine learning models and warrant their implementation in the digital 

advertising environment of the U.S.  

B. Fraudulent activity behavior indicators and temporal trends  

When comparing the legitimate and fraudulent ad interactions, behavioral and 

temporal studies reveal that there are distinct differences in ad interaction [51]. 

Distributions of click intervals have shown that fraudulent clicks are more often 

distributed either at regular or abnormally low intervals, indicating they were due to 

automated or scripted action rather than the behavior of human beings. Legitimate 

interactions are more variable in terms of timing, as they represent different browsing 

behaviors and decision-making [52]. These results support the importance of features of 

time as excellent predictors of abnormal activity. This difference is further enhanced by 

session-level behavior. The correlation between length of the session and the number of 

clicks indicates that fraudulent sessions tend to produce disproportionately large numbers 

of clicks with no corresponding increase in the length of engagement [53]. These are typical 

of bots or click farms which are meant to artificially increase engagement metrics. Such 

anomalies are hard to identify by a set of rules since the limits can be easily compromised 

by advanced attackers. Machine learning models can especially be used to model these 
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subtle patterns in behavior [54]. Through training on several interacting features at once, 

models are able to detect small deviations of normal behavior that would otherwise be 

undetected with rule-based alerts. The findings indicate that behavioral analytics are the 

core of successful fraud detection and explain the necessity to introduce the time-based 

and session-based signals in the advertising security models. 

C. Geographic Signals and Cross-Border Manipulation Signals 

Geographic analysis has indicated that fraudulent clicks are not distributed evenly 

across all the regions, with some regions making a disproportionate contribution to 

suspicious activity. Although the intent and attribution cannot be proved solely by the 

geographic evidence, such patterns of concentration give important contextual clues when 

it is complemented with the behavioral evidence. Being abnormally geographically 

clustered in digital advertising ecosystems usually implies centralized infrastructure, e.g. 

bot networks or structured click activities [58]. The international character of the 

advertising service makes the combating of fraud more difficult, because honest 

international traffic should be separated and the dangerous cross-border activity. 

According to the findings, geographic features have a significant role to play in risk 

assessment as long as they are utilized as a component of a larger analytical model. 

Location-based signals are risk amplifiers that instead of providing conclusive evidence, 

they inform additional investigations and prioritization [59]. This policy and security 

analysis contenders in favor of a risk-based method to identify manipulation. Through the 

combination of geographic patterns and behavioral data advertising platforms will be able 

to promote situational awareness without unjust penalty of legitimate global audiences. 

The results highlight the significance of contextual analytics when it comes to the threat of 

foreign manipulation in the context of digital advertising ecosystems in the U.S.  

D. Importance of the features and Interpretability of the model 

The feature importance analysis offers insightful information into the way the 

machine learning version of fraud detection arrives at its decisions [60]. The most 

significant features are session time, time between clicks, and bouncing rate, which proves 

that behavioral dynamics are more predictive of fraud than the technical features that are 

not moving. The given finding supports the primary importance of user behavior analysis 

in either detecting automated or malicious interactions. User and advertisement identifier 

ratings of moderate importance indicate that recurring patterns of particular entities could 

be an indication of coordinated action. Conversely, a less significant value on device type 

and browser type shows that the current fraud schemes can readily spoof or turnabout 

technical identifiers, limiting their individual efficacy. One of the paramount conditions of 

implementing machine learning in areas that are sensitive to security is interpretability 

[61]. Knowing what features influence model decisions will boost trust, ease validation 

and make compliance with transparency requirements easy. The findings prove that 

explainable machine learning methods can be used to present actionable information and 

retain high detection rates. This balance is a key to the real-world implementation of digital 

advertising security systems.  

E. Model Performance and Detection Limitations Evaluation 

Evaluation metrics used in the models demonstrate the advantages and weaknesses 

of the approach adopted. According to the confusion matrix, the performance achieved in 

terms of the recognition of legitimate traffic is high whereas the ability to identify the 

fraudulent clicks and thus recognizing them correctly is challenging as the data shows that 

many false negative results have been achieved [51]. This is the result of the nature of the 

problem of detecting fraud, in which the bad intentions are specifically designed in a way 

that they appear to be normal activity. These issues are also highlighted in precision recall 

and ROC analyses. The poor recall of the class of fraud suggests that a significant number 

of the fraudulent interactions go unnoticed whereas a moderate precision shows there are 

false alarms [52]. These findings show that default model configurations might not be 
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adequate in high stakes security applications [53]. The results have brought out the value 

of model tuning, threshold optimization, and methods of class imbalance management 

[54]. Furthering the recall in detecting fraud is especially of primary concern where 

unnoticed fraudulent activity may result in further exploitation. This discussion highlights 

the necessity of progressive improvement and regular evaluation of the machine learning 

models used in the context of advertising. 

F. Implications to U.S. Digital Advertising Ecosystems Security 

The general conclusions indicate that machine learning has a great perspective of 

improving on security in U.S. digital advertising ecosystems, but it cannot work alone. 

Fraud detection forms robust bases of behavioral and time-based analytics, whereas 

geographic indicators allow general risk assessment [55]. The shortcomings of the models 

in terms of performance outline the necessity of the complementary solutions, such as 

enhanced data quality, adaptive learning, and human supervision [56]. Operationally, 

machine learning will be able to support scalable and real-time detection, which is better 

than the usual rule-based systems. Meanwhile, to preserve the level of trust and 

effectiveness, transparency, interpretability, and continuous evaluation are needed [57]. 

The findings indicate that machine learning must be incorporated into multi-layered 

security systems as opposed to being applied in solitude. Finally, the current study 

provides a better insight into the opportunities of using machine learning to reduce the 

risks of ad fraud and manipulation [58]. The findings can be used to support the creation 

of more resilient, adaptive, and trustworthy digital advertising ecosystems in the United 

States by considering not only the technical performance but also the contextual 

considerations. 

Future Work 

Although this paper indicates the relevance of machine learning as a tool in ad fraud 

detection and estimating the risk of manipulation in the digital advertising landscape in 

the United States, a number of directions are still available to future investigation. Another 

significant direction is the increase of the size and variety of the datasets in order to make 

them closer to the actual advertising conditions [59]. Multi-platform data that has been 

gathered over more time, as well as in larger sets, may assist in capturing both changing 

tactics used by fraudsters, seasonality, and other long-term behavioral changes, making 

the models more generalizable and resistant. Further studies on improving detection 

accuracy through the implementation of state-of-the-art machine learning methods, 

including deep learning and graph-based classifiers, can also be conducted in the future 

[60]. Graph analytics may be of use especially in detection of coordinated rings of 

fraudsters through the modeling of relationships between users, devices, advertisements, 

and geographic locations. Also, sequential and time-series models would be useful to 

enhance the identification of multifaceted time-based patterns related to automated or 

scripted activity [61]. The other promising field is the resolution of class imbalance and 

recall limitations that are witnessed in the study. To increase the sensitivity in fraud 

detection and minimize false negatives, techniques like the cost-sensitive learning, 

adaptive thresholding, and the hybrid ensemble techniques may be explored [62]. The use 

of explainable artificial intelligence (XAI) techniques would also promote transparency, as 

the stakeholders would understand and believe the decisions made by the model more. 

On security and policy grounds, future studies will be able to incorporate external sources 

of threat intelligence, e.g. known bot signatures or publisher reputation scores, to enhance 

risk evaluation. Additionally, creating frameworks of real-time deployment would enable 

machine learning models to run in real time within the advertising system to prevent, in 

advance, cases of fraud [63]. Lastly, future research may look at regulatory and ethical 

roles of automated fraud detection especially concerning fairness, privacy, and cross-

border data authorization. These technical and contextual issues can be overcome to help 
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future studies enhance the creation of more robust, scalable, and reliable digital 

advertising security systems. 

4. Conclusion 

This study investigated how machine learning can be used to protect the U.S. digital 

ad ecosystems against ad fraud and possible manipulation of the system using user 

behavior and a data stream of ad clicks. Due to the rise of digital advertising based on 

automated and programmatic solutions, the integrity of advertising interactions has 

suffered as a result of fraud and manipulators. The results of this paper show that machine 

learning offers a scalable and data-driven solution to detecting abnormal behavioral trends 

that can be found in vast amounts of legit traffic of ads. Behavioral and time-based analyses 

indicated that there were distinct differences between lawful and fraudulent interactions 

especially in click time, time of session and engagement. These characteristics were also 

found to be key pointers of automated or scripted action, further supporting the 

significance of behavioral-based analytics in fraud detection in adverts. The geographic 

analysis also pointed to the way in which spatial patterns may be utilized to aid the risk 

assessment process by delineating areas in which the rates of fraudulent behavior are 

disproportionately high though these indicators should not be directly attributed. The 

machine learning model used in the current study had the capacity of capturing non-linear 

relationships among the behavioral features, which are complex in nature. The discussion 

of the feature importance analysis used session-level and time variables as predominant 

predictors, which increased the interpretability of the model and transparency in 

applications devoted to security. The drawbacks of performance assessment also became 

apparent especially in fraudulent clicks of high recall. The evaluation of precision-recall 

and ROC demonstrated the difficulties related to the lack of balance between classes and 

the dynamic quality of fraud methods, which means that further development should be 

offered to the models. The study, despite these constraints, affirms the fact that machine 

learning has massive benefits over traditional rule-based methods of detection as they 

provide adaptable and scalable and persistent detection of fraud. Machine learning cannot 

exist as a separate solution, but must be incorporated with multi-layered security systems 

which involve behavioral analytics, contextual indicators and human supervision. This 

study is an addition to the existing literature on the security of digital advertising, as it 

illustrates the practical implementation of machine learning to detect fraud and determine 

the presence of manipulation risk. The acquired knowledge will help to create a more 

resilient, transparent, and trustful digital advertising ecosystem in the United States, as 

well as may serve as the basis of future research conducted to address the upcoming 

threats and enhance the effectiveness of detection. 
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