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Objective: The increasing use of digital technologies in school administration has made 
cybersecurity a critical concern for educational institutions. Method: This study 
examined the level of cybersecurity knowledge among principals of public secondary 
schools in the Federal Capital Territory (FCT) and explored strategies to enhance their 
competence in safeguarding school data. A descriptive survey design was adopted, and 
a sample of 67 principals was selected using simple random sampling. Data were 
collected through a structured questionnaire and analyzed using descriptive statistics 
(mean and standard deviation).  Results:  The findings revealed that principals have 
low levels of cybersecurity knowledge, but they identified training workshops, ICT 
seminars, access to online resources, clear policies, and collaboration with ICT experts 
as effective strategies for improvement. Novelty: The study concluded that improving 
principals’ cybersecurity knowledge is essential for protecting school data. It 
recommended regular training programs and the establishment of clear cybersecurity 
policies supported by expert guidance. 
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INTRODUCTION  

The rapid advancement of digital technologies has transformed the administration 

of secondary schools across the world. In Nigeria, public secondary schools increasingly 

rely on electronic systems for student records, staff information, financial data, and 

communication. While these technological tools enhance efficiency and decision-making, 

they also expose school data to cyber threats such as hacking, phishing, malware attacks, 

and unauthorized access [1] [2]. Consequently, cybersecurity has become an essential 

component of modern educational management. 

Cybersecurity refers to the practices, technologies, and processes designed to 

protect digital devices, networks, and sensitive information from cyberattacks [3]. School 

principals, as chief administrators, are custodians of institutional data and are 

responsible for ensuring that such information is properly secured. Their level of 

cybersecurity knowledge significantly influences the safety of school records and the 

continuity of administrative operations. 

In the Federal Capital Territory (FCT), Abuja, the adoption of Information and 

Communication Technology (ICT) in school administration has grown steadily. Many 

schools now store confidential data electronically, making them vulnerable to cyber risks 

if adequate safeguards are not implemented. Despite this digital shift, observations 

suggest that many principals lack sufficient cybersecurity knowledge, which may result 

in poor password practices, weak data protection measures, and limited awareness of 

cyber threats. 
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The absence of adequate cybersecurity competence among principals can lead to 

data breaches, loss of sensitive information, reputational damage, and disruption of 

school activities. It may also expose students and staff to identity theft and other digital 

risks [4]. Therefore, understanding the level of cybersecurity knowledge among 

principals and identifying strategies to improve it is critical for strengthening data 

protection in public secondary schools. This study therefore seeks to examine the level of 

cybersecurity knowledge among principals of public secondary schools in the FCT and 

explore strategies that can enhance their capacity to safeguard school data effectively. 

Statement of the Problem 

The integration of digital technologies into school administration has increased the 

volume of sensitive data stored electronically in public secondary schools [5]. This 

development requires school principals to possess adequate cybersecurity knowledge to 

protect institutional information from cyber threats. However, it has been observed that 

many principals in public secondary schools in the Federal Capital Territory lack the 

necessary cybersecurity competence required to safeguard school data effectively. 

Limited cybersecurity knowledge among principals may result in unsafe digital 

practices such as poor password management, failure to update security systems, 

inability to detect cyber threats, and improper handling of confidential information. 

These weaknesses can create opportunities for cyberattacks, leading to data breaches, 

financial loss, and administrative disruption [6]; [7]. 

If this situation persists, the security of school data and the overall effectiveness of 

digital school administration may be compromised. Despite the growing importance of 

cybersecurity in educational institutions, there is limited empirical evidence on the 

cybersecurity knowledge of principals in the FCT and the strategies needed to address 

existing gaps. This gap in knowledge necessitates the present study. 

Objectives of the Study 

The study aims to examine cybersecurity knowledge and data protection strategies 

among principals of public secondary schools in the Federal Capital Territory. 

Specifically, the study seeks to: 

1. Determine the level of cybersecurity knowledge among principals of public secondary 

schools in the FCT. 

2. Identify strategies for improving cybersecurity knowledge among principals to 

enhance the protection of school data. 

Research Questions 

The following research questions were formulated for the study: 

1. What is the level of cybersecurity knowledge among principals of public secondary 

schools in the Federal Capital Territory? 

2. What strategies can be adopted to improve cybersecurity knowledge among principals 

for effective safeguarding of school data? 
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RESEARCH METHOD 

Research Design 

The study adopted a descriptive research design, specifically the survey method. 

This design was considered appropriate because it enabled the researcher to collect data 

from a representative sample of principals to describe their level of cybersecurity 

knowledge and the strategies needed for improvement without manipulating any 

variables. 

Population of the Study 

The population of the study consisted of all principals of public secondary schools 

in the Federal Capital Territory, Abuja. 

Sample and Sampling Technique 

A sample of 67 principals was selected using a simple random sampling technique. 

This method ensured that each principal had an equal chance of being included in the 

study, enhancing the representativeness and generalizability of the findings. 

Instrument for Data Collection 

Data were collected using a structured questionnaire titled “Cybersecurity 

Knowledge and Data Protection Strategies Questionnaire (CKDPSQ).” The instrument 

contained two sections: 

• Section A: Demographic information of respondents. 

• Section B: Items measuring principals’ level of cybersecurity knowledge and 

strategies for improvement, rated on a Likert scale. 

Validity of the Instrument 

The questionnaire was subjected to face and content validation by experts in 

Educational Management and Information and Communication Technology (ICT) to 

ensure that the items adequately measured cybersecurity knowledge and related 

strategies. 

Reliability of the Instrument 

The reliability of the instrument was determined through a pilot test conducted with 

principals outside the study area. The data obtained were analyzed using Cronbach’s 

Alpha to establish internal consistency, and the instrument was found reliable for the 

study with 0.83. 

Method of Data Collection 

The researcher administered the questionnaire directly to the respondents with the 

assistance of trained research aides to ensure a high return rate. 

Method of Data Analysis 

Data collected were analyzed using descriptive statistics, including mean and 

standard deviation, to answer the research questions. A criterion mean of 2.50 was 

adopted as the benchmark for interpreting the items. 
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RESULTS AND DISCUSSION 

Results 

Research Question 1: What is the level of cybersecurity knowledge among 

principals of public secondary schools in the Federal Capital Territory? 

 

Table 1. Level of Cybersecurity Knowledge among Principals. 

Sample size = 67 

Sub-Item Question SA A D SD Mean Interpretation 

1. I understand basic principles of cybersecurity 5 10 30 22 2.27 Low 

2. I know how to protect school data using strong 

passwords 
6 8 28 25 2.24 Low 

3. I can identify common cyber threats 4 12 26 25 2.25 Low 

4. I am aware of cybersecurity policies and 

guidelines 
3 9 30 25 2.19 Low 

5. I know how to safely back up school data 

electronically 
5 7 28 27 2.18 Low 

 

The table shows that principals of public secondary schools in the FCT have low 

levels of cybersecurity knowledge. Most principals disagreed or strongly disagreed with 

statements about their ability to identify threats, implement data protection measures, or 

understand cybersecurity policies. The overall mean scores (all below 2.50) confirm that 

their cybersecurity competence is inadequate. 

Research Question 2: What strategies can be adopted to improve cybersecurity 

knowledge among principals for effective safeguarding of school data? 

 

Table 2. Strategies to Improve Cybersecurity Knowledge among Principals. 

Sample size = 67 

Sub-Item Question SA A D SD Mean Interpretation 

1. Attending cybersecurity training workshops will 

improve my knowledge 
20 35 8 4 3.79 High 

2. Regular ICT seminars organized for principals 

will help protect school data 
18 32 10 7 3.63 High 

3. Access to online cybersecurity resources will 

enhance my competence 
15 30 12 10 3.34 High 

4. Schools should have clear cybersecurity policies 

for principals to follow 
22 30 8 7 3.70 High 

5. Collaboration with ICT experts will help 

principals manage cyber threats effectively 
19 33 9 6 3.66 High 
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The table indicates that principals strongly agreed that strategies such as training 

workshops, ICT seminars, access to online resources, clear cybersecurity policies, and 

collaboration with ICT experts are effective in improving their cybersecurity knowledge. 

All mean scores are above 3.0, suggesting that principals are aware of practical ways to 

enhance their competence if proper interventions are implemented. 

Findings 

The result established that principals of public secondary schools in the FCT 

have low levels of cybersecurity knowledge. The result confirmed that most principals 

disagreed or strongly disagreed with statements about their ability to identify threats, 

implement data protection measures, or understand cybersecurity policies.  The result 

also indicated that principals agreed that strategies such as training workshops, ICT 

seminars, access to online resources, clear cybersecurity policies, and collaboration with 

ICT experts are effective in improving their cybersecurity knowledge. 

 

Discussion 

The study revealed that principals of public secondary schools in the FCT have low 

levels of cybersecurity knowledge. This is consistent with the findings of Adebayo and 

Adeyemi (2020), who observed that school administrators in Nigeria often lack the 

technical skills necessary to protect electronic school data. Similarly, Nwachukwu, 

Nordlayer and Ogunode, Ayeni, & Ogwuche reported that most secondary school 

leaders in Nigeria were unaware of common cyber threats such as phishing, malware, 

and weak password practices, making their institutions vulnerable to data breaches [9] 

[10] [11]. These findings affirmed that, despite the growing reliance on digital systems in 

schools, principals are not adequately equipped with the knowledge to manage 

cybersecurity risks. This underscores the need for targeted capacity-building 

initiatives for school administrators [12][13]. 

Principals identified training workshops, ICT seminars, access to online resources, 

clear policies, and collaboration with ICT experts as effective strategies to improve their 

cybersecurity knowledge [14][15]. This aligns with Ibrahim, McKee, Sikos, & Johnson, 

who emphasized that professional development programs significantly enhance 

administrators’ competence in handling digital school data [8][16][17]. 

Additionally, Nwachukwu and Langreo, & Klein, highlighted that access to guidelines, 

mentoring, and collaboration with IT experts positively impacts the ability of school 

leaders to implement effective cybersecurity measures. This finding indicates that 

principals are aware of practical interventions that could address their knowledge gaps, 

reflecting a readiness to adopt measures that ensure safe school data management 

 

CONCLUSION 

Fundamental Finding : Principals of public secondary schools in the Federal 

Capital Territory have low levels of cybersecurity knowledge, creating a risk to the safety 

of school data, although they acknowledge that targeted training, seminars, access to 

resources, clear policies, and collaboration with experts can significantly enhance their 
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cybersecurity competence. Implication : Addressing the knowledge gap among 

principals is essential for protecting school data and ensuring the effective administration 

of digital school systems. Limitation : The study focuses specifically on principals in 

public secondary schools within the Federal Capital Territory, which may limit the 

broader applicability of the findings. Future Research : Future studies should examine 

the impact of regular cybersecurity training, the enforcement of clear policies, and 

collaboration with ICT experts on improving principals’ capacity for secure data 

management. 
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