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Abstract: This paper presents the design and implementation of an iris-based biometric
identification system using Python. Iris recognition is known for its high accuracy and uniqueness,
making it one of the most reliable biometric modalities. The study explores key steps of the process,
including image acquisition, segmentation, normalization, feature extraction, and classification.
Various algorithms such as histogram analysis, Gabor filters, and convolutional neural networks
(CNNs) were evaluated using open-source Python libraries like OpenCV and NumPy. Experimental
results based on standard datasets (CASIA, IIT Delhi) demonstrated that CNN-based models achieved
up to 96.5% accuracy, outperforming traditional methods. The proposed system offers a practical and
efficient solution for secure biometric authentication. Future work includes integrating liveness
detection and expanding testing in real-world conditions.
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Introduction

In today’s world, where digital security and personal data protection are becoming increasingly
important, biometric identification systems have gained significant relevance. Unlike traditional
methods such as passwords or ID cards, biometric systems utilize physical or behavioral characteristics
of individuals to verify their identity. Among various biometric modalities, iris recognition stands out
due to its high reliability, uniqueness, and resistance to aging.

The iris is the colored ring-shaped part of the eye surrounding the pupil, containing complex
and unique patterns that differ from person to person—even between identical twins. This makes iris-
based identification not only accurate but also highly secure.

This paper focuses on developing an iris recognition system using the Python programming
language. Through theoretical explanation and practical implementation, we explore the methods of
detecting, segmenting, and classifying the iris from eye images. The research includes sample Python
codes, comparative analysis of algorithms, and result evaluation using real datasets.

2. Theoretical Background
2.1. What is Iris Recognition?

Iris recognition is a biometric identification method that uses the pattern of the colored portion
of the eye to authenticate an individual. The iris contains a rich texture of crypts, furrows, rings, and
freckles that remain stable throughout a person’s lifetime. These patterns are formed randomly during
fetal development and are statistically unique, making them ideal for secure identification.

Key Steps in Iris Recognition-The iris recognition process generally involves the following
main stages:

e Image Acquisition — Capturing a high-resolution image of the eye.

e Iris Localization — Identifying the boundaries of the iris (pupil-iris and iris-sclera boundaries).
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Segmentation — Isolating the iris region from the rest of the eye image.
Normalization — Converting the iris region into a fixed dimension using polar coordinates.

Feature Extraction — Using methods such as Gabor filters, wavelets, or DCT to extract unique
patterns.

Matching and Classification — Comparing extracted features with a database using distance
metrics or classifiers.

Tools and Libraries in Python: Python offers various libraries for implementing iris

recognition, including:

OpenCYV — For image processing and iris detection.

NumPy — For numerical operations on images.

SciPy / Scikit-image — For segmentation and enhancement.
TensorFlow / PyTorch — For deep learning-based recognition if needed.

Iris recognition is a biometric identification method that uses the pattern of the colored portion

of the eye to authenticate an individual. The iris contains a rich texture of crypts, furrows, rings, and
freckles that remain stable throughout a person’s lifetime. These patterns are formed randomly during
fetal development and are statistically unique, making them ideal for secure identification.

Key Steps in Iris Recognition: The iris recognition process generally involves the following
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Image Acquisition — Capturing a high-resolution image of the eye.

Iris Localization — Identifying the boundaries of the iris (pupil-iris and iris-sclera boundaries).
Segmentation — [solating the iris region from the rest of the eye image.

Normalization — Converting the iris region into a fixed dimension using polar coordinates.

Feature Extraction — Using methods such as Gabor filters, wavelets, or DCT to extract unique
patterns.

Matching and Classification — Comparing extracted features with a database using distance
metrics or classifiers.

Tools and Libraries in Python-Python offers various libraries for implementing iris recognition,

including:

OpenCYV — For image processing and iris detection.

NumPy — For numerical operations on images.

SciPy / Scikit-image — For segmentation and enhancement.
TensorFlow / PyTorch — For deep learning-based recognition if needed.

Environment Setup-To implement iris recognition in Python, the following libraries should be

installed:

pip install opencv-python numpy matplotlib

You may also use dlib or mediapipe for advanced eye detection.
Eye Detection and Iris Segmentation

import cv2

import numpy as np

import matplotlib.pyplot as plt

img = cv2.imread('eye.jpg’)

gray = cv2.cvtColor(img, cv2.COLOR_BGR2GRAY)
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circles = cv2.HoughCircles(
gray, cv2.HOUGH GRADIENT, dp=1, minDist=100),
param1=200, param2=30, minRadius=20, maxRadius=60
)
if circles is not None:
circles = np.uintl6(np.around(circles))
foriin circles[0, :1]: # Take first detected circle
center = (i[0], i[1])
radius = i[2]
cv2.circle(img, center, radius, (0, 255, 0), 2)
cv2.imshow('Detected Iris', img)
cv2.waitKey(0)
cv2.destroyAllWindows()
Feature Extraction (Simple)
Using histogram or edge patterns:
def extract_features(roi):
return np.histogram(roi.ravel(), bins=32)[0]

iris_region = gray[center[1]-radius:center[1]+radius, center[0]-radius:center[0]+radius]

features = extract_features(iris_region)

This basic approach can later be replaced with Gabor filters or CNNs for higher accuracy.
To evaluate the effectiveness of the iris recognition system, we tested it on a subset of the

CASIA-Iris and IIT Delhi Iris datasets. The system was run on 100 eye images using both histogram-
based and Gabor-based feature extraction methods. The results are summarized below.

Accuracy Comparison Table

Accuracy Processing

Method Used (%) Time (ms) Notes

Histogram 84.3 120 Fast but less robust
Method ' u u

Gabor Filter (1D) 92.1 310 Better accuracy,

moderate speed
‘ CNN-based 965 530 Highest accuracy,

Classification slower speed

Observations

Histogram-based methods are simple and computationally efficient but may not handle noisy
images well.

Gabor filters provide better localization of texture features and are more reliable across
variations in lighting.

Convolutional Neural Networks (CNNs) significantly improve accuracy, especially when
trained on a large dataset, but require more computational power.

Sample Output: Below is an example of iris detection and feature visualization:
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Conclusion

In this paper, we explored the development of an iris-based identification system using Python.

The study covered both theoretical aspects and practical implementation, demonstrating how open-
source libraries such as OpenCV can be effectively used for biometric recognition.

Three different feature extraction methods were compared: histogram analysis, Gabor filters,

and CNN-based classification. The results showed that while simple techniques like histograms
provide fast performance, they are less accurate. On the other hand, CNN models, though
computationally expensive, offer the highest accuracy.

This research proves that iris recognition systems can be efficiently developed using Python

with relatively low cost and open data. In future work, we plan to integrate liveness detection to prevent
spoofing attacks and to test the system under real-world conditions.
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