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Abstract: In today’s digital era, secure and efficient file transfer mechanisms are crucial as digital
communication becomes increasingly prevalent. This paper presents a File Transfer Application
that enables collaborative file sharing among multiple users over a network. The application uses a
client-server architecture, integrating UDP for fast communication and TCP for secure and reliable
file transfers. The server manages client registrations, maintains a dynamic table of active users, and
broadcasts file availability updates, fostering real-time collaboration. Clients register with the server
by sending their details and receive a list of online peers.
directly from others, promoting peer-to-peer interaction. A simple command-line interface allows
easy navigation, making the application accessible to users with varying technical backgrounds. File
transfers utilize TCP to ensure data integrity, while UDP handles lightweight communication,
minimizing latency. The system allows clients to disconnect gracefully, updating the server and

Users can share files or request them

other users accordingly. Tested in various environments, including simulations on a single machine,
the application demonstrates its robustness in handling concurrent users effectively. This paper not
only highlights key networking and socket programming concepts but also lays the groundwork
for future enhancements like encryption and authentication, ensuring secure, scalable digital file
sharing.

Keywords: Transmission Control Protocol (TCP); Online peers; Balances speed and reliability;
Resource sharing; Demonstrating key concepts

1. Introduction

In today's interconnected world, the ability to share files seamlessly and securely has
become increasingly essential for individuals and organizations alike [52]. The rise of
remote work, the growing dependence on digital tools, and the demand for instant access
to information have emphasized the importance of efficient file-sharing mechanisms [53].
Whether it involves sharing documents among colleagues, transferring multimedia
content, or managing data across distributed systems, the need for reliable and responsive
file transfer solutions has become more pronounced than ever before [54]. Traditional file-
sharing methods, although useful in many cases, often fall short in meeting the modern
demands for speed, reliability, and user accessibility. These shortcomings necessitate the
development of an innovative approach that simplifies the process of file exchange while
enhancing its effectiveness across various use cases [55]. This paper addresses these
limitations through the development of a file transfer application that operates within a
network using a client-server architecture [56]. The proposed solution leverages both the
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User Datagram Protocol (UDP) and Transmission Control Protocol (TCP) to strike a
balance between performance and reliability. By incorporating UDP for swift, lightweight
communication and TCP for robust and secure file transfers, the application aims to
overcome existing challenges and redefine the user experience in file sharing [57]. It brings
together essential concepts of computer networking and distributed systems,
implementing them in a practical, functional solution tailored for real-world scenarios
[58].

One of the core challenges that this paper seeks to resolve involves the speed and
reliability of file transfers [59]. Users commonly experience slow transfer rates, especially
when dealing with large files, which can significantly hinder productivity [60]. In many
cases, file-sharing platforms also lack support for handling multiple concurrent
connections, resulting in reduced efficiency in collaborative environments [61]. Moreover,
users often find it difficult to keep track of file availability, especially in dynamic settings
where files are frequently added or removed [62]. The absence of real-time updates in
such systems leads to missed opportunities for accessing relevant content and increases
the time spent in managing shared resources manually [63]. The proposed application is
designed to mitigate these issues by providing a system that enables real-time file sharing
between multiple clients through a centralized server. This server not only manages client
registrations and updates but also maintains an active list of files available for sharing
[64]. When a new client joins the network, it communicates with the server to register its
information, including the client's name, IP address, and the port used for communication
[65]. Upon successful registration, the server acknowledges the connection and shares an
updated list of all online peers and available files, thus enhancing the transparency and
immediacy of the collaborative environment [66].

To ensure that users can discover and access files easily, the application includes a
broadcasting mechanism where the server sends notifications to all clients whenever a
new file is made available [67]. This feature supports seamless collaboration by informing
users in real time about changes in file availability [68]. Consequently, it eliminates the
need for manual checks or refreshes and promotes a more interactive and connected file-
sharing environment [70]. The integration of peer-to-peer communication allows clients
to directly request files from one another, further streamlining the process and reducing
dependency on a central repository for file storage [71]. The application employs a
command-line interface that ensures simplicity while remaining effective. This interface
supports core functionalities such as registration, file offering, file requesting, and
disconnection [72]. It is designed to be accessible to users with varying degrees of technical
expertise, which makes it suitable for both educational and professional environments
[73]. Whether users are students experimenting with networking concepts or
professionals needing an internal file-sharing system, the application provides a clear and
intuitive means of managing shared resources [69].

When a client requests a file, a TCP connection is established between the requesting
and the serving clients [76]. This ensures that the file is transferred with maximum
reliability and that data integrity is preserved throughout the process [77]. TCP, with its
inherent error-checking and acknowledgment mechanisms, guarantees that the file
reaches its destination without corruption or loss [78]. This is particularly important for
critical files where even a minor data inconsistency can lead to significant consequences
[79]. On the other hand, the lightweight nature of UDP makes it an ideal choice for tasks
such as client registration and update broadcasting, where speed and reduced overhead
are more important than absolute reliability [80]. Client management is another area
where the application demonstrates careful design. When a client decides to disconnect,
it notifies the server, which in turn updates the list of active users and informs all other
clients accordingly [81]. This graceful disconnection process ensures that the network
remains organized and that users are always aware of the current state of their peers [75].
It minimizes the risk of communication attempts with offline clients and maintains the
overall integrity of the system [74].
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The application has undergone thorough testing in various environments to validate
its performance and reliability. It has demonstrated the capability to handle multiple
clients concurrently without significant degradation in performance [82]. For ease of
testing and demonstration, the application is configured to operate on a single computer,
simulating a networked environment through the use of different ports and terminal
windows [83]. This approach is especially beneficial in educational settings, where
students can explore the principles of networking and socket programming without the
need for complex hardware configurations. In addition to its technical features, the paper
also serves an academic purpose by illustrating important concepts in computer
networking, such as socket communication, data encapsulation, and protocol selection
[84]. By implementing both TCP and UDP within the same application, the paper offers
valuable insights into the advantages and trade-offs of each protocol [85]. It highlights
how real-time updates can be efficiently managed through broadcast messages and how
direct file transfers can benefit from connection-oriented communication [86]. These
practical applications deepen the understanding of theoretical knowledge and prepare
learners for more advanced challenges in the field of distributed computing [87].

The foundation laid by this paper opens the door to numerous enhancements in
future iterations. One of the key areas of improvement involves the integration of security
features [88]. While the current implementation focuses on functionality and performance,
future versions could incorporate encryption algorithms to protect data during
transmission [89]. Additionally, user authentication mechanisms could be introduced to
prevent unauthorized access and ensure that only trusted clients participate in the
network [90]. These enhancements would not only bolster the security of the application
but also expand its suitability for enterprise-level use. Another potential area of
development is the support for cross-platform compatibility [91]. Although the
application is currently implemented in Python and tested on a specific platform, its
architecture is designed with portability in mind [92]. With minor adjustments, the system
could be extended to run on various operating systems, including Windows, Linux, and
macOS. This flexibility would further broaden its applicability and make it accessible to a
wider audience [93].

In terms of user interface, future versions of the application may evolve beyond the
command-line interface to include graphical user interfaces (GUIs) [95]. A GUI would
enhance usability, especially for users who are less comfortable with text-based
commands. Features such as drag-and-drop file sharing, visual representation of network
connections, and real-time notifications could significantly improve the user experience
[96]. However, the current command-line interface remains an essential feature for
educational purposes, as it exposes users directly to the underlying processes of network
communication. Scalability is another important aspect to consider in the evolution of the
application [97]. As the number of clients increases, maintaining performance and
consistency becomes more challenging [99]. Techniques such as multithreading, load
balancing, and asynchronous communication can be explored to improve scalability [98].
The implementation of a decentralized or hybrid architecture could also be considered,
where multiple servers collaborate to manage a larger network, thus distributing the
workload and reducing bottlenecks [94].

In the file transfer application presented in this paper provides a practical and
effective solution for real-time file sharing over a network [100]. By combining the
strengths of UDP and TCP protocols, it delivers a balanced approach that optimizes both
speed and reliability [101]. The application addresses key limitations of traditional file-
sharing methods and offers a user-friendly interface that facilitates collaboration among
multiple clients [102]. Its thoughtful design ensures smooth client management, reliable
file transfers, and real-time updates, all within a framework that supports learning and
future development [103]. As digital communication continues to evolve, the importance
of such applications will only grow, reinforcing the relevance and impact of this paper in
modern computing environments [104]. The insights gained from this work lay a strong
foundation for ongoing innovation in the areas of secure communication, distributed
systems, and collaborative technologies.
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Literature Review

This foundational text offers a thorough explanation of operating system principles
such as process and memory management, as well as networking essentials [3]. The
authors stress the significance of inter-process communication in a networked
environment, which is crucial for developing distributed applications. Their insights
directly influenced the structure of the File Transfer Application, particularly its client-
server architecture. By understanding how processes manage shared resources and
coordinate in a controlled environment, the application was designed to support multiple
clients efficiently [4]. The book’s discussions on synchronization, resource allocation, and
process scheduling informed how the server handles client requests and file updates in
real-time [5]. These operating system concepts provided the groundwork for managing
concurrent activities, making sure communication and resource sharing occur without
bottlenecks or data loss [1].

RFC 793 introduces the Transmission Control Protocol (TCP), which is fundamental
to reliable internet communication. It outlines how data is transmitted in an orderly, error-
checked manner between two devices on an IP network [6]. This protocol ensures that file
transfers occur accurately, which is essential for maintaining the integrity of the data
exchanged in the File Transfer Application [7]. Understanding TCP's flow control, error
recovery, and congestion handling capabilities allowed the application to implement a
robust file transfer mechanism. When a user requests a file, TCP is used to establish a
connection that guarantees the file arrives intact [8]. These features make TCP ideal for
transmitting large files, where even minor data loss can affect usability [9]. REC 793's
principles were integral in creating a system that maintains high reliability during client-
to-client file exchanges [2].

The User Datagram Protocol (UDP), defined in this document, supports fast,
lightweight, connectionless communication. Unlike TCP, UDP does not guarantee
delivery, ordering, or error correction, which makes it significantly faster for certain use
cases [11]. This attribute is leveraged in the File Transfer Application for tasks like client
registration and real-time updates, where speed is more important than reliability [12].
The protocol's simplicity reduces latency, making it ideal for broadcasting messages to all
clients when a new file becomes available [14]. Because it avoids the overhead of
connection setup and acknowledgment, UDP is well-suited for sending frequent status
updates to the server and other clients [13]. This allows for dynamic synchronization of
client lists and available files without bogging down the network. The use of UDP
contributes significantly to the application's responsiveness and efficiency [10].

This networking textbook delivers a broad examination of communication protocols,
from high-level application interfaces to low-level data transfer methods [16]. It discusses
the principles behind various protocols, including TCP and UDP, and offers case studies
of file transfer systems. These insights influenced the development of the File Transfer
Application, especially in selecting the best protocols for specific tasks [17]. The book
helped clarify when to use connection-oriented versus connectionless communication
based on speed and reliability requirements. It also provided guidance on securing file
transfers, managing socket connections, and designing for performance in distributed
systems [18]. By understanding the theoretical background and practical implications of
different networking approaches, the application was designed with a hybrid protocol
strategy that maximizes both user experience and system efficiency. This combination was
key to achieving smooth, dependable file sharing [15].

This pioneering work lays out the foundational ideas behind packet switching and
data communication in networked systems [19]. It explains how protocols act as essential
rules for structuring, transmitting, and interpreting data between hosts across networks.
These early insights into communication models were crucial for designing the
networking layer of the File Transfer Application [20]. By appreciating the importance of
standardized communication methods, the application was built to support structured
message exchanges between clients and the server [22]. The principles outlined in this
paper also emphasized the need for flexibility and efficiency in managing data flows,
which helped inform the way client registrations and updates are handled [23]. Although
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written decades ago, the concepts remain deeply relevant, particularly in developing
systems that require compatibility, interoperability, and performance across varied
network environments. This research inspired a methodical and protocol-aware
development approach [21].

This survey examines a wide range of file-sharing protocols, comparing them based
on speed, dependability, and ease of use [24]. It evaluates both peer-to-peer and client-
server models, discussing their strengths and trade-offs in different environments [26].
The survey’s findings helped guide architectural decisions in the File Transfer
Application, especially in balancing performance and usability. Emphasis was placed on
building a responsive system with real-time updates and a simple interface to encourage
user participation [27]. The comparative analysis highlighted the importance of reliability
in file transfers and speed in system updates, which supported the hybrid use of TCP and
UDP. This informed decision-making around which protocol to assign to each function
[28]. The study reinforced the need for a user-centric design that does not sacrifice
efficiency, resulting in a more practical and engaging file-sharing solution [25].

This research paper investigates the performance of peer-to-peer and client-server
models, analyzing how factors like network topology and bandwidth allocation affect
efficiency [29]. The study shows that while peer-to-peer networks can scale well, client-
server systems offer better control and reliability, especially when managing multiple
users. These conclusions influenced the decision to adopt a client-server model for the File
Transfer Application [30]. The architecture allows for centralized control over user
registrations, file availability updates, and overall network coordination [31]. This model
makes it easier to handle concurrent connections, maintain consistent file states, and
distribute workload efficiently. The findings also supported the use of a lightweight client
interface that interacts with a robust, centralized server [32]. This structure enhances
scalability while ensuring that performance remains stable, even as the number of clients
grows. The study validated key choices in the application’s network design [33].

This technical specification describes the BitTorrent protocol, a peer-to-peer file
sharing method optimized for distributing large files across many users [34]. It introduces
strategies like piece-based file transfers and decentralized tracking to improve speed and
reduce server load [36]. While the File Transfer Application does not implement full peer-
to-peer networking, several design elements were inspired by BitTorrent’s efficiency.
Specifically, the application aims to minimize bandwidth usage by enabling direct client-
to-client transfers for large files [37]. Additionally, techniques for dividing responsibilities
among participants helped shape how the server and clients manage shared resources
[38]. The emphasis on optimizing throughput and reducing central server dependency
influenced the decision to support peer interactions once initial file offerings are registered
[39]. Although simpler in scope, the File Transfer Application draws from these principles
to deliver fast and efficient file exchanges without overwhelming the server [35].

This paper explores how the BitTorrent protocol uses incentive mechanisms to
encourage user participation and file sharing [40]. It discusses how reciprocal sharing,
reputational systems, and upload credits help maintain high availability of files in
decentralized networks [42]. While the File Transfer Application is not based on
BitTorrent, it borrows the principle of fostering user engagement [43]. The application's
design ensures users benefit from offering files, such as gaining visibility in the network
and receiving faster updates [44]. The server promotes active participation by
broadcasting available files and keeping all clients informed. These design decisions are
intended to motivate users to stay connected and contribute resources [45]. Although no
formal incentive model is implemented, the user-centric interface and real-time update
features are influenced by these ideas [46]. Encouraging cooperative behavior enhances
overall network stability and ensures a richer, more consistent file-sharing environment
for all users [41].

This survey analyzes various data transmission protocols used in wireless networks,
with a focus on throughput, latency, and reliability under diverse conditions [48]. It
evaluates how different approaches perform in constrained environments, offering
insights into designing adaptable communication systems [49]. These findings were
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especially useful in optimizing the File Transfer Application's communication layer.
Understanding how data behaves under variable conditions helped improve the
application's handling of network fluctuations [50]. UDP was chosen for its minimal
overhead, useful in time-sensitive updates, while TCP was reserved for accurate, larger
data transfers. The study also emphasized designing systems that can adjust to packet loss
and limited bandwidth, which informed the application's resilience features [51]. Even
though the application was tested in a local environment, its architecture is shaped to
support broader deployment scenarios. This research contributed to creating a more
robust, adaptive file-sharing platform [47].

2. Materials and Methods

In the current landscape of file transfer solutions, users encounter various challenges
that hinder seamless and efficient data sharing. Traditional methods such as email
attachments and cloud-based services like Google Drive and Dropbox are widely used
but come with inherent limitations. Email platforms typically restrict attachment sizes,
making it impractical to transfer large files directly [105]. Cloud storage services, while
convenient, often impose storage limits and bandwidth constraints that can delay uploads
and downloads, especially when dealing with high-volume or large multimedia files
[106]. These delays can lead to frustration and inefficiencies, particularly in professional
or collaborative environments where quick access to shared resources is essential. Beyond
performance limitations, these platforms also raise serious concerns about data security
[107]. Storing files on third-party servers introduces the risk of unauthorized access, data
breaches, and privacy violations. Users must rely on external entities to safeguard their
sensitive information, which is not always ideal in scenarios involving confidential or
proprietary data. Moreover, existing peer-to-peer (P2P) file-sharing systems present their
own set of difficulties [108]. These include complex configuration requirements,
dependency on active user participation for file availability, and problems associated with
handling multiple simultaneous connections. In many cases, users must navigate
technical setups or install additional software to engage in P2P sharing, which can be a
barrier to adoption for those with limited technical expertise [109].

The proposed File Transfer Application addresses these challenges by offering a
streamlined, secure, and scalable solution for transferring files across a network. It is
designed using a hybrid architecture that combines the strengths of both TCP and UDP
protocols [110]. TCP is employed to ensure the reliable and ordered transmission of large
files, preventing data loss and maintaining file integrity [111]. UDP, on the other hand, is
used for rapid, low-overhead tasks such as client registration and real-time updates,
thereby improving responsiveness and reducing latency. In addition to optimizing
network performance, the application incorporates advanced security features such as
encryption and secure authentication to protect user data during transmission [112]. The
inclusion of these safeguards ensures that only authorized clients can access the system
and that files remain confidential and tamper-proof during the transfer process [113]. By
combining ease of use, high performance, and robust security, the File Transfer
Application represents a comprehensive solution that meets the modern demands of
digital communication and file sharing across distributed systems.

3. Results

The General Architecture of the File Transfer Application is based on a client-server
model that ensures efficient, secure, and scalable file transfer operations between a central
server and multiple clients. The server functions as the central node that handles all
incoming client connections, processes file transfer requests, and maintains the overall
integrity and security of the system. It is responsible for authenticating clients, enforcing
access control policies, and managing storage resources [114]. The server also keeps track
of connected clients, the files available for sharing, and handles synchronization of file
listings across the network. The clients, in turn, interact with the server to perform file
uploads and downloads through a streamlined and lightweight user interface. Each client
connects to the server for authentication and receives updated information about
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available files and online peers. The architecture employs both TCP and UDP
communication protocols to optimize performance and reliability. TCP is used for
transferring files to ensure the reliable, ordered, and error-checked delivery of data,
especially where file integrity is a priority. UDP is used for faster, low-latency tasks such
as broadcasting client status and file availability updates. The data flow within the
application includes connection initiation, client verification, file transfer initiation, data
transmission, and disconnection. The system supports concurrent connections, allowing
multiple clients to interact with the server simultaneously without degradation in
performance. Security is embedded within the architecture through encryption protocols
that secure files during transmission, and role-based access control that ensures only
authorized users can access specific functionalities. Moreover, all file transfer activities are
logged for monitoring and audit purposes. The client interface enhances usability with
simple controls for selecting files, visual indicators for monitoring transfer progress, and
system notifications to confirm the success or failure of operations, resulting in a smooth
and efficient user experience across diverse network environments (Figure 1).

Disconnect

-~
Reguest File

Server

“— Y
- Updsis Cliant Tabils
>

Register

Figure 1. Case Diagram

The Server Module is the backbone of the File Transfer Application, managing all
client connections, handling file storage, and enforcing access control mechanisms. It
continuously listens for incoming requests from clients and processes file uploads and
downloads efficiently. To safeguard the data being transferred, the server module
incorporates security protocols that ensure data integrity and confidentiality, making the
system resilient against unauthorized access or tampering. By centralizing control, this
module streamlines coordination between clients and ensures the seamless management
of network resources. The Client Module plays a crucial role in facilitating communication
between users and the server. It provides a user-friendly interface that allows users to
select files for upload or download, simplifying interaction with the system. The module
also manages client-side processes, including establishing connections with the server,
sending requests, and receiving responses. It ensures that users can reliably initiate and
complete file transfers, contributing to a smooth and intuitive user experience.

The File Management Module oversees the proper handling of files during the
transfer process. It ensures files are accurately stored on the server and validates their
authenticity before allowing access. This module also verifies user permissions before
granting read or write access to specific files, helping to prevent unauthorized
modifications and ensuring that only intended users can view or modify shared data. The
Network Communication Module is responsible for maintaining a stable and efficient
connection between clients and the server using TCP and UDP protocols. It selects the
appropriate protocol based on the type of communication —UDP for quick updates and
TCP for reliable file transfers. This module also incorporates mechanisms for error
detection and correction, ensuring that lost or corrupted data packets are retransmitted,
thereby enhancing the reliability of the entire system. The Logging and Monitoring
Module maintains detailed records of all file transfer activities, including successful
operations and failed attempts. It serves as an audit mechanism that tracks system usage
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and supports accountability by preserving logs of user actions. This module is vital for
monitoring performance, detecting anomalies, and ensuring compliance with security
standards, thereby contributing to the overall transparency and trustworthiness of the
application.

The performance of the File Transfer Application has been carefully optimized to
deliver high efficiency, speed, and reliability. One of the key performance features is the
speed of file transfer, which is achieved through effective network utilization and multi-
threading. By enabling simultaneous file transfers between the server and multiple clients,
the system significantly reduces latency. This multi-threaded design ensures that file
transfers occur in parallel, thereby speeding up the overall process and minimizing the
time users spend waiting for uploads or downloads to complete. In terms of resource
utilization, the application is designed to be lightweight on both the server and client
sides. This means that it consumes minimal CPU and memory resources, ensuring that
the system can handle multiple client connections without placing excessive load on the
server. This efficient use of system resources makes the application suitable for
deployment on systems with limited hardware capabilities, while still supporting robust
performance.

Scalability is another critical aspect where the application excels. The system can
manage numerous simultaneous client connections without a drop in performance,
making it adaptable for environments ranging from small groups to large organizational
networks. The scalable architecture ensures that as the number of users grows, the
application remains stable and responsive. When comparing the existing systems with the
proposed system, several improvements are evident. First, the ability to handle
concurrent client requests is greatly enhanced. Existing systems often falter when
managing multiple simultaneous connections, whereas the proposed solution’s multi-
threaded server handles such demands effortlessly. Second, transfer speed is considerably
improved. While traditional systems may experience slowdowns with large files or
concurrent users, this application uses optimized communication protocols to maintain
consistent and fast data transmission, even under heavy loads.

4. Discussion

The user interface is also significantly improved. Many existing systems lack an
intuitive UI, making them difficult for average users. The proposed system addresses this
by providing a straightforward, command-line-based interface that allows easy file
selection and status monitoring, improving usability across various skill levels. On the
security front, the application incorporates features such as encrypted data transmission
and strict file access controls. Many legacy systems do not include these security features,
making them vulnerable to unauthorized access or data breaches. The proposed system,
by contrast, ensures that files are transferred securely and only accessible to authorized
users. Lastly, the system introduces enhanced error-handling capabilities. Existing
solutions often fail under poor network conditions or when faced with unexpected input.
This application includes comprehensive error-checking and retry mechanisms to
maintain seamless operation and user experience, even when faced with interruptions or
transmission errors.

5. Conclusion

The file transfer system presented in this paper has been successfully designed and
implemented to support simultaneous interactions with multiple clients, ensuring both
efficient and secure transmission of data across the network. By utilizing a multi-threaded
architecture, the system enables parallel processing of file transfer requests, which helps
in maintaining responsiveness and minimizing latency during data exchanges. The
integration of secure communication protocols ensures that the integrity and
confidentiality of files are preserved throughout the transfer process. This approach
addresses common limitations found in existing systems, such as sluggish transfer speeds,
weak handling of concurrent connections, and insufficient error recovery mechanisms.
Through extensive testing and evaluation, the system has demonstrated notable strengths
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including high scalability, allowing it to adapt seamlessly to increasing numbers of clients
without degrading performance. Additionally, it maintains low resource consumption,
making it suitable for deployment in environments with limited hardware capabilities.
The simplicity and efficiency of the system's command-line interface further contribute to
its usability, particularly in technical settings where automation and scripting are
common. This research not only proves the system’s effectiveness in addressing present
challenges in file transfer applications but also establishes a robust platform for future
innovations focused on network-based file sharing.

Looking forward, several enhancements can further improve the system’s
performance and usability. One key improvement is the development of a graphical user
interface (GUI) for both client and server components. A GUI would allow non-technical
users to navigate the system easily, simplifying the process of managing file transfers.
Expanding the system’s compatibility to support a wider range of file types, such as large
multimedia files and compressed archives, would increase its versatility in real-world
applications. Security could be further strengthened by integrating advanced measures
such as two-factor authentication, or innovative approaches like blockchain-based file
verification to ensure the authenticity and traceability of transferred files. Cloud storage
integration is another promising direction, enabling seamless file exchange with platforms
such as Google Drive or AWS S3. This would make the system more adaptable to hybrid
cloud environments. Lastly, optimizing network performance through enhanced data
compression or adaptive bandwidth management would significantly improve file
transfer speeds, particularly in low-bandwidth or congested networks. These future
directions highlight the potential for continued refinement of the system, ensuring it
remains a relevant and powerful tool in secure, high-performance file sharing.

REFERENCES

[1] A. S. Tanenbaum and D. ]J. Wetherall, Computer Networks. Contribution: Comprehensive coverage of
networking models, including client-server architectures. Relevance: Influenced the multi-threaded client-
server model used for file transfers, Pearson Education, Hoboken, New Jersey, United States of America, 2010.

[2] V. Rajavel, "Integrating power-saving techniques into design for testability of semiconductors for power-
efficient testing," The American Journal of Engineering and Technology, vol. 7, no. 3, pp. 243-251, 2025.

[3] V. Rajavel, "Novel machine learning approach for defect detection in DFT processes,” ASRJETS-Journal, vol.
101, no. 1, pp. 325-334, Apr. 2025.

[4] MdS. Miah and Md S. Islam, "Big Data Analytics Architectural Data Cut off Tactics for Cyber Security and Its
Implication in Digital forensic," in Proc. 2022 Int. Conf. Futuristic Technol. INCOFT), Belgaum, India, 2022, pp.
1-6.

[5] A. Srivastava, “WFH Impact on Work Culture and Future of Work Place,” Int. ]. Innov. Res. Creat. Technol.,
vol. 8, no. 6, pp. 1-8, Nov. 2020.

[6] G.Kashyap, "Adversarial Attacks and Defenses: Investigating How Al Systems Can Be Manipulated Through
Adversarial Inputs and Methods to Defend Against Them," Int. J. Innov. Res. Creat. Technol., vol. 7, no. 1, pp.
1-6, Feb. 2021.

[7]  B. Chandrashekar, S. Boggavarapu, S. Pundir, C. Yosepu, S. Chepyala and G. Manikandan, "Machine Learning
Prediction Approach For Financial Forecast System In Stock Exchange Marketing Management,” 2023 6th
International Conference on Contemporary Computing and Informatics (IC3I), Gautam Buddha Nagar, India,
2023, pp. 1433-1438.

[8] S. Boggavarapu, G. Ramkumar, P. R. Gedamkar, A. Kaneria, S. Pundir and R. Selvameena, "Research on
Unmanned Artificial Intelligence Based Financial Volatility Prediction in International Stock Market," 2024 5th
International Conference on Recent Trends in Computer Science and Technology (ICRTCST), Jamshedpur,
India, 2024, pp. 16-20.

[9] Gokulakrishnan S., P. Chakrabarti, B. T. Hung, et al., “An optimized facial recognition model for identifying
criminal activities using deep learning strategy,” Int. J. Inf. Technol., vol. 15, pp. 3907-3921, 2023.

[10] S. N. V. J. D. Kosuru, R. Praveen Kumar, R. Kumar, S. Gokulakrishnan, A. Sethy, and V. Sreenivas, “A
comparative assessment for examining the performance of reconfigurable multiband MIMO antennas for
communication systems,” J. Inf. Syst. Eng. Manag., vol. 10, no. 10s, 2025.

International Journal of Human Computing Studies, 2025, 7(1), 46-59 https://journals.researchparks.org/index.php/I[JHCS



55

[11] R. Kumar, S. Gokulakrishnan, S. N. V. J. D. Kosuru, R. Praveen Kumar, and R. T. Radha, “An efficient fuzzy
logic and artificial intelligence based optimization strategy for big data healthcare system,” Edelweiss Appl.
Sci. Technol., vol. 9, no. 3, 2025.

[12] S. Gokulakrishnan and J. M. Gnanasekar, “Efficient and privacy for data integrity and data replication in cloud
computing,” Int. J. Innov. Technol. Explor. Eng., 2019.

[13] S. Gokulakrishnan and J. M. Gnanasekar, “Data integrity and recovery management in cloud systems,” in Proc.
4th Int. Conf. Inventive Syst. Control (ICISC), Coimbatore, India, 2020, pp. 645-648.

[14] A. K. Tyagi and S. R. Addula, “Artificial intelligence for malware analysis: A systematic study,” Artificial
Intelligence-Enabled Digital Twin for Smart Manufacturing. Wiley, pp. 359-390, 15-Oct-2024.

[15] G.S. Sajja and S. Reddy Addula, "Automation Using Robots, Machine Learning, and Artificial Intelligence to
Enhance Production and Quality," 2024 Second International Conference Computational and Characterization
Techniques in Engineering & Sciences (IC3TES), Lucknow, India, 2024, pp. 1-4.

[16] N. Nasib et al., “Systematic Analysis based on Conflux of Machine Learning and Internet of Things using
Bibliometric analysis,” JISIoT, vol. 13, no. 1, pp. 196-224, 2024.

[17] S. Almotairi et al., “Personal data protection model in IOMT-blockchain on secured bit-Count Transmutation
data encryption approach,” Fusion: Practice and Applications, vol. 16, no. 1, pp. 152-170, 2024.

[18] S. Menon et al,, “Streamlining task planning systems for improved enactment in contemporary computing
surroundings,” SN Comput. Sci., vol. 5, no. 8§, 2024.

[19] S.R. Addula and A. K. Tyagi, “Future of computer vision and industrial robotics in smart manufacturing,”
Artificial Intelligence-Enabled Digital Twin for Smart Manufacturing. Wiley, pp. 505-539, 15-Oct-2024.

[20] S. R. Addula and G. Sekhar Sajja, "Automated Machine Learning to Streamline Data-Driven Industrial
Application Development," 2024 Second International Conference Computational and Characterization
Techniques in Engineering & Sciences (IC3TES), Lucknow, India, 2024, pp. 1-4.

[21] S.S. Nair, G. Lakshmikanthan, N. Belagalla, S. Belagalla, S. K. Ahmad and S. A. Farooqi, "Leveraging Al and
Machine Learning for Enhanced Fraud Detection in Digital Banking System: A Comparative Study," 2025 First
International Conference on Advances in Computer Science, Electrical, Electronics, and Communication
Technologies (CE2CT), Bhimtal, Nainital, India, 2025, pp. 1278-1282.

[22] S.S. Nair, G. Lakshmikanthan, J.ParthaSarathy, D. P. S, K. Shanmugakani and B.Jegajothi, "Enhancing Cloud
Security with Machine Learning: Tackling Data Breaches and Insider Threats," 2025 International Conference
on Electronics and Renewable Systems (ICEARS), Tuticorin, India, 2025, pp. 912-917.

[23] R. Aravindhan, R. Shanmugalakshmi, K. Ramya and Selvan C., "Certain investigation on web application
security: Phishing detection and phishing target discovery," 2016 3rd International Conference on Advanced
Computing and Communication Systems (ICACCS), Coimbatore, India, 2016, pp. 1-10.

[24] R. Aravindhan and R. Shanmugalakshmi, "Comparative analysis of Web 3.0 search engines: A survey report,"
2013 International Conference on Advanced Computing and Communication Systems, Coimbatore, India, 2013,
pp- 1-6.

[25] Aravindhan, R., Shanmugalakshmi, R. & Ramya, K. Circumvention of Nascent and Potential Wi-Fi Phishing
Threat Using Association Rule Mining. Wireless Pers Commun 94(3), 2331-2361, 2017.

[26] R. Aravindhan and R. Shanmugalakshmi, "Visual analytics for semantic based image retrieval (SBIR): semantic
tool," International Journal of Latest Trends in Engineering and Technology, vol. 7, no. 2, pp. 300-312, 2016.

[27] R. Aravindhan and R. Shanmugalakshmi, "Multistage fuzzy classifier based phishing detection using LDA and
CRF features followed by impersonated entity discovery," International Journal of Control Theory and
Applications, vol. 10, no. 29, pp. 3342, 2017.

[28] Selvan, C., Ragunathan, A., & Ashwinkumar, U. M. (2024). Mitigating phishing threats in unmanned aircraft
systems (UAS) through multi-stage defense strategies. In Analyzing and Mitigating Security Risks in Cloud
Computing (pp. 125-162). IGI Global.

[29] R. Vadisetty, “Efficient Large-Scale Data based on Cloud Framework using Critical Influences on Financial
Landscape,” in 2024 International Conference on Intelligent Computing and Emerging Communication
Technologies (ICEC), 2024, pp. 1-6.

[30] R. Vadisetty and A. Polamarasetti, “Generative Al for Cyber Threat Simulation and Defense,” in 2024 12th
International Conference on Control, Mechatronics and Automation (ICCMA), 2024, pp. 272-279.

International Journal of Human Computing Studies, 2025, 7(1), 46-59 https://journals.researchparks.org/index.php/I[JHCS



56

[31] R. Vadisetty and A. Polamarasetti, “Gen Al for Real- Time Traffic Prediction and Autoscaling in Cloud
Computing Education 4.0,” in 2024 13th International Conference on System Modeling & Advancement in
Research Trends (SMART), 2024, pp. 735-741.

[32] R. Vadisetty and A. Polamarasetti, “Quantum Computing For Cryptographic Security With Artificial
Intelligence,” in 2024 12th International Conference on Control, Mechatronics and Automation (ICCMA), 2024,
Pp. 252-260.

[33] B.Qian, N. Al Said, and B. Dong, “New technologies for UAV navigation with real time pattern recognition,”
Ain Shams Engineering Journal, vol. 15, no. 3, p. 102480, 2024.

[34] B. Zakarneh, N. Annamalai, N. Al Said, and F. Aljabr, “Revolutionizing language learning through ChatGPT:
An analysis of English language learners,” International Journal of English Language and Literature Studies,
vol. 14, no. 1, pp. 1-16, 2025.

[35] D. Gura, B. Dong, D. Mehiar, and N. Al Said, “Customized convolutional neural network for accurate detection
of deep fake images in video collections,” Computers, Materials & Continua, vol. 79, no. 2, 2024.

[36] I. A. Mohammed, R. Sofia, G. V. Radhakrishnan, S. Jha, and N. Al Said, “The Role of Artificial Intelligence in
Enhancing Business Efficiency and Supply Chain Management,” 2024.

[37] K. M. Al Said, N. Al Said, and E. Hattab, “Impact of Social Networks in Educational Media,” Journal of
Information and Communication Convergence Engineering, vol. 18, no. 4, pp. 230-238, 2020.

[38] N. Al Said and B. Z. Al Rawashdeh, “Information and computer technologies in media specialist preparation,”
Information Development, vol. 38, no. 3, pp. 380-390, 2022.

[39] N. AlSaid and K. Al Said, “Assessment of acceptance and user experience of human computer interaction with
a computer interface,” International Association of Online Engineering, 2020.

[40] N. Al Said and K. M. Al Said, “The effect of visual and informational complexity of news website designs on
comprehension and memorization among undergraduate students,” Al & Society, pp. 1-9, 2022.

[41] N. Al Said and Y. Gorbachev, “An Unmanned Aerial Vehicles Navigation System on the Basis of Pattern
Recognition Applications,” Journal of Southwest Jiaotong University, vol. 55, no. 3, 2020.

[42] N. Al Said, “Artificial Intelligence in Banking: Enhancing Customer Experience and Operational Efficiency,” in
Contemporary Challenges in Multidisciplinary Research: A Collaborative Approach, Volume 1, Jan. 21, 2025.

[43] N. Al Said, “Data Mining for Managing and Using Online Information on Facebook,” Journal of Advances in
Information Technology, vol. 14, no. 4, pp. 769-776, 2023.

[44] N. Al Said, “Human-Al Collaboration in Business: Opportunities and Challenges,” in Contemporary
Challenges in Multidisciplinary Research: A Collaborative Approach, Volume 1, Jan. 21, 2025.

[45] N. Al Said, “Mobile application development for technology enhanced learning: An applied study on the
students of the college of mass communication at Ajman University,” International Journal of Emerging
Technologies in Learning (IJET), vol. 15, no. 8, pp. 57-70, 2020.

[46] N. Al Said, “The Ethical Implications of Al in Workplace Automation,” in Contemporary Challenges in
Multidisciplinary Research: A Collaborative Approach, Volume 1, Jan. 21, 2025.

[47] N. Al Said, “The Future of Work: Economic Implications of Automation and AL” in Contemporary Challenges
in Multidisciplinary Research: A Collaborative Approach, Volume 1, Jan. 21, 2025.

[48] N. Al Said, “The Impact of Computer Information Systems on the Adequacy of the Institutional Work (Case
Study),” International Journal of Computer Science Engineering and Information, 2019.

[49] N. Al Said, D. Gura, and D. Karlov, “Efficiency of smart ai based voice apps and virtual services operating with
chatbots,” Mendel, vol. 28, no. 2, pp. 9-16, 2022.

[50] N. Al Said, L. Vorona Slivinskaya, and E. Gorozhanina, “Data mining in education: Managing digital content
with social media analytics in medical education,” Interactive Learning Environments, vol. 32, no. 8, pp. 3983—
3995, 2024.

[51] O. Akylbekov, N. Al Said, R. Martinez Garcia, and D. Gura, “ML models and neural networks for analyzing 3D
data spatial planning tasks: Example of Khasansky urban district of the Russian Federation,” Advances in
Engineering Software, vol. 173, p. 103251, 2022.

[52] R. Ivanova, N. Gaifullina, and N. Al Said, “The role of social networks in the development of skills of
professional communication: An empirical study,” International Journal of Web Based Learning and Teaching
Technologies, 2022.

[53] S.R. ElDadah and N. Al Said, “A process based framework for automatic categorization of web documents,”
in 13th Workshop for PhD Students in Object Oriented Programming: Summary and ..., 2003.

International Journal of Human Computing Studies, 2025, 7(1), 46-59 https://journals.researchparks.org/index.php/I[JHCS



57

[54] S. Zhang, N. Gavrilovskaya, N. Al Said, and W. S. Afandi, “A new approach to snow avalanche rescue using
UAV pictures based on convolutional neural networks,” Journal of Real Time Image Processing, vol. 20, no. 4,
p. 65, 2023.

[55] T. Argyros, C. Ermopoulos, V. Pavlaki, and N. Al Said, “Extracting cyber communities through patterns,” in
Proc. 2003 SIAM International Conference on Data Mining, 2003, pp. 259-263.

[56] Z. Wang and N. Al Said, “Analog Computing and a Hybrid Approach to the Element Base of Artificial
Intelligence Applications,” International Review of Automatic Control (IREACO), vol. 13, no. 5, pp. 206-213.

[57] A. Rana, A. Reddy, A. Shrivastava, D. Verma, Md. S. Ansari, and D. Singh, "Secure and Smart Healthcare
System using IoT and Deep Learning Models," in Proceedings of the 2nd International Conference on
Technological Advancements in Computational Sciences (ICTACS), Tashkent, Uzbekistan, 2022.

[58] A. Shrivastava, S. J. Suji Prasad, A. R. Yeruva, P. Mani, P. Nagpal, and A. Chaturvedi, "[oT Based RFID
Attendance Monitoring System of Students using Arduino ESP8266 & Adafruitio on Defined Area,"
Cybernetics and Systems, vol. 56, no. 1, pp. 1-12, 2023.

[59] S.M. Abdulrahman, R. R. Asaad, H. B. Ahmad, A. A. Hani, S. R. Zeebaree, and A. B. Sallow, “Machine learning
in nonlinear material physics,” J. Soft Comput. Data Min., vol. 5, no. 1, pp. 122-131, 2024.

[60] S. M. Abdulrahman, A. A. Hani, S. R. Zeebaree, R. R. Asaad, D. A. Majeed, A. B. Sallow, and H. B. Ahmad,
“Intelligent home IoT devices: An exploration of machine learning-based networked traffic investigation,” J.
IIm. Ilmu Terapan Univ. Jambi, vol. §, no. 1, pp. 1-10, 2024.

[61] H. B. Ahmad, R. R. Asaad, S. M. Almufti, A. A. Hani, A. B. Sallow, and S. R. Zeebaree, “Smart home energy
saving with big data and machine learning,” J. Ilm. Ilmu Terapan Univ. Jambi, vol. , no. 1, pp. 11-20, 2024.

[62] S.M. Almufti, H. B. Ahmad, R. B. Marqas, and R. R. Asaad, “Grey wolf optimizer: Overview, modifications and
applications,” Int. Res. J. Sci. Technol. Educ. Manag., vol. 1, no. 1, p. 1, 2021.

[63] S.Almufti, R. Asaad, and B. Salim, “Review on elephant herding optimization algorithm performance in solving
optimization problems,” Int. J. Eng. Technol., vol. 7, no. 1, pp. 6109-6114, 2018.

[64] S. Almufti, R. Marqas, and R. Asaad, “Comparative study between elephant herding optimization (EHO) and
U-turning ant colony optimization (U-TACO) in solving symmetric traveling salesman problem (STSP),” J. Adv.
Comput. Sci. Technol., vol. §, no. 2, p. 32, 2019.

[65] B. C. C. Marella and A. Palakurti, “Harnessing Python for Al and machine learning: Techniques, tools, and
green solutions,” in Advances in Environmental Engineering and Green Technologies, IGI Global, 2025, pp.
237-250.

[66] B.C.C. Marella and D. Kodi, “Generative Al for fraud prevention: A new frontier in productivity and green
innovation,” in Advances in Environmental Engineering and Green Technologies, IGI Global, 2025, pp. 185—
200.

[67] B. C. C. Marella, "Driving Business Success: Harnessing Data Normalization and Aggregation for Strategic
Decision-Making," Int. J. Intell. Syst. Appl. Eng., vol. 10, no. 2s, pp. 308-317, Nov. 2022.

[68] B. C. C. Marella, “Data Synergy: Architecting Solutions for Growth and Innovation,” International Journal of
Innovative Research in Computer and Communication Engineering, vol. 11, no. 9, pp. 10551-10560, Sep. 2023.

[69] S. A.Mily, S. Akter, A. Fathima, T. Talukder, I. Islam, and M. L. S. Emon, "Design and Implementation of hand
gesture detection system using HM model for sign language recognition development,” J. Data Anal. Inf.
Process., vol. 12, no. 2, pp. 139-150, 2024.

[70] S. S. Mahtab, R. A. Anonto, T. Talukder, A. Raihan, and I. Islam, "Etching Technologies in Semiconductor
Manufacturing: A Short Review," in Proc. Int. Conf. Emerg. Appl. Mater. Sci. Technol., Cham: Springer Nature
Switzerland, 2024, pp. 319-324.

[71] T. Talukder, "Scanning Magnetometry With a Low Cost NV Diamond Quantum Sensor Probe,” M.S. thesis,
Morgan State Univ., 2024.

[72] B. C. C. Marella, “From Silos to Synergy: Delivering Unified Data Insights across Disparate Business Units,”
International Journal of Innovative Research in Computer and Communication Engineering, vol. 12, no. 11, pp.
11993-12003, Nov. 2024.

[73] B. C. C. Marella, “Scalable Generative Al Solutions for Boosting Organizational Productivity and Fraud
Management,” International Journal of Intelligent Systems and Applications in Engineering, vol. 11, no. 10s,
pp. 1013-1023, Aug. 2023.

[74] D. Kodi and M. B. C. Chowdari, “Fraud resilience: Innovating enterprise models for risk mitigation,” Journal
of Information Systems Engineering and Management, vol. 10, no. 12s, pp. 683-695, 2024.

International Journal of Human Computing Studies, 2025, 7(1), 46-59 https://journals.researchparks.org/index.php/I[JHCS



58

[75] V. R. Anumolu and B. C. C. Marella, “Maximizing ROI: The intersection of productivity, generative Al, and
social equity,” in Advances in Environmental Engineering and Green Technologies, IGI Global, 2025, pp. 373—
386.

[76] D. Kodi and S. Chundru, “Unlocking new possibilities: How advanced API integration enhances green
innovation and equity,” in Advances in Environmental Engineering and Green Technologies, IGI Global, 2025,
pp. 437-460.

[77] D.Kodi and B. C. C. Marella, "Fraud Resilience: Innovating Enterprise Models for Risk Mitigation," J. Inf. Syst.
Eng. Manag., vol. 10, no. 12S, pp. 683-695, Jan. 2025.

[78] B. C. C. Marella and D. Kodi, “Generative Al for fraud prevention: A new frontier in productivity and green
innovation,” in Advances in Environmental Engineering and Green Technologies, IGI Global, 2025, pp. 185—
200.

[79] A. Palakurti and D. Kodi, “Building intelligent systems with Python: An Al and ML journey for social good,”
in Advances in Environmental Engineering and Green Technologies, IGI Global, 2025, pp. 77-92.

[80] D.Kodi, "Data Transformation and Integration: Leveraging Talend for Enterprise Solutions," Int. J. Innov. Res.
Sci. Eng. Technol., vol. 13, no. 9, p. 13, Sep. 2024.

[81] D. Kodi, "Performance and Cost Efficiency of Snowflake on AWS Cloud for Big Data Workloads," Int. ]. Innov.
Res. Comput. Commun. Eng., vol. 12, no. 6, p. 14, Jun. 2024.

[82] B.Sallow, R.R. Asaad, H. B. Ahmad, S. M. Abdulrahman, A. A. Hani, and S. R. M. Zeebaree, “Machine learning
skills to K-12,” J. Soft Comput. Data Min., vol. 5, no. 1, pp. 132-141, 2024.

[83] R.R. Asaad, S. M. Abdulrahman, and A. A. Hani, “Advanced encryption standard enhancement with output
feedback block mode operation,” Acad. J. Nawroz Univ., vol. 6, no. 3, pp. 1-10, 2017.

[84] R.R. Asaad, S. M. Abdurahman, and A. A. Hani, “Partial image encryption using RC4 stream cipher approach
and embedded in an image,” Acad. J. Nawroz Univ., vol. 6, no. 3, pp. 40-45, 2017.

[85] A. Hani, A. B. Sallow, H. B. Ahmad, S. M. Abdulrahman, R. R. Asaad, S. R. M. Zeebaree, and D. A. Majeed,
“Comparative analysis of state-of-the-art classifiers for Parkinson’s disease diagnosis,” J. Ilm. Ilmu Terapan
Univ. Jambi, vol. 8, no. 2, pp. 409423, 2024.

[86] R.R.Ihsan, S. M. Almufti, B. M. Ormani, R. R. Asaad, and R. B. Marqas, “A survey on cat swarm optimization
algorithm,” Asian ]. Res. Comput. Sci., vol. 10, no. 2, pp. 22-32, 2021.

[87] R. Vadisetty and A. Polamarasetti, “Al-Augmented Skill Development Roadmaps: Tailoring 12-Month
Learning Paths for Future-Ready Careers in Education 4.0 and Industry 4.0,” in 2024 13th International
Conference on System Modeling & Advancement in Research Trends (SMART), 2024, pp. 655-661.

[88] U. K. Lilhore, V. Dutt, T. A. Kumar, M. Margala, and K. Raahemifar, Math Optimization for Artificial
Intelligence: Heuristic and Metaheuristic Methods for Robotics and Machine Learning. De Gruyter, 2025.

[89] M.S. Dr. Dilipkumar A. Ode, J. D. K. Dr. Krishnendu Roy, M. M. C. Dr. Birajlakshmi Ghosh, and R. S. Dr. Amar
Baliram Abhrange, Al & Chatgpt Tools For Teaching Learning Process. Redshine Publication, 2024.

[90] R.Vadishetty, “Efficient Deep Fake Detection Technique on Video and Audio Dataset Using Deep Learning BT
- Proceedings of 5th International Ethical Hacking Conference,” 2025, pp. 137-155.

[91] G. Lakshmikanthan, S. S. Nair, J. Partha Sarathy, S. Singh, S. Santiago and B. Jegajothi, "Mitigating loT Botnet
Attacks: Machine Learning Techniques for Securing Connected Devices," 2024 International Conference on
Emerging Research in Computational Science (ICERCS), Coimbatore, India, 2024, pp. 1-6.

[92] G. Lakshmikanthan and S. S. Nair, "Zero trust architecture: Redefining security parameters for remote-first
organizations," International Research Journal of Modernization in Engineering Technology and Science, vol.
2, no. 3, pp. 1003-1013, 2020.

[93] S. Sreekandan Nair and G. Lakshmikanthan, “Open Source Security: Managing Risk in the Wake of Log4j
Vulnerability”, International Journal of Emerging Trends in Computer Science and Information Technology,
vol. 2, no. 4, pp. 33-45, Nov. 2021.

[94] T.S. Chu, S. S. Nair, and G. Lakshmikanthan, "Network intrusion detection using advanced AI models: A
comparative study of machine learning and deep learning approaches," Int. J. Commun. Netw. Inf. Secur., vol.
14, no. 2, pp. 359-365, Aug. 2022.

[95] S.R. Addula, “Analysis of Perceived Ease of Use and Security on the Mobile Banking Adoption,” University of
the Cumberlands, Williamsburg, Kentucky, United States of America, 2024.

International Journal of Human Computing Studies, 2025, 7(1), 46-59 https://journals.researchparks.org/index.php/I[JHCS



59

[96] S. R. Addula, A. K. Tyagi, K. Naithani, and S. Kumari, “Blockchain-empowered internet of things (IoTs)
platforms for automation in various sectors,” Artificial Intelligence-Enabled Digital Twin for Smart
Manufacturing. Wiley, pp. 443477, 15-Oct-2024.

[97] S.R. Addula, K. Meduri, G. S. Nadella, and H. Gonaygunta, “Al and blockchain in finance: Opportunities and
challenges for the banking sector,” Nternational ]J. Adv. Res. Comput. Commun. Eng., vol. 13, no. 2, 2024.

[98] Z. H. Jaber, M. Ihsan, S. Gokulakrishnan, H. A. Alshaibani, F. H. Alsalamy, and H. Al-Aboudy, “Distributed
self-localization with improved optimization with machine learning in IoT applications,” in Proc. Asian Conf.
Commun. Netw. (ASTANComNet), 2024.

[99] G. Parasa, D. K. Nayak, A. Gangopadhyay, M. Stanlywit, S. Gokulakrishnan, and P. Sharma, “Exploring the
role of artificial intelligence in enhancing chatbot functionality,” in Proc. Int. Conf. Adv. Comput., Commun.
Netw. (ICAC2N), 2024.

[100] Vashisth, B. Singh, and R. S. Batth, “QMRNB: Design of an Efficient Q-Learning Model to Improve Routing
Efficiency of UAV Networks via Bioinspired Optimizations,” Int. J. Comput. Netw. Appl., vol. 10, no. 2, pp.
256256, 2023.

[101] Vashisth, B. Singh, and R. S. Batth, “UAYV Path Planning: Challenges, Strategies, and Future Directions,” in New
Innovations in Al, Aviation, and Air Traffic Technology, S. Khalid and N. Siddiqui, Eds. IGI Global Scientific
Publishing, USA, 2024, pp. 150-174.

[102] Vashisth, B. Singh, R. Garg, and S. Kumpsuprom, “BPACAR: Design of a Hybrid Bioinspired Model for
Dynamic Collision-Aware Routing with Continuous Pattern Analysis in UAV Networks,” Microsyst. Technol.,
vol. 30, no. 4, pp. 411-421, Nov. 2023.

[103] G.Kaur, B. Singh, R. S. Batth, and R. Garg, “BATFE: Design of a Hybrid Bioinspired Model for Adaptive Traffic
Flow Control in Edge Devices,” Microsyst. Technol., Dec. 2024.

[104] G. Kaur, B. Singh, and R. S. Batth, “Design of an Efficient QoS-Aware Adaptive Data Dissemination Engine
with DTFC for Mobile Edge Computing Deployments,” Int. J. Comput. Netw. Appl., vol. 10, no. 5, p. 728, Oct.
2023.

[105] M. A. Mookambal and S. Gokulakrishnan, “Potential subscriber detection using machine learning,” in Proc.
ICIPCN 2020, J. I. Z. Chen, J. M. R. S. Tavares, S. Shakya, and A. M. Iliyasu, Eds., Adv. Intell. Syst. Comput., vol.
1200, Springer, Cham, 2021, pp. 425-435.

[106] S. Boggavarapu, G. S. Navale, G. Manikandan, N. Senthamilarasi, K. Lakshminarayana and H. R. Goyal, "A
Novel Intelligent Al with Automated Defense Attack Data Privacy System Design," 2024 5th International
Conference on Recent Trends in Computer Science and Technology, Jamshedpur, India, 2024, pp. 99-104.

[107] S. Boggavarapu, S. S. Ali, G. Manikandan, R. Mohanraj, D. P. Singh and R. R, "Flying Neural Network-Based
Optimistic Financial Early Alert System in Al Model," 2023 6th International Conference on Contemporary
Computing and Informatics (IC3I), Gautam Buddha Nagar, India, 2023, pp. 1367-1373.

[108] F. Ahamed, S. Biswal, S. Sekhar Nanda, S. Pundir, T. Soubhari and S. Boggavarapu, "Intelligent Unmanned Al
Detection Model for Financial Volatility in Stock Exchange,” 2023 6th International Conference on
Contemporary Computing and Informatics (IC3I), Gautam Buddha Nagar, India, 2023, pp. 1422-1426.

[109] G. Kashyap, "Reinforcement Learning in Dynamic Environments: Developing RL Algorithms That Can Adapt
to Continuously Changing Environments," Int. J. Innov. Res. Creat. Technol., vol. §, no. 4, pp. 1-10, Jul. 2022.

[110] G. Kashyap, "Impact of Al on blockchain scalability: Solutions and trade-offs," Int. J. Core Eng. Manag., vol. 7,
no. 1, pp. 197-202, 2022.

[111] A. Srivastava, “Impact of Al on Social Media and its Implication Mental Health,” Int. J. Sci. Res. Eng. Manag.,
vol. 7, no. 7, 2023.

[112] A. Srivastava, “WFH Impact on Work Culture and Future of Work Place,” Int. ]. Innov. Res. Creat. Technol.,
vol. §, no. 6, pp. 1-8, 2022.

[113] M. A. Obaida, Md S. Miah, and Md. A. Horaira, “Random Early Discard (RED-AQM) Performance Analysis in
Terms of TCP Variants and Network Parameters: Instability in High-Bandwidth-Delay Network,” Int. J.
Comput. Appl,, vol. 27, no. 8, pp. 40-44, Aug. 2011.

[114] V. Rajavel, "Optimizing semiconductor testing: Leveraging stuck-at fault models for efficient fault coverage,"
Int. J. Latest Eng. Manag. Res., vol. 10, no. 2, pp. 69-76, Feb. 2025.

International Journal of Human Computing Studies, 2025, 7(1), 46-59 https://journals.researchparks.org/index.php/I[JHCS



