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Abstract: This article analyzes the legal regulation of terrorism under international 

criminal law. It reviews the role of international organizations such as the United Nations and the 

International Criminal Court in addressing terrorism, while emphasizing the lack of a universally 

agreed legal definition. The paper also identifies key legal gaps and enforcement challenges in 

prosecuting terrorism as an international crime. It concludes with practical suggestions for 

improving international cooperation and developing a unified legal framework to more 

effectively combat global terrorism. 
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Introduction 

In contemporary international relations, terrorism is widely recognized as one of the most critical 

threats to global peace and security. As a form of transnational crime, terrorism transcends 

national borders, disrupts regional stability, undermines state sovereignty, and challenges the 

foundations of international law. The gravity of this phenomenon necessitates a coordinated 

global legal response grounded in binding international instruments and effective enforcement 

mechanisms. According to the 2024 Global Terrorism Index compiled by the Institute for 

Economics and Peace,terrorist activities claimed the lives of approximately 7,140 individuals in 

2023, reflecting a 22% increase compared to the previous year. The index identifies the most 

active and lethal terrorist groups as the Islamic State of Iraq and Syria,Harakat al-Shabaab al-

Mujahideen and Jama'atu Ahlis Sunna Lidda'Awati Wal-Jihad.These organizations operate 

primarily in fragile and conflict-affected states such as Afghanistan, Somalia, Nigeria, and Syria, 

where institutional governance is limited and impunity prevails. Terrorism thrives in 

environments characterized by prolonged armed conflicts, socio-political exclusion, economic 

disparity, and ideological radicalization. Its expansion into the international arena has necessitated 

the development of a unified legal regime under international law. In this regard, international 

criminal law has become a central pillar in the legal architecture to suppress terrorism, by 
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establishing a framework for defining terrorism as an international crime, holding individuals 

criminally responsible, facilitating cross-border investigations, and promoting extradition and 

mutual legal assistance. The normative basis for international counter-terrorism efforts is largely 

established through the adoption of 19 sectoral treaties under the auspices of the United 

Nations,including legal instruments administered by the United Nations Office on Drugs and 

Crime and resolutions issued by the United Nations Security Council pursuant to Chapter VII of 

the UN Charter. These legal tools collectively form a comprehensive international legal 

framework aimed at preventing, suppressing, and punishing acts of terrorism. Therefore, the 

codification of terrorism within the realm of international criminal responsibility, and the 

evolution of legal mechanisms that ensure accountability and deterrence, remains a crucial 

objective in the advancement of both international criminal justice and collective security. 

The Challenge of Defining Terrorism in International Law 

One of the most persistent obstacles to the effective international legal regulation of terrorism is 

the absence of a universally agreed definition. Despite decades of diplomatic efforts, key 

international and regional actors—including the United Nations,the European Union,and the 

African Union—continue to employ divergent definitions of terrorism, each shaped by distinct 

political, legal, and regional considerations. This definitional fragmentation has impeded the 

formation of a coherent and unified international legal mechanism to address terrorism 

comprehensively. 

As of January 2024, the United Nations General Assembly continues to deliberate through its Ad 

Hoc Committee on Measures to Eliminate International Terrorism, which was established in 1996 

under the Sixth Committee of the UN. This working group has yet to reach a consensus on a 

comprehensive legal definition of terrorism, despite significant progress in drafting a 

Comprehensive Convention on International Terrorism. The key points of contention include the 

scope of legitimate resistance movements and the relationship between terrorism and the right to 

self-determination. 

A particularly contentious issue in the definitional debate lies in the distinction between acts of 

terrorism and acts committed in the course of legitimate struggles for national liberation. While 

some states argue that such resistance movements—particularly against colonial or foreign 

occupation—should not fall under the scope of terrorism, others contend that any deliberate 

targeting of civilians must be unambiguously condemned as terrorist conduct under international 

law. This conceptual tension has contributed to legal ambiguities and political divisions within the 

United Nations and other international forums. 

Without a uniform legal definition, the implementation of counter-terrorism treaties, the 

coordination of extradition efforts, and the prosecution of alleged terrorists at both national and 

international levels remain inconsistent and fragmented. The definitional gap undermines legal 

certainty and allows certain actors to exploit these ambiguities for political purposes, ultimately 

weakening the international community's ability to respond to terrorism within a coherent legal 

framework. 

International Conventions and Agreements Against Terrorism 

The international legal framework for combating terrorism has evolved significantly over the 

years through the adoption of various conventions and protocols designed to address different 

aspects of terrorism. Some of the foundational legal instruments include the International 

Convention for the Suppression of Terrorist Bombings (1997) and the International Convention 

for the Suppression of the Financing of Terrorism (1999), which serve as cornerstone agreements 

in the global fight against terrorism. 
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The International Convention for the Suppression of Terrorist Bombings (1997) criminalizes the 

use of explosive devices with the intent to cause death or serious injury, targeting not only 

government facilities but also civilian targets, thus expanding the scope of what constitutes a 

terrorist act under international law. Similarly, the International Convention for the Suppression of 

the Financing of Terrorism (1999) aims to address the financial mechanisms behind terrorist 

organizations by criminalizing the provision of funds and resources to terrorist groups. These 

treaties are pivotal in establishing legal grounds for cooperation between states in preventing and 

prosecuting terrorist acts. 

In response to emerging threats, such as cyberterrorism, international legal frameworks are 

adapting to new technological realities. In 2023 and 2024, the Council of Europe and the United 

Nations have worked on drafting additional protocols specifically focused on cyberterrorism. The 

protocols aim to enhance the legal infrastructure for prosecuting individuals and groups who 

engage in acts of terrorism through cyber means, recognizing the growing reliance on digital 

platforms by terrorist organizations. 

Additionally, in December 2023, the African Union adopted the Pan-African Action Plan to 

Combat Terrorism, which serves as a comprehensive strategy to strengthen regional cooperation 

in the fight against terrorism across the African continent. This plan emphasizes coordinated 

action among member states and aims to address the root causes of terrorism, such as political 

instability, extremism, and transnational organized crime. The action plan includes specific 

measures for the prevention of terrorist acts, the protection of critical infrastructure, and the 

enhancement of intelligence sharing and law enforcement cooperation within Africa. 

These conventions and action plans highlight the international community’s commitment to 

addressing terrorism through cooperative legal mechanisms and regional cooperation, ensuring 

that efforts to combat terrorism remain relevant and effective in an evolving global landscape. 

Sanctions and Accountability Mechanisms Against Terrorism 

International sanctions and accountability mechanisms have emerged as central tools in the global 

response to terrorism. These mechanisms, grounded in United Nations Security Council 

resolutions, aim to cut off the resources and support that fuel terrorist activities, while promoting 

international cooperation in the fight against terrorism. 

The United Nations Security Council has adopted several key resolutions to combat terrorism and 

its financial networks, including Resolution 1267 (1999), Resolution 1373 (2001), and Resolution 

2396 (2017). These resolutions impose targeted sanctions on individuals, groups, and entities 

associated with terrorism, such as asset freezes, travel bans, and arms embargoes. Resolution 1267 

specifically focuses on sanctions against Al-Qaeda and the Taliban, while Resolution 1373 

establishes binding obligations for UN member states to take legal and operational steps to 

suppress terrorism, including the criminalization of terrorist financing and the enhancement of 

intelligence-sharing. 

In 2024, the International Criminal Court has continued to discuss the potential for recognizing 

terrorism as a crime against humanity, despite the fact that terrorism itself is not yet directly 

defined as such under the ICC's jurisdiction. The ICC has engaged in ongoing debates regarding 

the possible expansion of its mandate to include certain acts of terrorism, particularly those with a 

systematic, transnational character that may fall under the broader category of crimes against 

humanity, as outlined in the Rome Statute. This would allow for the prosecution of terrorist acts at 

the international level, facilitating a broader approach to addressing the global terrorism 

challenge. 

In addition to the UN framework, individual states and regional bodies have also implemented 

their own sanction regimes. For example, the United States Department of the Treasury's Office of 
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Foreign Assets Control and the European Union sanctions systems have played pivotal roles in 

targeting the financial networks of terrorist organizations. In 2023, more than 500 individuals and 

entities were added to sanctions lists by the OFAC and the EU in response to their involvement in 

terrorism or terrorist financing. These sanctions have been critical in disrupting the flow of funds 

to groups like ISIS, Al-Shabaab, and Boko Haram, demonstrating the significance of financial 

controls in the global counter-terrorism effort. 

These international and national mechanisms underscore the critical role of coordinated legal and 

financial actions in combating terrorism, highlighting the need for sustained global cooperation 

and robust enforcement to hold terrorists and their supporters accountable. 

International Cooperation and Legal Challenges 

International cooperation plays a vital role in the global fight against terrorism, with institutions 

like INTERPOL, the United Nations and the United Nations Office on Drugs and Crime 

facilitating cross-border efforts. In 2023, INTERPOL issued international alerts for 86 individuals 

connected to terrorism, enabling member states to coordinate efforts in apprehending and 

prosecuting suspected terrorists. This collaboration underscores the importance of global law 

enforcement in addressing the transnational nature of terrorism. 

However, despite advancements in international cooperation, significant legal and practical 

challenges persist. One of the main obstacles is the extradition process, where political motives 

and concerns related to human rights often impede the efficient transfer of suspected terrorists 

between countries. In many cases, states are reluctant to extradite individuals accused of terrorism 

due to fears of unfair trials, torture, or the death penalty in the requesting state. This tension 

highlights the complexity of balancing international cooperation with respect for fundamental 

human rights under international law. 

Moreover, as of 2024, the United Nations and the United Nations Office on Drugs and Crime are 

working towards digitalizing interstate data exchange to enhance information sharing in the fight 

against terrorism. This effort aims to streamline communication between countries and agencies, 

allowing for faster identification of terrorist threats and more efficient coordination in responding 

to such threats. By adopting advanced technological tools, states hope to overcome the barriers 

posed by traditional communication methods and to create a more integrated global counter-

terrorism framework. 

Current efforts highlight the critical need for enhanced international cooperation, while also 

tackling the legal and ethical issues that emerge in the realms of extradition, human rights, and 

data sharing. 

Human Rights and the Balance in the Fight Against Terrorism 

The global fight against terrorism often presents a complex challenge of balancing the need for 

security with the protection of fundamental human rights. This balance has been a focal point in 

multiple legal cases and human rights reports in recent years, illustrating the ongoing tension 

between national security measures and individual freedoms. 

In 2023, the European Court of Human Rights (ECHR) ruled against France, Poland, and Turkey 

regarding allegations of detainee abuse during counter-terrorism operations. These landmark 

rulings emphasized the necessity of upholding international human rights standards, particularly 

in the context of terrorism-related detentions. The court underscored that counter-terrorism efforts 

must not result in violations of detainees' fundamental rights, such as protection from ill-treatment 

and the right to a fair trial. 

Additionally, reports published in 2024 by prominent human rights organizations such as 

Amnesty International and Human Rights Watch revealed a disturbing trend of freedom of 
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expression restrictions under the guise of combating terrorism. These organizations documented 

cases where certain states have utilized anti-terrorism measures as a pretext to limit media 

freedom, suppress public demonstrations, and curtail civil society activities. These actions raised 

serious concerns about the erosion of civil liberties in the name of national security, calling 

attention to the risks of undermining democracy and human rights in the pursuit of counter-

terrorism objectives. 

From a legal perspective, the “security vs. freedom” dilemma continues to dominate debates in the 

formulation of counter-terrorism policies. While safeguarding national security against terrorist 

threats is a legitimate and pressing concern, the key issue remains ensuring that such measures do 

not infringe upon essential freedoms, including the right to freedom of expression, peaceful 

assembly, and due process—fundamental rights protected under both national and international 

human rights law. The challenge is to create counter-terrorism frameworks that respect human 

rights while effectively addressing the global terrorist threat. 

These ongoing developments highlight the critical importance of maintaining a delicate 

equilibrium between national security imperatives and the protection of individual freedoms. The 

international community must remain vigilant to ensure that counter-terrorism measures do not 

erode the very rights they aim to protect. 

Recommendations 

The global fight against terrorism demands the urgent establishment of a unified and 

comprehensive international definition of terrorism. Such a definition is essential to eliminate 

ambiguity and ensure that legal instruments, enforcement actions, and counter-terrorism measures 

are applied consistently across all jurisdictions. A clear, universally accepted definition would 

enhance international cooperation and legal clarity, strengthening global counter-terrorism efforts. 

Moreover, the need to expand the jurisdiction of international criminal tribunals is critical in 

addressing terrorism effectively. Recognizing terrorism as an autonomous international crime 

under the International Criminal Court and other regional courts is a fundamental step in holding 

terrorists accountable for their actions. Empowering these courts to prosecute acts of terrorism 

will help eradicate impunity and ensure that justice is served, regardless of the political or 

geographical location of the offenders. 

Based on the lessons learned from 2023-2024, it is imperative to further harmonize international 

sanctions and develop more robust mechanisms to ensure that human rights protections are not 

undermined in the fight against terrorism. While national security must be prioritized, counter-

terrorism measures must not infringe upon the fundamental rights of individuals, including the 

rights to freedom of expression, fair trial, and protection from torture. Strengthening mechanisms 

that guarantee due process, prevent arbitrary detention, and protect individuals from abuse is 

critical in preserving the integrity of international law. 

Conclusion 

In conclusion, the international community must adopt a coordinated approach that aligns counter-

terrorism strategies with international human rights standards. Only by ensuring that human rights 

remain at the core of counter-terrorism efforts can we effectively combat terrorism without 

compromising the democratic values and freedoms that define modern societies. 
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