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Abstract. Despite widespread adoption of the 4Cs framework in online safety policy, its operational
translation into classroom digital security practices remains limited. This study investigates the
integration of the 4Cs online-risk framework (Content, Contact, Conduct, and Commerce/Contract)
with four operational digital security components (privacy protection, content ethics, device
security, and critical literacy) to enhance digital literacy and safety awareness among first-year
university students. Data were collected through observation, group worksheets, and reflective
reports. Results indicate that students demonstrated enhanced critical awareness of digital safety,
were able to connect theoretical frameworks to real-world issues, and developed creative
communication outputs. This approach contributes to the pedagogical model of digital literacy by
linking theoretical and operational perspectives, fostering ethical digital conduct and awareness of
online risks. Early implementation is strategically chosen to shape students’ foundational digital
behaviours and critical judgment during the formative stage of academic socialisation, amplifying
long-term and community impact of safe digital practices. Using a case-based learning approach,
three student groups per class analysed real-world digital safety cases and produced infographics
as awareness artefacts. Findings demonstrate that first-year learners can meaningfully apply
theoretical risk models to operational actions, develop ethical reflection, and communicate safety
messages effectively. Thus, students demonstrated not only comprehension but measurable
improvement in digital safety awareness and ethical reasoning. The distinctiveness of this research
lies in creating a pedagogical model that bridges the 4C taxonomy (policy-oriented) with a
competence-based operational framework relevant to DigComp 2.2. This replicable model uniquely
links theory, practice and public awareness. The findings align with recent studies supporting
contextualised and creative digital-literacy approaches. Overall, this model offers a promising
pathway to foster ethical, privacy-conscious digital citizens and strengthen digital resilience within
higher education and society at large.
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Introduction

The acceleration of digital innovation has reshaped the learning landscape in higher
education, influencing how students communicate, access knowledge, and participate in
online communities. Yet, increased dependence on digital spaces inevitably heightens
vulnerability to online threats such as disinformation, financial fraud, cyberbullying, and
breaches of personal data. Consequently, universities must reinforce students’ digital
literacy and awareness of online safety as part of core learning expectations. First-year
students represent a particularly at-risk group during their transition from structured
secondary schooling to more independent digital engagement, often lacking sufficient
ability to recognise manipulation, data exploitation, or unsafe online behaviours[1]
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This paper introduces a pedagogical approach that combines the 4Cs framework for
online risk, originating from the EU Kids Online initiative[2], with four practical
dimensions of digital security: (1) privacy and personal data management, (2) ethical
participation in online spaces, (3) security of devices and user accounts, and (4) critical
assessment of digital information. The model aims to connect conceptual digital-literacy
frameworks to concrete security skills through experiential learning designed for first-year
university students. Embedding this structured learning early in students’ academic
experience is intended to cultivate responsible judgement and foundational digital
practices, supporting a culture of secure, reflective, and ethical digital behaviour within
and beyond higher education.

Literature Review

This section consolidates three key domains: the 4Cs model of online risk,
operational elements of digital-security behaviour, and the pedagogical role of information
graphics as learning artefacts. Integrating these perspectives provides the theoretical
grounding for an experiential intervention that promotes awareness, critical thinking, and
safer online practices.

The 4Cs Framework of Online Risk

The 4Cs framework categorises major online threats faced by children and young
people, developed through the EU Kids Online research and further progressed by the
CO:RE programme][2], [3]. Content risks relate to exposure to harmful or inappropriate
material, such as violent imagery, misinformation, disinformation, hate content, or
clickbait. Contact risks occur when individuals are engaged by strangers or harmful actors
in digital communication spaces. Conduct risks concern behaviour that causes harm to
oneself or others, such as harassment, bullying, and irresponsible sharing of personal
material. Contract/Commerce risks relate to exploitation or deception linked to digital
transactions or commercial activities. A recent comparative review by Jang & Ko across
Australia, Canada, and the UK demonstrated that while the 4Cs framework is widely
adopted in safety policy, its direct educational application remains underutilised[4].

Operational Digital Security Components
The 4Cs model may be connected to four practice-oriented security capacities:

1. Privacy and Data Protection refers to the ability to manage, protect, and
understand the use of personal information in online interactions [5], [6].

2. Ethical Online Behaviour refers to responsible participation grounded in
respect, legal awareness, platform norms, and acknowledgement of consequences of
digital actions [7].

3. Device and Account Security refers to practical cyber-hygiene involving strong
authentication, update management, and phishing prevention[8].

4. Critical and Reflective Digital Literacy refers to the capacity to evaluate
credibility, bias, accuracy, and intent within digital content, supporting informed and safe
decision-making[9].

Within the European DigComp 2.2 framework, the Safety competence area
emphasises protection of personal data, devices, and digital well-being [10], [11], aligning
closely with the operational structure adopted in this study.

Information Graphic in Pedagogy

An information graphic, commonly known as an infographic, is a visual
communication tool designed to translate complex or data-rich information into clear,
accessible, and engaging visual representations [12] By integrating text, imagery, data
visualisation, and design elements, infographics facilitate more effective cognitive
processing, enabling learners to understand and internalise key concepts more efficiently
than through text alone. This visual structuring supports improved learning outcomes,
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memory retention, and long-term recall, which are essential foundations for encouraging
changes in attitudes and behaviours.

In recent years, infographics have gained significant prominence as a digital medium
for disseminating knowledge, particularly in contexts where information is dense,
abstract, or needs to reach audiences from diverse literacy levels and backgrounds [13].
Their concise yet impactful format allows creators to convey essential messages with
clarity, accuracy, and persuasive power, making them an increasingly preferred strategy
in education, public communication, and awareness-raising initiatives [14].

2. Methodology
2.1 Pedagogical Model

Case-based learning is the use of case-based approach that engages students in
discussing specific situations and real-world examples. This method is student-centered
and involves intensive interaction among discussion participants. Case-based learning is
an instructional method designed to enhance higher-order thinking in solving a case. It
helps students connect education with specialized training while developing professional
skills for practice [15]. The proposed model (Figure 1) positions the 4Cs as a framework for
analysing real digital-risk cases while mapping identified risks to operational security
components through collaborative case-based learning.

=

Figure 1. Pedagogical Model Integrating the 4Cs Digital-Risk Framework with
Digital-Security Operational Components through a Case-Based Collaborative Learning
Approach

First-year students often lack prior technical knowledge and disciplinary experience.
Case-based collaborative learning (CBCL) addresses these challenges through several
instructional strategies i.e. 1) Scaffolding: Lectures provide short targeted introductions to
each domain and case context, 2) Decoupling technical complexity: This lowers cognitive
barriers while maintaining the essence of the analytical skill being taught, 3) Collaborative
learning studies: This helps novices build confidence and competence as they navigate
unfamiliar content. Together, these strategies reflect an adaptive, learner-responsive
approach that supports first-year students’ transition into university-level problem-
solving while maintaining high expectations for engagement and intellectual challenge
[16].

2.2 Research Context and Participants

The research was implemented in a first-semester Digital Literacy course at a
university in Yogyakarta, Indonesia, during the 2025-2026 academic year. Early
intervention is strategically important because first-year students face unfamiliar freedoms
and emerging risk behaviours[17]. Participants were organised into 12 groups drawn from
four classes.

2.3 Procedure

To evaluate the learning outcomes produced through the case-based collaborative
design process, a total of 24 infographics were analysed across 12 student groups, with
each group completing two infographic artefacts derived from six distinct real-world
digital risk cases. The assessment was conducted using the multidimensional rubric(see
Table 1), encompassing conceptual understanding of the 4Cs model, application of
operational digital security components, ethical reflection, collaborative contribution, and
communication design quality. Authentic case-based learning enables students to connect
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theoretical risk models to practical, lived challenges and encourages transferable
cybersecurity habits. Working with a structured worksheet, students first classified risks
according to the 4Cs and then mapped them to corresponding operational components.
Groups subsequently developed infographics using digital design tools such as Canva or
PowerPoint to communicate preventive strategies and public-facing messages[14],
transforming students into knowledge disseminators[18], [19]. Data sources included
worksheets, infographics, and instructor observation.

2.4 Assessment Rubric

The evaluation rubric (Table 1) assessed conceptual accuracy, ethical reasoning,
teamwork, and quality of communication, dimensions aligned with authentic
performance-based learning in cybersecurity education.

2.5 Data Analysis

A triangulated qualitative approach was employed to strengthen the credibility of
the analysis. The worksheets produced by student groups were examined and coded to
verify the accuracy of risk categorisation and the alignment of these risks with relevant
operational security components. Meanwhile, individual reflective essays were subjected
to thematic analysis to capture evidence of ethical sensitivity, emotional engagement, and
indicators of perceived behavioural shifts [20]. In addition, the infographic outputs were
reviewed to assess the clarity of message delivery, the coherence of issue framing, and the
practicality of the recommended preventive measures[13], [14].

Table 1. Assessment Rubric for Digital-Safety Learning Artefacts.

Criterion Excellent (4) Good (3) atisfactory (2) 'd Improvement
1)
Conceptual Fully accurate Mostly accurate Some Incorrect or
understanding  classification of  classification, misclassification missing
of 4Cs risks for the minor errors or omissions classification
case
Application of Clear, Good mapping, Acceptable Poor or no
operational appropriate some minor mapping, but mapping to
components mapping from mismatches incomplete operational
risks to components
components
Ethical reflection Insightful, Good reflection, Basic reflection, = Minimal or no
personal, includes some  limited critical reflection
connects personal insight perspective

behaviour and

values
Collaboration All members Good Some group Poor teamwork,
contribute, and teamwork, imbalance, one or fewer
strong minor uneven participants
teamwork is imbalance contribution
evident
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Creativity and Highly Good design,  Usable design, Unclear message,
communication engaging message clear, message poor design
in infographic design, clear minor layout moderately clear quality
message, issues
accurate
recommendatio
ns

3. Result and Discussion
3.1 Learning Outcomes

Results showed that student groups successfully identified multiple digital risks
using the 4Cs model. For example, in the phishing case group, students noted Contact risks
(fraudulent communication), Contract/Commerce risks (financial exploitation), and
Content risks (malicious link). They then linked these to operational components:
privacy/data protection (secure credentials), device/system security (software update and
phishing awareness). Students articulated these mappings in worksheets and highlighted
them in their infographics.

Collaborative learning enhanced peer-awareness and digital empathy. The peer-
group discussions revealed that students recognised how their own device habits could
expose others, and how digital behaviour can have broader social ramifications.

3.2 Infographic as a Learning Artefact

Infographics are one of the more interesting modes of presenting information
visually through diagrams, videos, charts, text images, and the like [21]. Infographics
enabled students to transform theoretical understanding into communicable safety
campaigns. The outputs included persuasive statistics, behaviour-based
recommendations, and visual metaphors that linked risk types with daily digital habits
(Figure 2). Among the 24 infographics, 75% achieved a Good to Excellent range based on
the rubric, indicating successful transition from comprehension to competent real-world
application of security concepts. This study contributes a unique model that connects
theoretical risk frameworks with operational cybersecurity practices through authentic
artefact-based assessment, an approach not frequently documented in existing literature.

Studi k;'ul s

Figure 2. Sample of infographics created by students (in Bahasa Indonesia)
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Heatmap of Total Infographic Scores
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Figure 3. Heatmap of Total Infographic Scores

Figureure 3 presents a heatmap visualisation of total scores across 24 infographic
artefacts. The column dimension represents six cybersecurity case contexts (K1-K6), while
rows correspond to 12 student groups (G1-G12). Higher intensity values indicate stronger
performance. A visible clustering around phishing (K1) and ransomware (K6) suggests
greater conceptual accessibility, whereas weaker activity patterns in privacy leakage (K5)
reflect gaps in practical solution articulation. This reinforces prior observations that topic
familiarity significantly influences analytical depth and preventive strategy development.

3.3 Educational Implications

The results confirm that combining conceptual frameworks with practical
application strengthens holistic digital safety competence. Echoing the broader literature,
instruction that centres on authentic, real-world problems consistently appears to
strengthen students’ analytic capacities and engagement within cybersecurity education.
Practical, hands-on projects and narrative scenarios help learners practise decision-making
under realistic constraints and foster collaborative problem solving [22]. Implementing the
model early in university creates sustainable digital habits and supports wider community
awareness through public-facing artefacts. Alignment with DigComp 2.2 offers a
structured basis for curriculum enhancement [11].

3.4 Limitations and Further Research

Limitations include a small sample, single-institution context, and short-term
evaluation. Future research should examine long-term behavioural transformation,
incorporate quantitative assessment, expand to other disciplines, and adapt for online or
hybrid delivery.

4. Conclusion

The integration of the 4Cs framework with operational security competencies offers
an effective pedagogical strategy for improving students’ digital-safety awareness.
Through collaborative authentic learning, students developed the ability to identify online
threats and apply preventive actions responsibly. The novelty of this research lies in its
structured connection between conceptual policy-level frameworks and actionable skills
aligned with DigComp 2.2, producing a model that is adaptable and replicable across
higher-education settings. Early adoption supports ethical, privacy-conscious digital
citizenship and reinforces institutional digital resilience.
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