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Objective: This study aims to investigate the critical role of cybersecurity in fostering 

public trust toward digital government services. Method: A survey was conducted 

involving 30 citizens to analyze their perceptions and trust levels in e-governance 

systems amidst increasing cyber threats. Results: Findings reveal that 86% of 

respondents who have engaged with government digital services express a lack of trust, 

primarily due to concerns over cyber disruptions and fraud. These vulnerabilities 

undermine the perceived security and reliability of digital governance platforms. 

Novelty: This research highlights the direct correlation between cybersecurity 

challenges and public trust in digital government services, emphasizing the urgent need 

for robust cybersecurity frameworks to safeguard personal data. By focusing on citizen 

attitudes, this study contributes empirical evidence that informs policymakers and 

practitioners about the social implications of cybersecurity weaknesses in e-governance, 

thereby guiding the development of more secure and trustworthy digital public service 

infrastructures. 
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INTRODUCTION  

In today’s world, technology is advancing rapidly, and with it, the convenience of 

accessing information online has become easier and faster. This is made possible by 

connecting computer networks across the world, which is often referred to as 

"cyberspace" Cybersecurity refers to the measures individuals and organizations take to 

reduce the risk of cyberattacks. Its main purpose is to protect the devices and services we 

use both online and work from theft, damage, or any other harmful activities (National 

Cyber Security Centre, 2025, About the NCSC: What is cyber security?). With the rapid 

growth of digital technology, new threats have emerged, one of the most concerning 

being cyberattacks [1]. 

In Thailand, both the government and private sectors have increasingly adopted 

cloud computing, which functions like a large data warehouse on the internet, allowing 

organizations to store and access data without needing to buy additional hardware. 

Government agencies use private cloud systems designed to be secure for internal use 

(NIPA Cloud, 2024, Tech Knowledge). However, cloud systems that are connected to the 

internet still face significant risks, such as data theft, which has been on the rise [2]. 

According to the National Cyber Security Committee's annual report in 2023, the 

government sector most frequently targeted by cyberattacks was the education sector, 

which faced 632 attacks, followed by other government sectors with 145 incidents. In 

Thailand, cyberattacks related to online gambling have also increased, adding to the 

growing threats faced by government agencies [3]. 
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As a result of these rising risks, Thailand must enhance its capabilities to protect 

against cyber threats and prepare for potential future scenarios, such as cyber warfare 

(Kanokkon Phohom, 2021, p.46) [4]. 

Despite the government’s efforts to adopt technology and improve digital 

services, there are still weaknesses in the system. Security measures often fail to prevent 

major cyberattacks. Loopholes in the system and ineffective regulations for preventing 

data leaks have caused several large-scale data theft incidents, affecting many people. In 

one instance, personal information was leaked from government agencies in 9 separate 

events [5]. Of these, 4 involved the release of citizens’ personal data, leading to serious 

consequences. Fraudsters who have access to this information have used it to deceive and 

steal from people, especially from older adults who may not be very familiar with 

technology. These scams have had severe effects, with victims sometimes losing their 

savings or, tragically, even taking their own lives due to overwhelming debt caused by 

fraud [6]. 

The issues don't just stem from vulnerabilities in government systems, but also 

from the negligence of authorities who have not taken enough action to address these 

problems. This lack of response contributes to further complications and delays in 

finding proper solutions. 

As mentioned earlier, cybersecurity threats are a significant factor that affects the 

economy, people’s quality of life, and even national security. These threats are also 

impacting government policies, especially those aimed at moving the country toward a 

digital economy or Thailand 4.0 (Kanokkon Phohom, 2021, p.46). The more news spreads 

about fraud and cybercrimes happening online, the more the public’s trust in government 

digital services decreases. Frequent incidents of cyberattacks, such as data hacking, 

personal information theft, and online fraud, make citizens feel unsafe in the digital 

world. As a result, many are reluctant to use government digital services because they 

see them as risky [7]. 

Moreover, some citizens believe that once their personal data is leaked, they 

cannot do anything to change or recover it. This belief leads them to ignore the issue and 

not pay much attention to the risks. They might think that since the damage has already 

occurred, there’s no point in trying to fix it or prevent it from happening again. 

Because of these issues, this article focuses on conducting a survey to understand 

the public’s trust and attitudes toward government digital services in Thailand. The main 

questions in the survey will focus on the factors that influence the public’s trust in digital 

government systems, the risks they see in using digital services (such as cyberattacks or 

privacy violations), and whether they believe their personal information is at risk [8]. The 

surveyors explore citizens' experiences with using government digital services, such as 

online banking, submitting government documents through websites, or using other 

digital services. This will help understand how incidents like data leaks have impacted 

citizens' behavior [9]. 

The results of this survey will give us a clear picture of how the public views and 

experiences government digital services. It will also help identify the reasons why many 

citizens feel insecure or avoid using these services. This information is crucial for 
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improving government digital systems, making them more secure and reliable, so that 

citizens can use them without fearing for their privacy or data security [10]. 

By addressing these concerns and finding solutions, the government can rebuild 

trust in its digital services. This will allow citizens to feel safe when using online 

government services without worrying about their personal data being compromised or 

misused. 

 

RESEARCH METHOD 

Research design 

This article employs survey research design, collecting quantitative data through 

questionnaires to study public trends, attitudes, and behaviors regarding trust and 

experiences with the government's digital systems. Collecting data through 

questionnaires enables us to understand the thoughts and feelings of respondents about 

the following questions: 

1. Have you ever used online services provided by the government, such as 

registering for benefits or government applications? 

2. Do you think new technologies, such as digital systems and applications, 

make interacting with the government more convenient? 

3. Do you feel that the government’s digital systems adequately protect the 

privacy of your personal information? 

4. When using online government services, do you feel secure when 

providing personal information, such as your national ID number or 

address? 

5. Have you ever been concerned about the government storing your personal 

information online? Why? 

6. Do you think the government should provide more public education on 

online security? 

7. If a cyberattack occurred and your data were leaked, how would you want 

the government to respond? 

8. Do you think you would continue to trust the government’s digital system 

if your personal data were stolen from a government website? Why? 

     Each question in this survey is carefully designed to analyze and understand 

the perspectives and experiences of the public across multiple dimensions related to the 

use of government digital systems. These dimensions include behavioral insights, 

perceptions of security, and policy-related expectations. These questions help gather 

essential data to analyze public opinion trends and identify factors influencing the use of 

government digital systems more clearly. 

Population and sample 

   The target population for this research consists of the general public in Thailand 

who have had experience using government digital services. These experiences may 

include submitting documents via online platforms, paying government service fees, or 



Cybersecurity and Public Trust in Digital Governance: Focusing on Citizen Trust 

 

 

 

International Conference on Social Science and Humanity  29 

More convenient, 83.3

more difficult, 
16.6

0

10

20

30

40

50

60

70

80

90

More convenient more difficult

accessing information through official government agency websites. Sample size: 30 

general public people 

The sample group was selected using purposive sampling, focusing on 

individuals aged 18 and above who have direct experience with or have used 

government-designed websites or applications and are able to complete an online 

questionnaire. While the sample size may not fully represent the entire population, 

collecting preliminary data from individuals with direct experience can effectively reflect 

relevant opinion trends. 

Research instruments 

Questionnaire 

The primary research tool for this study is an online questionnaire designed to 

collect in-depth information from respondents, divided into three main sections: 

General information of the respondents: 

Personal information, divided into three questions                  

1. Gender (female 63.3%, male 30%, preferred not to specify their gender 

6.7%)  

2. Age (18-25 years 68%, 26-30 years 18%, 31-40 years 7%, 41-60 years 7%) 

3. Occupation students 62%, civil servants 21%, other 17%) 

Opinions on Cybersecurity and Trust in Digital Governance 

Question 1 “Do you think new technologies, such as digital systems and 

applications, make interacting with the government more convenient?” 

 

 

 

 

 

 

 

 

 

 

Figure 1. Question 1 Result Diagram 

 

From the survey, 83% of respondents agreed that modern technology has made it 

easier for people to communicate with the government. However, 17% of respondents, 

aged 50-60 years, felt that these advancements have not made it easier for them. This may 

be because they are less familiar with digital tools, have limited IT skills, or find the 

systems too complicated. This shows the importance of creating simple, user-friendly 

systems and providing support to help older people use digital government services 

more easily. 

 Question 3 “Do you feel that the government’s digital systems adequately protect 

the privacy of your personal information?” 
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Figure 2. Question 3 Result Diagram 

 

From the chart, it can be observed that 76.6% of respondents believe that the 

protection of citizens' privacy is insufficient due to frequent data breaches that often lead 

to online scams. Meanwhile, 23.3% think that the government is doing enough to protect 

people's data, as major data breaches are rare and do not significantly impact them. 

Question 5 “Have you ever been concerned about the government storing your 

personal information online? why?” 

 

 
Figure 3. Question 5 Result Diagram 

 

85% of respondents expressed concerns about the government's handling of 

personal data. Their worries primarily stem from a perception that the government lacks 

sufficient reliability in managing secure database systems. Many noted that data breaches 

occur frequently, especially in cases where sensitive information is exposed to the public 

or misused. 

On the other hand, 15% of respondents indicated that they were not worried about 

the government's data storage practices. They believed that the government was 

trustworthy enough and that their personal information would not be easily 

compromised. 

   All respondents agreed that the government should provide more education to 

the public regarding data security. One respondent pointed out that, in addition to 
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educating citizens about protecting their data, the government must take responsibility 

for ensuring the security of personal information. They argued that even if individuals 

are well-informed about data security, such knowledge becomes meaningless if their 

information is leaked or compromised. 

Respondents expressed a desire for the government to design and implement a 

more efficient and secure system to safeguard personal data. They acknowledged that 

cyber-attacks could target any organization or individual, making it essential for the 

government to address these issues with urgency and seriousness. The government must 

act swiftly to prevent data breaches and minimize harm to the public, ensuring that 

citizens are not left to face the consequences alone. 

Additionally, some respondents called for stricter legal action against those who 

commit data theft. They emphasized the importance of enforcing laws rigorously and 

imposing severe penalties on offenders to deter similar incidents in the future. By taking 

these measures, the government could help prevent data breaches and restore public 

confidence in its ability to protect personal information effectively. 

Question 7 “Do you think you would continue to trust the government’s digital 

system if your personal data were stolen from a government website? Why?” 

 

 
Figure 4. Question 7 Result Diagram 

 

From the question, "Would you still trust the government’s digital system if your 

personal data were stolen from a government website?" 86% of respondents stated that 

they would lose trust in the government in such a scenario. Most expressed concerns over 

the government’s inability to protect personal data effectively and the lack of robust 

measures to combat cybersecurity threats. Many believe frequent data breaches stem 

from outdated security systems and negligence by officials, which has significantly 

damaged public confidence. 

Some respondents also pointed out the government’s lack of transparency in 

disclosing data breaches and the absence of a clear crisis management plan, making it 

harder to rebuild trust in the long run. Another common issue raised was the inefficiency 

of responsible officials, which left people feeling their concerns were not addressed 

properly or on time. 
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On the other hand, 11% of respondents who still trusted the government’s digital 

system explained that they believed the government had the capability and intention to 

resolve issues and protect their data. They trusted that the government would stand by 

its citizens during crises. Another 3% of respondents said they might trust the 

government if it could demonstrate strong action to solve the problem effectively and 

introduce clear policies to prevent future incidents. 

This survey reflects the opinions of a specific group of respondents and cannot 

fully represent the views of the entire population. 

Data collection 

Data collection process 

1. The questionnaire was distributed through online channels such as Google 

Forms or other convenient online platforms. 

2. Data Collection Period: The data collection was conducted over a two-week 

period. 

3. The questionnaire targeted respondents with direct experience using 

government digital services, and it was disseminated through social media 

platforms to reach the intended audience effectively. 

Ethical considerations in data collection: 

1. The purpose of the research and all relevant information were clearly 

communicated to the respondents before they participated in the survey. 

2. Respondents were informed of their right to decline participation at any 

time without any consequences. 

3. All collected data was treated as confidential and anonymized to ensure the 

protection of respondents' personal information. 

Research limitations 

The sample size is limited, which may constrain the generalizability of the findings 

to the entire population. 

The use of online questionnaires might exclude individuals who lack access to or 

familiarity with digital technology, leading to potential sampling bias. 

 

RESULTS AND DISCUSSION 

Results 

This research aims to study the perspectives, attitudes, and behaviors of citizens 

regarding the use of government digital systems, focusing on trust and data security. The 

findings reveal that most citizens are concerned about the risks associated with using 

government digital services, particularly regarding past incidents of data breaches, 

which have undermined confidence in the system. While citizens recognize that digital 

technology can enhance convenience in accessing government services, cybersecurity 

concerns remain a significant barrier to fully accepting digital services. 

Moreover, citizens express expectations for the government to implement stricter 

measures to prevent cyberattacks and data breaches. These include improving 

cybersecurity systems, raising awareness about online safety, and effectively managing 
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data breach incidents when they occur. Citizens also emphasize the importance of 

educational initiatives to help them protect themselves from potential risks. 

Overall, this study highlights that citizens have not fully entrusted government 

digital systems, primarily due to uncertainties surrounding data security, a lack of clarity 

in handling cybersecurity threats, and negative past experiences that have eroded trust. 

Discussion 

This research focuses on exploring the trust, attitudes, and behaviors of citizens 

towards the use of the government's digital systems. This issue is particularly critical in 

an era where technology plays a vital role across all sectors, especially in the public sector, 

which has been striving to integrate technology to enhance efficiency and transparency 

in public service delivery. However, findings indicate that trust in the government's 

digital systems remains low, despite efforts to improve security measures and encourage 

utilization. 

Interpretation of research findings 

The findings reveal that citizens remain concerned about various aspects of the 

government's digital systems, which can be categorized into the following key areas: 

1. Personal Data Security 

A significant number of citizens expressed concerns regarding the security 

of their personal data required for submission or disclosure in the 

government's digital systems. Past incidents of data breaches have eroded trust 

in these systems and fostered negative attitudes. While efforts to improve 

security measures have been made, communication about the progress in this 

area remains insufficiently clear. 

2. Cybersecurity Threat Management 

Cyberattacks have emerged as a critical risk in the digital era, particularly 

as government agencies have become prime targets for malicious actors. The 

research highlights that citizens perceive the government as inadequately 

equipped to handle such threats, including the development of advanced 

protective technologies, the establishment of secure networks, and swift 

responses to incidents. 

3. Ambiguity in Measures and Policies 

Many citizens lack a clear understanding of the government's measures to 

protect data and address cybersecurity threats. This lack of clarity undermines 

confidence in the system and causes hesitation among some citizens to use 

digital services. 

Concepts and theories 

The analysis of these findings aligns with the State-Citizen Relationship Theory, 

which emphasizes the role of the state in building trust with its citizens through 

transparent and efficient governance. If citizens perceive that the government is unable 

to manage emerging issues or lacks transparency, this could negatively impact the state-

citizen relationship. 

Furthermore, the findings resonate with the concept of e-Governance, which 

underscores the integration of digital technologies to enhance efficiency and 
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transparency in public service delivery. While technology has the potential to improve 

convenience, the lack of trust in these systems remains a significant barrier to citizen 

acceptance. 

Strategic issues and government efforts 

Thailand has made strides in developing measures and infrastructure for 

cybersecurity, such as the enactment of the Cybersecurity Act B.E. 2019, which outlines 

guidelines for mitigating threats and reducing risks, as well as establishing dedicated 

agencies. However, the research indicates that citizens remain unaware of these measures 

in detail. 

Initiatives such as the "Half-Half" project and the "10,000 Baht Digital Wallet 

Scheme" demonstrate the government’s efforts to promote the use of digital services. At 

the same time, these initiatives highlight challenges when citizens are compelled to use 

digital services without confidence in the system. This necessity can create a sense of 

coercion and lead to resistance among certain demographic groups [11], [12], [13], [14], 

[15]. 

Recommendations 

1. Enhancing Cybersecurity Measures 

a. Invest in modern technologies to prevent attacks, such as advanced 

cybersecurity systems, continuous monitoring, and rapid incident response 

mechanisms. 

b. Establish a Cybersecurity Emergency Response Team (CERT) to collaborate 

with various agencies for more effective threat management. 

2. Communication and Transparency 

a. Increase communication with citizens regarding measures to protect 

personal data and manage data security. This could include publishing 

annual reports on system safety and explaining data collection and 

management processes. 

3. Raising Awareness and Education 

a. Conduct training sessions or campaigns to raise awareness about 

cybersecurity among citizens, such as phishing prevention and secure 

password practices. 

b. Partner with schools and universities to promote education on 

cybersecurity. 

4. Developing User-Friendly Systems 

a. Simplify the interface of digital systems to make them user-friendly, with 

clear guidance and reduced complexity in accessing services. 

b. Create support channels, such as online help centers or applications, to 

address citizen queries and resolve issues promptly. 

5. Continuous Evaluation and Monitoring 

a. Establish independent agencies to regularly evaluate the security and 

efficiency of digital systems. 



Cybersecurity and Public Trust in Digital Governance: Focusing on Citizen Trust 

 

 

 

International Conference on Social Science and Humanity  35 

b. Develop evaluation reports to summarize problems and recommend 

solutions. 

Future research directions 

This research opens opportunities for future studies in the following areas: 

1. Examining factors influencing trust in digital systems across different 

population groups, such as age, education, and income. 

2. Analyzing case studies of countries that have successfully built trust in 

digital systems. 

3. Investigating the psychological and social impacts of enforced digital 

policies on populations with varying levels of digital readiness. 

This study provides valuable insights into the challenges the Thai government 

faces in developing digital systems for citizens. The low level of trust highlights structural 

issues that need to be addressed through better communication, system development, 

and public understanding. Building a trustworthy and user-friendly digital system can 

not only improve the quality of life for citizens but also strengthen trust and foster a 

positive relationship between the state and its citizens in the long term. 

This research aimed to understand the perspectives, attitudes, and behaviors of 

the public toward the use of government digital systems, particularly concerning trust, 

security, and efficiency in the Thai context. The findings can be summarized across 

several key dimensions: 

1. Trust in Government Digital Systems 

The study reveals that public trust in government digital systems remains 

low. Key factors influencing this trust include past experiences with data 

breaches and cyberattacks, which have created concerns and negative 

perceptions among citizens. Despite government efforts to improve security 

measures and system reliability, insufficient communication and lack of clarity 

in processes have left the public hesitant to fully engage with digital services. 

2. Cybersecurity Challenges 

Cyber threats are a critical issue impacting public confidence in 

government digital systems. Many citizens perceive the government’s 

measures as inadequate to address these risks, such as modern threat 

prevention, continuous security monitoring, and efficient responses to 

incidents. These concerns highlight doubts about the government’s capacity to 

manage complex technical challenges effectively. 

3. Public Awareness of Government Measures 

A significant portion of the population lacks a clear understanding of the 

government’s efforts to protect personal data and mitigate cyber threats. The 

study found that unclear communication about policies, measures, and 

management strategies leaves citizens uncertain about engaging with digital 

services. 

4. Impact of Digital Adoption Policies 

Government initiatives, such as the “Half-and-Half” program and the 

“10,000 Baht Digital Money” scheme, aim to encourage citizens to embrace 
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digital platforms. However, these initiatives reveal structural challenges, 

including a lack of trust in system security. As a result, some citizens feel 

compelled to participate, leading to resistance in certain groups. 

 

CONCLUSION 

Fundamental Finding : This study demonstrates that public trust in government 

digital systems in Thailand remains notably low, primarily due to past cybersecurity 

incidents, inadequate communication, and perceived insufficiencies in government 

cybersecurity capabilities. Implication : These findings underscore the critical need for 

governments to enhance transparent communication strategies, strengthen cybersecurity 

infrastructure, and foster public awareness to build trust and encourage meaningful 

engagement with digital services. Without addressing these trust deficits, digital 

adoption policies may face resistance or superficial compliance rather than genuine 

acceptance. Limitation : The research is limited by its focus on a specific national context, 

and findings may not be directly generalizable to other countries with differing socio-

political and technological environments. Additionally, the study primarily relies on 

public perception data, which may be influenced by transient events or media coverage. 

Future Research : Further studies should investigate longitudinal changes in trust as 

government cybersecurity measures evolve, explore comparative analyses across diverse 

cultural contexts, and assess the effectiveness of targeted communication interventions 

designed to improve public confidence in digital government initiatives. 
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